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Naval Postgraduate School Center for Homeland Defense and Security Essay Contest
TOPIC:  What advice concerning Homeland Security would you give the next presidential administration and why?
My advice to the president would be to transition a tried and true , paid for many times over, procedure that has been transitioned from the military as the Army Communications and Electronics’ Command’s “greatest invention” to the DHS to the final third of the pie – the First Responder / Private sector that enables the spontaneous integration of adhoc collaborative operational groups (COGs), synchronizes their event reporting, and establishes a common symbolic base horizontally across legacy, current, and future programs in a system of systems methodology.  The name that I use for this system, product, and vendor neutral strategy is the Heart Beacon.  The Heart Beacon is a Computer Aided Dispatch CAD spontaneous integration of disparate groups, teams, and reorganization / restructuring based on group rule sets and operationally driven reconstitution during times requiring adhoc grouping to accomplish tasks.
The Heart Beacon is a method of network & systems management supporting interoperability, synergy and synchronicity of situational event, alert, risk / financial, environmental, public n1-1 services.  From the bell weather Carnegie Mellon University view, it is Network Situational Awareness NetSA as n-1-1 Public Services.  


ABSTRACT: Computer Aided Dispatch Spontaneous Integration The Heart Beacon is an all hazards process that addresses data temporal / exchange interoperability gaps by Common Alert Protocol CAP instantiated data exchanges for military, first responder, and commercial / financial domains.  By standardizing data exchange formats, symbol sets, event refresh rates; direct collaboration among military, financial, and other dissemination & telemetry systems using commercial, open, standardized frameworks is possible.  Router multicast radius are adjustable – e.g., increase / decrease with audible tones and vibratory levels based on business logic / military mission thread logic according to threshold rules visually displayed as concentric color band expansion / collapse based on DHS and other multi level color / audible advisory schemes. Medical triage,  alert, evacuation, alternate routing of transportation assets, will then adjust & filter consistently by commercial world business logic / military mission threads by zones. Organizations, entities, platforms, vehicle, mobile smart phone type & sensor equipped devices via router network data heartbeat messages updates will spontaneously integrate connecting adhoc task forces among disparate entities enabling the network to be maneuvered to support unified operational, financial, disaster, humanitarian and situation awareness events / alerts / N1-1 Public services.

KEYWORDS: Heartbeat, Beacon, TCP/IP, heartbeat / beacon sub-protocol, synchronicity, interoperability, Public Safety Answering Points – PSAPS, e9-1-1 next generation, network management, forensic network analysis, Six Sigma process, procedures, methodology, , spontaneous integration, network centric warfare. Computer Aided Dispatch Spontaneous Integration
BACKGROUND: Quoting The Reform Institute: a congressional directive states "nothing less than network centric homeland security akin to network centric warfare".  Federal / military situational awareness (SA) SATCOM, Telco / cable networks supporting First Responder e9-1-1 systems apply 3 common denominators: the TCP/IP heartbeat protocol, heartbeat transponder beacons & heartbeat (XML) schemas / messages conveying network configuration data e.g, router MIBs: multicast group subscriptions -- DIFFERENTLY. 

Common Operational Picture (COP): A single identical display of relevant information shared by more than one command. A common operational picture facilitates collaborative planning and assists all echelons to achieve situational awareness. US Joint Force Common Glossary //Free Dictionary Wikipedia

Without adhering to the Heart Beacon’s three common denominators iteratively woven through four focus areas, the “grail” or Single Integrated Operational Picture / Family of Interoperable Operational Pictures will not be achieved during your administration (s) or in the foreseeable future.  Fundamentals and this established, time and war tested procedure should not be ignored.  

The Heart Beacon has precedents.  For example, a DHS funding document describing state interoperability funding dated May 2006 on page 32 states: a goal to "Improve CMED capacity to include EMS responder status management and vehicle location as an extension of the HEARTBEAT computer aided dispatch system"

Networking techniques supporting maneuvers at the National Training Center in the Mojave Desert, the maneuver commanders and operations officers would become frustrated at being told that they could not conduct operations as they planned given the network (routers and their intrinsic Management Information Bases MIBs) could not support their operational scheme.  Their reaction was to the effect “give me back my (analog) radios and (non digital) charts then”.  The developers of the template system (Army Battle Command System ABCS and Blue Force Tracking – BFT) acquiesced to the then culturally unacceptable use of TCP/IP and the heartbeat sub-protocol mechanism as a means to harvest state meta-data on networks with bandwidth 220 kbps or usually less.  As a relevant aside, there are other protocols and means to harvest data like NASA JPL’s OPenDAP (any data, anywhere, any format) that on closer inspection, depend on the heartbeat mechanism as an opportunity in time to collect data from (IP) hosts, devices, platforms...  

The Heart Beacon process by applying the heartbeat protocol and heartbeat system messages like the world standard SWIFT / heartbeat XML messages includes financial system transactions useful in mitigating attacks on our financial system.  The FBI immediately deployed teams to Omaha Nebraska looking for the terrorist money trail after 9/11.  These disparate communities need consistent temporal data tagging of the Heart Beacon and the millisecond data exchanges of broadcast / multicast / beacon technologies. 

The Heartbeat sub-protocol of the TCP/IP (Internet) stack is as old as the internet. It is simply an opportunity in time to gather state meta-data from internet devices that is then used to adjust the internet infrastructure. The military (having developed the internet stack in the first place (DARPA / Mr. Al Gore...); knew that there were unused opportunities in time to move data. They exploited this (to this day) arcane knowledge in developing what is call the "template system" (actually there are 7 - 64 of them as briefed to congress). Protocol gurus (geeks) refer to the heartbeat / beacon interchangeably or even together. Point being, to save lives by working together on an apples to apples, oranges to oranges level involves using what opportunities in time that are available to us to CHOOSE / CHANGE our (telecommunications) matrix to either help or not help each other in a common, consistent method across systems, networks, agencies, federal, state, local, international / sub-terrainian, ocean floor…

The Heart Beacon is a method to commercially adapt battlefield proven Force XXI Battle Command Brigade and Below (FBCB2) / satellite network adapted Blue Force Tracker – BFT, Battlefield Awareness Data Distribution – BADD, Special Operations Force Network SOFNET… for commercial First Responder use. Since these war proven template systems are essentially workflow logic broadcast with filters by TCP/IP internet unicast, multicast groups –e.g., Verizon’s VCAST. In this way; National Command Authority NCA chop chain - workflows over multicast / anycast IP using “true cots” tools in use e.g., Towersoft w/AgileDelta Efficient XML module embedded can be instantiated in times of crisis. 

The Heart Beacon is a method to adapt the battlefield proven decade old Force XXI Battle Command Brigade and Below (FBCB2) and the satellite network adapted Blue Force Tracker – BFT for commercial / First Responder use. Since FBCB2/BFT is basically workflow logic data / forms based exchanges distributed by TCP/IP internet unicast, multicast groups – like Verizon’s VCAST or AT&T’s Heartbeat Solution, the idea is to replicate war proven procedures to organize and "maneuver" the portion of the network that may be up to 80% commercially leased. 
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Figure 1: Heart Beacon 
Figure 1: Inspired by a vision of the midnight ride of Paul Revere “one if by land, two if by sea” ride to alert the Colonists to the arrival of the British forces during our Revolutionary War: "If the British march by land or sea from the town to-night, hang a lantern aloft in the belfry arch of the North Church tower as a signal light,-- one if by land, and two if by sea; and I on the opposite shore will be, ready to ride and spread the alarm through every Middlesex village and farm, for the country folk to be up and to arm." 

Explaining figure 1 and by extension, the Heart Beacon idea is simple.  To quote the Honorable Jay M. Cohen, a Navy Admiral  now serving as the Undersecretary of Science and Technology for the Department of Homeland Security during his interview with SPIE:  “it’s not rocket science” referring to fifty percent of his “venture investment capitalist / mutual fund” portfolio (budget) that is “simply product transition” that is “near term / three to five years”.  “This part of my budget is applied towards “solving the problems of his customers through spiral development of items that are designed to close terrorist and criminal seams”.  Marching in step; the Heart Beacon is designed to close interoperability synchronicity seams.

The Homeland Heart  Beacon approach fits the DHS Science and Technology Directorate portfolio exactly as the template system that The Heart Beacon is modeled / derived from is a military system born from spiral development that has been in use since before the Balkan Conflict where the template system was adapted to satellite broadcast that was transitioned from the military to the Department of Homeland Security in the form of situational awareness to Blackberry devices several years ago – by the same military industrial vendor.  This template system (there are reportedly between 7 and 64 of them) helped with the capture of Saddam Hussein.

The template system Special Operations Forces Network / SOFNET or FBCB2/Blue Force Tracker has also been transitioned to a peer to peer XML messaging system – Sun’s JXTA (the other cited system is based on Jabber).  Mr. Cohen stated that “light takes many forms” and “light (beacons) is involved in many areas in the Department of Homeland Security”.   The Heart Beacon; yields an ROI for us all closing terrorist / criminal seams through reuse of (tax payer) “venture capital”.  

Reuse of a Six Sigma derived method / procedure: that is product, system, and application neutral to adapt battlefield proven FBCB2 / Blue Force Tracker for First Responder use. FBCB2/BFT is workflow logic data / forms distributed by TCP/IP internet multicast groups – e.g., Verizon’s VCAST meeting a congressional statement: “nothing less than network centric homeland security akin to network centric warfare”.  The "grail" is to create a single / “family” integrated operational picture – SIOP / FIOP from cross domain data fusion by Community Of Interest COI's / Public Broadcasting Profile Injection Point PIP profiles.  The true grail is to provide everyday folks with a UDOP (user defined operational picture) using everyday desktop / personal tools.  

ISSUES RESOLVED BY THE HEART BEACON: 

- Common event / alert activation by a common alert structure (Common Alert Protocol - CAP) 

- Linkage of military message threads with .gov, .com, .edu workflows / business logic- Non-interoperability of symbolic representation, formats (mil standard vs. .com)

- CAP symbols geographic shapes or blobs.  .MIL symbol sets resolve to platform level by type 

- Dissimilar XML tagging formats between .mil /.com / .gov, .edu.. = error inducing, time, intensive gateways

- Inconsistent network state info sampling rates (timing), event / alert reporting timing rates impairs data fusion across multiple complex systems given situational awareness data collection time tagged event / alert at different intervals (e.g., millisecond, seconds, 1, 3, 5, 10 minutes) 

- Reduced “swivel chair” analysis caused by duplicative event injections on crisis center screens 

- Computer Aided Dispatch Spontaneous Integration among disparate groups for adhoc tasking
- “De tower of Babel-ized” semantic common meaning across disparate communities of interest COI’s by converting message / data exchanges from proprietary, closed military structured messaging standards to OPEN universal web. 
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A must have is the display in the Pentagon and other high level EOC’s showing alerts from 1 unified, correlated source: the ITU International Telecommunications Union / OASIS Common Alert Protocol – CAP. 
                                      [image: image3.jpg]The Beacon symbolizes both guidance to safe
harbors and a warning of dangerous waters. The
Beacon is represented by a lighthouse atop
jagged rocks with its powerful light cutting a path
that leads to an adjacent entrance to a calm
harbor on a stormy night.

The Beacon suggest that if you look for it, there is
a general path for you to follow to reach a place of
peace and harmony. However, The Beacon itself
sets upon rough ground, so you must still step

carefully as you follow it to quiet waters.

Excerpt from "The Road Less Traveled" by M. Scott Peck, M.D.

Ancient Symbol:

The Beacon provides guidance away from
conflict. It implies that the path to resolving
differences is marked and visible to any
who look for it. The Beacon also warns that
while there is a way to quell strife, you still
must move carefully towards a solution.

Last, | have come to conclude that while
entropy is an enormous force, in its extreme
form of human evil it is strangely ineffective
as a social force. Evil backfires in the big
picture of human evolution. For every soul it
destroys — and there are many —it is
instrumental in the salvation of others.

1 Unwittingly, evil serves as a beacon to warn
others away from its shoals.
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