




















Data Protection Accountability: The Essential Elements
A Document for Discussion

October 2009

Prepared by the Centre for Information Policy Leadership
as Secretariat to the Galway Project



 - 2 - 

Data Protection Accountability: The Essential Elements  
A Document for Discussion 

 
 
 
Preface 
Martin Abrams 
Executive Director 
Centre for Information Policy Leadership 
 
Innovations in technology; rapid increases in data collection, analysis and use; and the 
global flow and access to data have made an unprecedented array of products, resources 
and services available to consumers. These developments, however, in no way diminish 
an individual’s right to the secure, protected and appropriate collection and use of their 
information.  

The manner in which those protections are provided is often challenged by the dynamic, 
increasingly international environment for information. The global flow of data tests 
existing notions of jurisdiction and cross-border co-operation. How can companies and 
regulators support movement of data while providing the protections guaranteed to the 
individual?  

Accountability, a concept first established in data protection by the Organisation for 
Economic Co-operation and Development (“OECD”), may provide an improved 
approach to transborder data governance that encourages robust data flows and provides 
for the protection and responsible use of information, wherever it is processed. But the 
practical aspects of accountability, and how it can be used to address the protection of 
cross-border information transfers, have not been clearly articulated.  

• What will be expected of companies in an accountability system?  

• How will enforcement agencies monitor and measure accountability?  

• How can the protection of individuals be ensured?  

The Centre for Information Policy Leadership at Hunton & Williams LLP was privileged 
to assemble a group of international experts from government, industry and academia to 
consider how an accountability-based system might be designed.1 The experts met twice 
to define the essential elements of accountability, examine issues raised by the adoption 
of the approach and propose additional work required to facilitate establishment of 
accountability as a practical and credible mechanism for information governance. This 
report, guided by a drafting committee and reviewed by the group of experts, reflects the 
results of those deliberations. 

                                                 
1 The group of experts is listed in the Appendix. 



 - 3 - 

While this paper is focused on accountability as a mechanism for global governance of 
data, the issue of how accountability relates to the general oversight of privacy was raised 
during our discussions. It may be that accountability principles can address both 
international as well as domestic protection of information. Our discussion recognised 
that the concepts of accountability that can support an improved approach already are 
reflected in long-standing principles of fair information practices and are inherent in 
current governance in Europe, Asia and North America. Making accountability a reality 
requires that businesses apply those concepts so that their management of information is 
both safe and productive. Our talks further suggested that the growing complexity of data 
collection and use requires that much of the burden for protecting data must shift from 
the individual to the organisation. 

Much of what is written about accountability in this paper can be accomplished by 
reinterpreting existing law. It is our hope that this paper will both chart the course 
forward for establishing accountability-based protection and motivate stakeholders to 
take the important steps to do so.  

The Centre is indebted to the experts who participated in this effort for generously giving 
of their time and expertise, and most especially to the Office of the Data Protection 
Commissioner of Ireland for hosting our meetings and providing us with wise guidance. 
While this report reflects the results of their deliberations, the Centre alone is responsible 
for any errors in this paper. 

Executive Summary 

Accountability is a well-established principle of data protection. The principle of 
accountability is found in known guidance such as the OECD Guidelines2; in the laws of 
the European Union (“EU”), the EU member states, Canada and the United States; and in 
emerging governance such as the APEC Privacy Framework and the Spanish Data 
Protection Agency’s Joint Proposal for an International Privacy Standard. Despite its 
repeated recognition as a critical component of effective data protection, how 
accountability is demonstrated or measured has not been clearly articulated. This paper 
represents the results of the Galway Project — an effort initiated in January 2009 by an 
international group of experts from government, industry and academia to define the 
essential elements of accountability and consider how an accountability approach to 
information privacy protection would work in practice. 

Accountability does not redefine privacy, nor does it replace existing law or regulation; 
accountable organisations must comply with existing applicable law. But accountability 
shifts the focus of privacy governance to an organisation’s ability to demonstrate its 
capacity to achieve specified privacy objectives. It involves setting privacy protection 
goals for companies based on criteria established in law, self-regulation and best 
practices, and vesting the organisation with both the ability and the responsibility to 

                                                 
2 Organisation for Economic Co-operation and Development Guidelines on the Protection of Privacy and 
Transborder Flows of Personal Data. 
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determine appropriate, effective measures to reach those goals. As the complexity of data 
collection practices, business models, vendor relationships and technological applications 
in many cases outstrips the individual’s ability to make decisions to control the use and 
sharing of information through active choice, accountability requires that organisations 
make responsible, disciplined decisions about data use even in the absence of traditional 
consent. 

An accountable organisation demonstrates commitment to accountability, implements 
data privacy policies linked to recognised external criteria, and implements mechanisms 
to ensure responsible decision-making about the management and protection of data. The 
essential elements are: 

1. Organisation commitment to accountability and adoption of internal 
policies consistent with external criteria. 

2. Mechanisms to put privacy policies into effect, including tools, training 
and education. 

3. Systems for internal, ongoing oversight and assurance reviews and 
external verification. 

4. Transparency and mechanisms for individual participation. 

5. Means for remediation and external enforcement. 

While many aspects of the essential elements are already established in law, self-
regulation and corporate practices, some issues remain to be resolved to encourage robust 
adoption of an accountability approach. Policymakers and stakeholders should address 
questions about how accountability would work with existing legal regimes, and whether 
reinterpretation or amendment of existing laws might be required to make it possible to 
hold organisations accountable. Third-party accountability programmes have been 
recognised as useful in supplementing the work of government agencies. As they may 
play an important part in the administration of this approach, it will be necessary to 
clearly describe the contours of their role and the criteria by which their credibility will 
be assessed. Trusted movement of data based on accountability requires that privacy 
enforcement agencies rely upon the oversight of enforcement bodies in jurisdictions other 
than their own. For the approach to work effectively, stakeholders must articulate the way 
in which the credibility of those programmes is established and tested. Finally, small- and 
medium-sized enterprises that wish to demonstrate accountability will face specific 
challenges that must be addressed. 

While additional inquiry is needed before adoption of an accountability-based approach 
can be realised, its promise for international privacy protection presents an opportunity to 
further the long-standing goal of business, regulators and advocates — robust transfer 
and use of data in a fashion that is responsible and protected.  
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Introduction 

The global flow of data drives today’s information economy. Innovation, efficiency and 
service depend on rapid and reliable access to data, irrespective of its location. Digital 
technologies collect and store data in ways never before imagined, and information and 
telecommunications networks have evolved to provide seamless, low-cost access to data 
around the world.  

As a result consumers have access to an unprecedented array of personalised products 
and services. While previously service hours ended at 5:00 p.m., the Internet enables 
individuals to access customer service in the middle of the night by phoning a local 
number that connects them to a call centre a continent away. Today, on a single server, a 
company can manage its email and business records for offices located in a dozen 
nations; travelers can rely on their debit and credit cards wherever they go; and 
individuals can use the Internet to download information from around the world without 
ever leaving their homes.  

Indeed, with the increasingly global nature of data flows and the remote storage and 
processing of data in the “cloud”, geography and national boundaries will impose few 
limitations on where data can be transferred but will present more practical challenges for 
administering and supervising global businesses.  

In this environment, individuals maintain the right to the secure and protected processing 
and storage of their data that does not compromise their privacy. Protection must be 
sufficiently flexible to allow for rapidly changing technologies, business processes and 
consumer demand. Regulators must be equipped to articulate clear requirements for 
protection, educate companies and citizens, and monitor compliance in an environment in 
which data processing increasingly occurs outside the practical reach of most regulators, 
if not their legal jurisdiction.  

Currently, global data flows are governed by law and guidance, which are enacted and 
enforced by individual countries or through regionally adopted directives or agreed-upon 
principles. The EU Data Protection Directive and implementing laws of member states, 
for example, govern the transfer of data from the European Union. The Safeguards Rule3 
imposes legal obligations on U.S. organisations to ensure that data is properly secured, 
wherever it is transferred or processed. And yet global data flows often challenge the way 
in which we have traditionally approached information protection. Daniel Weitzner and 
colleagues have written that information protection policy has long relied on attempts to 
keep information from “ ‘escaping’ from beyond appropriate boundaries”.4 This approach 
is plainly inadequate in a highly connected environment in which anyone armed with a 
cell phone or laptop has at his or her fingertips unprecedented processing power, as well 

                                                 
3 Under the Gramm-Leach-Bliley Act, the Safeguards Rule, enforced by the Federal Trade Commission, 
requires financial institutions to have a security plan to protect the confidentiality and integrity of personal 
consumer information. 
4 Daniel J. Weitzner, Harold Abelson, Tim Berners-Lee, Joan Feigenbaum, James Hendler and Gerald Jay 
Sussman, “Information Accountability,” Communications of the ACM, June 2008, at 82.  
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as the practical ability to collect, aggregate, transfer and use personal data around the 
world — and in an environment in which those capabilities are growing exponentially.  

Weitzner and his colleagues lead a growing multinational call for an alternative approach 
to securing and governing personal data based on accountability. An accountability-based 
approach to data protection requires that organisations that collect, process or otherwise 
use personal data take responsibility for its protection and appropriate use beyond mere 
legal requirements, and are accountable for any misuse of the information that is in their 
care.  

Adoption of an accountability-based approach to governance of privacy and information 
in global data flows raises significant questions for business, government and individuals. 

Businesses express concerns about what might be expected of them in an accountability 
system, how their efforts to meet those expectations will be measured and how the rules 
related to accountability will be defined and enforced. Privacy enforcement agencies ask 
how accountability might work under local law. How do enforcement agencies measure 
an organisation’s willingness and capacity to protect information when it is no longer in 
the privacy protection agency’s jurisdiction? How does the agency work with and trust 
agencies in other jurisdictions? Consumer advocates worry that accountability will lessen 
the individual’s ability to make his own determination about appropriate use of 
information pertaining to him.  

The Centre for Information Policy Leadership, through a process facilitated by the Office 
of the Irish Data Protection Commissioner, convened experts to define the essential 
elements of accountability; to explore the questions raised by government, business and 
consumers related to adoption of an accountability approach; and to suggest additional 
work necessary to establish accountability as a trusted mechanism for information 
governance. 

A small group of experts met initially in January 2009 to define the contours of the 
inquiry and identify existing research and legal precedents involving accountability. That 
meeting led to a draft paper that was presented to a larger gathering in April that included 
data protection experts drawn from government, industry and academia from ten 
countries. The April meeting identified a drafting committee that oversaw the Centre staff 
as they prepared this document, which was then circulated for comment among all of the 
participants. This paper reflects the results of that process. 

Accountability in Current Guidance 

Accountability as a principle of data protection is not new. It was established in 1980 in 
the OECD Guidelines5 and plays an increasingly important and visible role in privacy 

                                                 
5 See, Organisation for Economic Co-operation and Development, Guidelines on the Protection of Privacy 
and Transborder Flows of Personal Data (1980). 
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governance. The Accountability Principle places responsibility on organisations as data 
controllers “for complying with measures that give effect” to all of the OECD principles.  

Accountability is also fundamental to privacy protection in the European Union. While 
not explicitly stated in the Directive, numerous provisions require that organisations 
implement processes that assess how much data to collect, whether the data may be 
appropriate for a specified purpose and the level of protection necessary to ensure that it 
is secure. Accountability also has featured more prominently in data governance in 
Europe as binding corporate rules have served as a mechanism to ensure the trusted 
transfer of personal data outside the EU. 

The Spanish Data Protection Agency’s February 2009 Joint Proposal for an International 
Privacy Standard includes an accountability principle that establishes a basis for data 
transfers based on an organisation’s demonstration that it is responsible.6 

Accountability is also the first principle in Canada’s Personal Information Protection and 
Electronic Documents Act (“PIPEDA”), requiring that Canadian organisations put into 
effect the full complement of PIPEDA principles, whether the data are processed by the 
organisation or outside vendors, or within or outside Canada. In doing so, the 
accountability principle of PIPEDA establishes in law a governance mechanism for 
transborder data transfers.7  

In the United States, the Federal Trade Commission (“FTC”) applies to general 
commerce the Safeguards Rule of the Gramm-Leach-Bliley Act (“GLBA”) — an 
accountability-based law that places obligations on a financial services organisation to 
ensure personal information is secured, but that does not explicitly explain how those 
obligations should be met.  

The Asia-Pacific Economic Cooperation (“APEC”) Privacy Framework includes 
accountability as an explicit principle,8 basing it on the OECD language and applying it 
to data transfers beyond national borders. The Framework states, “A personal information 
controller should be accountable for complying with measures that give effect to the 
Principles stated above.” The Framework specifically requires such accountability “when 
personal information is to be transferred to another person or organisation, whether 
domestically or internationally.” 

                                                 
6 “Joint Proposal for a Draft of International Standards on the Protection of Privacy with Regard to the 
Processing of Personal Information,” version 2.3, 24 February 2009. 
7 This governance was explicitly described in a 2009 publication of the Office of the Privacy Commissioner 
of Canada, “Processing Personal Data Across Borders: Guidelines”. In PIPEDA, accountability is an 
overarching principle that applies to protection and management of data, whether it is maintained and 
processed domestically or transferred outside Canadian borders for storage and processing. 
8 For more information about the APEC Privacy Framework and a full articulation of the principles, see 
<.<http://www.apec.org_media/2004_media_releases/201104_apecminsendorseprivacyfrmwk.html#>. 
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Despite the inclusion of accountability in many data protection regimes, it is often 
unclear how companies demonstrate accountability for purposes of cross-border data 
transfers, how regulators measure it or why individuals should trust it.  

What is an Accountability-based Approach? 

An accountability-based approach to data governance is characterised by its focus on 
setting privacy-protection goals for organisations based on criteria established in current 
public policy and on allowing organisations discretion in determining appropriate 
measures to reach those goals. An accountability approach enables organisations to adopt 
methods and practices to reach those goals in a manner that best serves their business 
models, technologies and the requirements of their customers. 

An accountability-based approach to privacy protection offers immediate advantages to 
individuals, institutions and regulators alike, because it recognises and is adaptable to the 
rapid increases in data flows. 

• It will help bridge approaches across disparate regulatory systems, by allowing 
countries to pursue common data protection objectives through very different — 
but equally reliable — means. This helps to facilitate the many benefits of 
allowing data to move across borders, and to assure individuals a common level 
of data protection — even if achieved through a variety of means — irrespective 
of where their information is located.  

• It will also heighten the confidence of individuals that their data will be protected 
wherever it is located and minimise their concerns about jurisdiction or local legal 
protections.  

• It will raise the quality of data protection, by allowing use of tools that best 
respond to specific risks and facilitating the rapid updating of those tools to 
respond quickly to new business models and emerging technologies. An 
accountability approach requires organisations not only to take responsibility for 
the data they handle but also to have the ability to demonstrate that they have the 
systems, policies, training and other practices in place to do so. 

• Allowing for greater flexibility will enable organisations to more effectively 
conserve scarce resources allocated to privacy protection. While it is essential that 
an accountable organisation complies with rules, resources devoted to fulfilling 
requirements such as notification of data protection authorities are not available 
for other, often more effective, protection measures. Accountability directs scarce 
resources towards mechanisms that most effectively provide protection for data. 
Organisations will adopt the tools best suited to guarantee that protections focus 
on reaching substantive privacy outcomes — measurable information protection 
goals — and to demonstrate their ability to achieve them.  
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Accountability does not redefine privacy, nor does it replace existing law or regulation. 
Accountable organisations must comply with existing applicable law, and legal 
mechanisms to achieve privacy goals will continue to be the concern of both regulators 
and organisations. However, an accountability approach shifts the focus of privacy 
governance to an organisation’s ability to demonstrate its capacity to achieve specified 
objectives.  

Accountability does not replace principles of individual participation and consent that 
have been well established in fair information practices.9 In many cases, consumer 
consent to uses of data remains essential to an organisation’s decisions about data 
management. However, in some instances obtaining such consent may be impossible or 
highly impractical, and an accountability approach requires that organisations make 
responsible, disciplined decisions about data use even in the absence of traditional 
consent.  

How Accountability Differs from Current Approaches 

Accountability is designed to provide robust protections for data while avoiding aspects 
of current data protection regimes that may be of limited effect or that may burden 
organisations without yielding commensurate benefits. Accountability allows the 
organisation greater flexibility to adapt its data practices to serve emerging business 
models and to meet consumer demand. In exchange, it requires that the organisation 
commit to and demonstrate its adoption of responsible policies and its implementation of 
systems to ensure those policies are carried out in a fashion that protects information and 
the individuals to which it pertains. Accountability requires an organisation to remain 
accountable no matter where the information is processed. Accountability relies less on 

                                                 
9 Consent is found in the OECD Guidelines principle of Use Limitation, which states: “Personal data 
should not be disclosed, made available or otherwise used for purposes other than those specified in 
accordance with Paragraph 9 except: 

a) with the consent of the data subject; or 

b) by the authority of law.” 

 The principle of individual participation is also found in the OECD Guidelines, which state: 

“An individual should have the right:  

a) to obtain from a data controller, or otherwise, confirmation of whether or not the data controller has data 
relating to him; 

b) to have communicated to him, data relating to him 

• within a reasonable time;  
• at a charge, if any, that is not excessive; 
• in a reasonable manner; and 
• in a form that is readily intelligible to him;  

c) to be given reasons if a request made under subparagraphs (a) and (b) is denied, and to be able to 
challenge such denial; and 
d) to challenge data relating to him and, if the challenge is successful to have the data erased, rectified, 
completed or amended”. 
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the rules that exist where the data is processed and more where the obligation is first 
established.10 

Accountability relies less on specific rules but instead requires that organisations adopt 
policies that align with external criteria found in law — generally accepted principles or 
industry best practices — and foster a level of data protection commensurate with the 
risks to individuals raised by loss or inappropriate use of data. The accountable 
organisation complies with applicable law and then takes the further step to implement a 
programme that ensures the privacy and protection of data based on an assessment of the 
risks to individuals raised by its use. These risks should be assessed and measured based 
on guidance from regulators, advocates, individuals and other members of industry. 
Ultimately, regulators are responsible for ensuring that the risks to the data have been 
managed appropriately. 

While the individual continues to play an important role in protecting his or her 
information, accountability shifts the primary responsibility for data protection from the 
individual to the organisation collecting and using data. Much of United States law, for 
example, is based on disclosure of the organisation’s privacy policy, notification of 
individuals and obtaining their consent to specific uses of data. This approach is designed 
to enhance individual control over the manner in which data is used. Individuals are 
vested with responsibility for determining the manner in which their data is used and 
shared; organisations are obligated to provide the individual with sufficient information 
on which to base an informed choice.  

In the U.S. the Federal Trade Commission is authorised to bring an enforcement action 
based on the organisation’s notice when an organisation acts in an unfair or deceptive 
manner with respect to its privacy practices. In the absence of, and in some cases even 
with, an overarching privacy law, the individual is charged with policing the marketplace 
for privacy, by familiarising him- or herself with every organisation’s policy and making 
a decision based on that information whether or not the organisation is trustworthy and 
using data in an appropriate manner. 

Accountability does not displace the individual’s ability to assert his rights, but relieves 
him of much of the burden of policing the marketplace for enterprises using data 
irresponsibly. Faced with rapid advances in data analytics and increasingly complex 
technologies, business models and vendor relationships, consumers find it increasingly 
difficult to make well-informed privacy decisions, even when they can access privacy 
policies. Accountability demands responsible, appropriate data use whether or not a 
consumer has consented to one particular use or another. 

Accountability does not wait for a system failure; rather, it requires that organisations be 
prepared to demonstrate upon request by the proper authorities that it is securing and 
protecting data in accordance with the essential elements. 

                                                 
10 When, however, information security rules where data are processed are stronger than where the security 
obligation was incurred, they may indeed apply. 
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Enforcement of binding corporate rules (“BCRs”) or the cross-border privacy rules as 
defined in APEC perhaps most closely approximate an accountability approach to 
information management and protection. BCRs, which are more fully developed, provide 
a legal basis for international data flows within a corporation or a group of organisations 
when other options are either impracticable or of limited utility. BCRs are a set of rules, 
backed by an implementation strategy, adopted within a company or corporate group that 
provides legally binding protections for data processing within the company or group. 
While the Directive and national laws that implement it rely on adequacy of laws and 
enforcement in a particular legal jurisdiction outside the EU, BCRs allow companies to 
write rules for data transfer that are linked to the laws where data was collected rather 
than look to compliance with the law of a particular geographic location where the data 
may be processed. Data authorities examine whether an organisation’s binding rules 
export local European law with the data, and can determine whether its data practices and 
protections can be trusted to put those rules into effect — that it has in place the 
procedures, policies and mechanisms necessary to meet the obligations established in the 
BCR and to monitor and ensure compliance.11 

Essential Elements of Accountability 

An accountable organisation demonstrates commitment to accountability, implements 
data privacy policies linked to recognised outside criteria, and establishes performance 
mechanisms to ensure responsible decision-making about the management of data 
consistent with organisation policies. The essential elements articulate the conditions that 
must exist in order that an organisation establish, demonstrate and test its accountability. 
It is against these elements that an organisation’s accountability is measured. 

The essential elements are: 

1. Organisation commitment to accountability and adoption of internal 
policies consistent with external criteria. 

An organisation must demonstrate its willingness and capacity to be both 
responsible and answerable for its data practices. An organisation must 
implement policies linked to appropriate external criteria (found in law, 
generally accepted principles or industry best practices) and designed to 
provide the individual with effective privacy protection, deploy mechanisms 
to act on those policies, and monitor those mechanisms. Those policies and 
the plans to put them into effect must be approved at the highest level of the 
organisation, and performance against those plans at all levels of the 
organisation must be visible to senior management. Commitment ensures that 
implementation of policies will not be subordinated to other organisation 
priorities. An organisational structure must demonstrate this commitment by 

                                                 
11 BCRs cover only governance of data originating in the European Union. They do not apply to data 
originating from other regions. 
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tasking appropriate staff with implementing the policies and overseeing those 
activities. 

Many global organisations have established policies in accordance with 
accepted external criteria such as the EU Directive, OECD Guidelines or 
APEC Principles. These companies demonstrate high-level commitment to 
those policies and the internal practices that implement them by requiring 
their review and endorsement by members of the organisation’s executive 
committee or board of directors. 

2. Mechanisms to put privacy policies into effect, including tools, training 
and education. 

The organisation must establish performance mechanisms to implement the 
stated privacy policies. The mechanisms might include tools to facilitate 
decision making about appropriate data use and protection, training about how 
to use those tools, and processes to assure compliance for employees who 
collect, process and protect information. The tools and training must be 
mandatory for those key individuals involved in the collection and 
deployment of personal information. Accountable organisations must build 
privacy into all business processes that collect, use or manage personal 
information. 

Organisations in Europe, North America and Asia-Pacific have implemented 
comprehensive privacy programmes that incorporate personnel training, 
privacy impact assessments and oversight. In some cases, organisations have 
automated processes and integrated responsibility for programme obligations 
into all levels and across all aspects of the enterprise, while responsibility for 
compliance, policy development and oversight remains in the privacy office.  

3. Systems for internal ongoing oversight and assurance reviews and 
external verification. 

Using risk management analysis, enterprises that collect and use personal 
information must monitor and measure whether the policies they have adopted 
and implemented effectively manage, protect and secure the data. 
Accountable organisations establish these performance-monitoring systems 
based on their own business cultures. Performance systems evaluate an 
organisation’s decisions about data across the data life cycle — from its 
collection, to its use for a particular application, to its transmission across 
borders, to its destruction when it is no longer useful — and must be subject to 
some form of monitoring.12  

                                                 
12 Accountable organisations have traditionally established performance systems based on their own 
business culture. Successful performance systems share several characteristics:  

• they are consistent with the organisation’s culture and are integrated into business processes;  
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The organisation should establish programmes to ensure that the mechanisms 
are used appropriately as employees make decisions about the management of 
information, system security and movement of data throughout the 
organisation and to outside vendors and independent third parties. 

The organisation should also periodically engage or be engaged by the 
appropriate independent entity to verify and demonstrate that it meets the 
requirements of accountability. Where appropriate, the organisation can enlist 
the services of its internal audit department to perform this function so long as 
the auditors report to an entity independent of the organisation being audited. 
Such verification could also include assessments by privacy enforcement or 
third-party accountability agents. The results of such assessments and any 
risks that might be discovered can be reported to the appropriate entity within 
the organisation that would take responsibility for their resolution. External 
verification must be both trustworthy and affordable. Privacy officers may 
work with their audit departments to ensure that internal audits are among the 
tools available to oversee the organisation’s data management. Organisations 
may also engage firms to conduct formal external audits. Seal programmes13 
in Europe, North America and Asia-Pacific also provide external oversight by 
making assurance and verification reviews a requirement for participating 
organisations.  

4. Transparency and mechanisms for individual participation. 

To facilitate individual participation, the organisation’s procedures must be 
transparent. Articulation of the organisation’s information procedures and 
protections in a posted privacy notice remains key to individual engagement. 
The accountable organisation develops a strategy for prominently 
communicating to individuals the most important information. Successful 
communications provide sufficient transparency such that the individual 
understands an organisation’s data practices as he or she requires. The 
accountable organisation may promote transparency through privacy notices, 
icons, videos and other mechanisms.  

When appropriate, the information in the privacy notice can form the basis for 
the consumer’s consent or choice. While the accountability approach 
anticipates situations in which consent and choice may not be possible, it also 

                                                                                                                                                 
• they assess risk across the entire data life cycle;  

• they include training, decision tools and monitoring;  

• they apply to outside vendors and other third parties to assure that the obligations that come with 
personal data are met no matter where data is processed;  

• they allocate resources where the risk to individuals is greatest; and 

• they are a function of an organisation’s policies and commitment. 
13 Seal programmes are online third party accountability agents. 
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provides for those instances when it is feasible. In such cases it should be 
made available to the consumer and should form the basis for the 
organisation’s decisions about data use. 

Individuals should have the ability to see the data or types of data that the 
organisation collects, to stop the collection and use of that data in cases when 
it may be inappropriate, and to correct it when it is inaccurate. There may be 
some circumstances, however, in which sound public policy reasons limit that 
disclosure. 

5. Means for remediation and external enforcement. 

The organisation should establish a privacy policy that includes a means to 
address harm14 to individuals caused by failure of internal policies and 
practices. When harm occurs due to a failure of an organisation’s privacy 
practices or to a lapse in its compliance with its internal policies, individuals 
should have access to a recourse mechanism. In the first instance, the 
organisation should identify an individual to serve as the first point of contact 
for resolution of disputes and establish a process by which those complaints 
are reviewed and addressed.  

The accountable organisation may also wish to engage the services of an 
outside remediation service to assist in addressing and resolving consumer 
complaints. Third-party agents, including seal programmes and dispute 
resolution services, can facilitate the consumer’s interaction with the 
organisation and enhance its reputation for complying with its policies and 
meeting its obligations to individuals. 

Accountability practices should be subject to the legal actions of the entity or 
agency with the appropriate enforcement authority. Ultimate oversight of the 
accountable organisation should rest with the appropriate local legal authority. 
The nature of that authority may vary across jurisdictions. However, it is 
critical that the accountable organisation recognise and respond to the legal 
authority exercising proper jurisdiction. 

Public Policy Issues  

While many aspects of the essential elements are already well established in law, self-
regulation and corporate practices, consideration of several issues could usefully assist 
and stimulate the robust adoption of an accountability approach. These include the 
following: 

                                                 
14 The concept of harm can include, among other things, compromise of an individual’s financial or 
physical well-being; embarrassment; and damage to reputation. Additional work is needed to more clearly 
define and describe harm as it can result from violation of privacy and inappropriate use of data. 
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1. How does accountability work in currently existing legal regimes? 

Adopting an accountability approach to global information privacy 
governance may require reinterpretation or amendment of existing laws to 
enable the use of accountability mechanisms and to make it easier and more 
practicable to hold organisations accountable.15  

It may, for example, be necessary to provide in law or regulation that 
organisations comply with requests to inspect or review certain privacy 
practices to determine whether the organisation meets the essential elements 
of accountability as discussed in this paper. Work may be required to provide 
for legal recognition of the internal rules and policies organisations adopt and 
the measures organisations take to be accountable.16  

2. What is the role of third-party accountability agents? 

Third-party review of an organisation’s practices against appropriate criteria 
will greatly facilitate the success of an accountability approach. Qualified, 
authorised accountability agents will be an important element to address 
resource constraints in order to make the accountability approach work in 
practice.  

Establishing criteria for organisations that wish to serve as accountability 
agents, and articulating their role and the extent of their authority, will be a 
key task for policymakers. It will also be necessary to determine ways to 
ensure that accountability agents are worthy of public trust, and to develop the 
criteria by which they can be judged. Such criteria would ideally be developed 
through a consultative process that includes businesses, government 
representatives, experts and advocates.  

Finally, to be useful to organisations, the services of an accountability agent 
must be affordable from a financial and operations perspective. Accountability 
agents must be able to price their services in a manner that allows them to 
recover their cost and build working capital, but still ensure that services are 
affordable to the full range of organisations that wish to avail themselves of 
their resources. Certification processes should be meaningful and trustworthy. 

                                                 
15 In its 2008 report the Australian Law Reform Commission considered the possibility that Australian law 
be amended to assure an accountability approach could be used to improve governance of cross-border data 
transfers. A number of EU countries are exploring whether amending the law could better accommodate 
binding corporate rules. 
16 Such amendments are suggested in the APEC Privacy Framework, which requires that organisations 
comply with local data protection rules, but those amendments must enable them to write cross-border 
privacy rules that link to the APEC Principles to govern data transfers. Paragraph 46 of the Framework 
commentary encourages member economies to “endeavor to support the development and recognition or 
acceptance of organizations’ cross-border privacy rules across the APEC region, recognizing that 
organizations would still be responsible for complying with the local data protection requirements, as well 
as with applicable laws”. 
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They should also be designed to limit their disruption of business operations 
and to safeguard the confidentiality of an organisation’s data assets. 

3. How do regulators and accountability agents measure accountability? 

An accountability approach does not rely on a breach to prompt review of an 
organisation’s information practices and protections. Accountability agents 
and regulators must be empowered to review organisations’ internal processes 
in a manner that allows them to ensure meaningful oversight. Policymakers 
may also wish to consider the measures to be taken by organisations to test for 
accountability and to be sure that it is working. 

While an organisation’s corporate policies must be linked to external criteria 
in the various countries where it does business, laws may differ from 
jurisdiction to jurisdiction. Accountability oversight must assess an 
organisation’s overall privacy programme and allow for resolution of those 
differences in company policies in a manner that furthers the intent of a range 
of often conflicting laws or regulations. 

Policymakers need to identify a way to measure confidence in an 
organisation’s overall privacy accountability programme — commitment, 
policies and performance mechanisms — to determine whether an 
organisation is accountable even if its policies and practices are not a one-to-
one match for local law and regulation. 

4. How is the credibility of enforcement bodies and third-party 
accountability programmes established? 

Trusted movement of data based on accountability requires that privacy 
enforcement agencies rely upon the oversight of enforcement bodies in 
jurisdictions other than their own. Assessing accountability requires 
examining and judging an organisation’s entire programme — a somewhat 
subjective analysis — so that the credibility of accountability agents is 
critical.17 

Third-party accountability programmes such as seal programmes may 
supplement the work of government agencies. The credibility of these third 
parties must also be established if they are to be trusted by privacy 
enforcement agencies and the public. Investment in robust process and 
experienced, thoughtful staff will be essential to their success.  

Additional work should be undertaken to determine how the credibility of 
these organisations is tested. It will be necessary to determine ways to ensure 
that accountability agents are worthy of public trust, and to develop the 

                                                 
17 Work already undertaken at the OECD may be helpful in this regard. See Organisation for Economic Co-
operation and Development, Recommendations on Cross-border Co-operation in the Enforcement of Laws 
Protecting Privacy (2007). 
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criteria by which they can be judged. Such criteria would ideally be developed 
through a consultative process that includes businesses, government 
representatives, experts and advocates. 

5. What are the special considerations that apply to small- and medium-
sized enterprises that wish to demonstrate accountability, and how can 
they be addressed? 

In many cases, organisations that wish to demonstrate accountability may be 
small- and medium-sized enterprises, (“SMEs”) for which privacy protection 
resources may be limited. Consideration must be given to the special needs of 
these organisations and the impact that fulfilling the essential element may 
have on these enterprises. It may be that aspects of the essential elements will 
need to be tailored or adapted for smaller organisations in a manner that 
makes them more workable but does not dilute them. 

Assessment requirements provide one example. While assessments may well 
serve the same function for SMEs as they do for larger organisations, such 
assessments may pose an undue burden on smaller enterprises with scarce 
resources. The nature of the assessment and the parties that may carry them 
out may differ for such entities, depending on the nature and sensitivity of the 
data in question. It will be important to examine how an SME might fulfill the 
assessment requirement without compromising itself financially. Similar 
questions of scalability as they apply to these organisations will need to be 
considered and resolved. 

Conclusion 

Dramatic advances in the speed, volume and complexity of data flows across national 
borders challenge existing models of data protection. In the face of such complexity and 
rapid change, data protection must be robust, yet flexible. Privacy can no longer be 
guaranteed either through privacy notices and consent opportunities for individuals, or 
through direct regulatory oversight. 

An accountability-based approach to data protection helps to address these concerns. It 
requires that organisations that collect, process or otherwise use personal information 
take responsibility for its protection and appropriate use beyond mere legal requirements, 
and that they be accountable for any misuse of the information that is in their care.  

Accountability does not redefine privacy, nor does it replace existing law or regulation. 
While mechanisms to achieve privacy goals will remain the concern of both 
policymakers and organisations, an accountability approach shifts the focus of privacy 
governance to an organisation’s ability to achieve fundamental data protection goals and 
to demonstrate that capability.  

While there is already a greater focus on accountability in recent data protection 
enactments and discussion, and much can be accomplished within existing frameworks, 



 - 18 - 

there is also a growing awareness that organisations that use personal data need to put in 
place and ensure compliance with the five essential elements of accountability:  

(1) Organisation commitment to accountability and adoption of internal 
policies consistent with external criteria;  

(2) Mechanisms to put privacy policies into effect, including tools, training 
and education;  

(3) Systems for internal, ongoing oversight and assurance reviews and 
external verification;  

(4) Transparency and mechanisms for individual participation; and  

(5) Means for remediation and external enforcement.  

The path forward is clear, if at times daunting. The promise of an accountability-based 
approach to international privacy protection presents an opportunity to further the long-
standing goal of business, regulators and advocates alike — robust transfer and use of 
data in a fashion that is responsible and that ensures meaningful protections for 
individuals. To realise this goal, policymakers and the leaders of organisations must 
undertake the challenging and necessary work towards greater emphasis on true 
accountability. 
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Foreword

The proposition that “privacy is good for business” is one that is enshrined in all Fair 
Information Practices (FIPs) around the world and, through them, in the many laws and 
organizational practices upon which they are based. By setting out universal principles for 
handling personal data, FIPs seek to ensure the privacy of individuals and to promote the 
free flow of personal data and, through them the growth of commerce. 

The enduring confidence of individuals, business partners and regulators in organizations’ 
data-handling practices is a function of their ability to express the FIPs’ core requirements. 
These are: to limit collection, use and disclosure of personal data; to involve individuals 
in the data lifecycle, and to apply appropriate safeguards in a thoroughgoing manner. 
These requirements, in turn, are premised upon organizational openness and accountability. 
The ultimate results – which are highly desirable – include enhanced trust, improved 
efficiencies, greater innovation, and a heightened competitive advantage. Privacy is good 
for business.

But the early FIPs drafters and adopters had in mind large mainframe computers and 
centralized electronic databases. They could never have imagined how leapfrogging 
revolutions in sensors, bandwidth, storage, and processing power would converge into our 
current hyper-connected “Web 2.0” networked world of ubiquitous data availability. 

It has become trite to observe that data is the lifeblood of the new economy, but who today 
can truly grasp how large the arteries are becoming, how they are multiplying, where they 
may lead, and to what end? Everywhere we see near-exponential growth of data creation, 
transmission, use and storage, by an ever-expanding universe of actors, somewhere out 
there in the opaque “cloud.” Most of this data is personally-identifiable. And most of it 
is now controlled by someone other than the individual himself or herself. Thanks to new 
information flows, today we enjoy unprecedented and nearly unimaginable new services 
and benefits, but these have been accompanied by unprecedented and once unimaginable 
privacy threats and harms. Some say that privacy is effectively dead or dying in the 
information age. We say that it is not, but it is rapidly changing shape. 

The need for organizational accountability remains constant – indeed, it has become more 
urgent today than ever before. What is changing are the means by which accountability 
may be demonstrated, whether to individuals, regulators or to business partners. Beyond 
policy statements, what is needed now are more innovative and more robust methods for 
assuring that personal data is, in fact, being managed responsibly. 
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There are many paths to enhanced accountability and assurance, typically involving a mix 
of technology, policies and practices, and of law and regulation. More than ever before, 
a comprehensive and proactive Privacy by Design approach to information management 
is called for – one which assures an end-to-end chain of custody and responsibility right 
from the very start. 

Scott Taylor Ann Cavoukian, Ph.D. Martin E. Abrams
Chief Privacy Officer 

Hewlett-Packard 
Company

Information & Privacy Commissioner  
Ontario, Canada

Senior Policy Advisor and 
Executive Director 

Centre for Information 
Policy Leadership,  

Hunton & Williams LLP
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I	 Introduction

Professor Paul A. Schwartz recently wrote:

	 “Companies are now putting internal policies in place, centered on forward 
looking rules of information management and training of personnel. Such policies 
are, at the very least, a necessary precondition for an effective accountability 
regime that develops a high level of privacy protection.”1 

An accountability-based regulatory structure is one where organizations are charged with 
societal objectives, such as using information in a manner that maintains individual autonomy 
and protecting the individual from social, financial and physical harms that might come 
from the mismanagement of information, while leaving the actual mechanisms for achieving 
those objectives to the organization. One of the best conceptual models for building in the 
types of controls suggested by Professor Schwartz is Privacy by Design. The best in class 
companies in Schwartz’s study, “Managing Global Data Privacy: Cross-Border Information 
Flows in a Networked Environment,” are using Privacy by Design concepts to build business 
process that use personal information robustly with clear privacy-protective controls built into 
every facet of the business process. In other words, Privacy by Design and accountability 
go together in much the same way that innovation and productivity go together. 

Accountability is the governance model that is based on organizations taking responsibility 
for protecting privacy and information security appropriately and protecting individuals 
from the negative outcomes associated with privacy-protection failures. Accountability was 
first framed as a privacy principle in the OECD Privacy Guidelines. 

The Centre for Information Policy Leadership at Hunton & Williams LLP has recently acted as 
secretariat for the Galway project that defined the essential elements of accountability. 

The conceptual model, Privacy by Design, was developed by Ontario Privacy Commissioner 
Ann Cavoukian in the 1990s to address the development of technologies, but she has since 
expanded it to include business processes.2 

Hewlett Packard is in the midst of implementing an accountability tool built on both 
accountability principles and the key concepts of Privacy by Design. HP’s accountability 
tool is an example of the trend described by Professor Schwartz.

This paper discusses the essential elements of accountability, Privacy by Design principles, 
and provides an example of a control process that uses the principles to implement the 
essential elements.

1	� “Managing Global Information Privacy: A Study of Cross-Border Data Flows in a Networked Environment,” Paul A 
Schwartz, a working paper by The Privacy Projects, October 2009.

2	 “Privacy by Design,” Ann Cavoukian, Ph.D., January 2009.
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II	 Convergence of Accountability  
and Privacy by Design

Accountability as both a basic privacy implementation and enforcement principle dates 
to the approval of the OECD Privacy Framework in 1980. But it is only today that the 
privacy community is beginning to understand what is meant by accountability-based 
privacy governance, and how it impacts the structuring of a privacy program. The growth 
of Binding Corporate Rules in the European Union, Cross-Border Privacy Rules in APEC, 
Safe Guard concepts in the United States, and data transfers compliant with the Personal 
Information and Electronic Documents Act (PIPEDA) in Canada has made clear direction 
on accountability crucial. The Galway project published a paper called “Data Protection 
Accountability: The Essential Elements,” in October 2009 that enumerated five essential 
elements for accountability. The paper was developed with a distinguished group of 
privacy experts from privacy enforcement agencies, government, academia, civil society 
and business, and facilitated by the Office of the Irish Data Protection Commissioner, and 
chaired by the Centre. The essential elements make it clear that accountability comes from 
privacy protections based on commitment to a program where privacy is built into all 
business processes. 

Over a decade ago Ontario Privacy Commissioner Ann Cavoukian began discussing the 
virtues of building privacy into technology from the start. She calls that concept “Privacy 
by Design.” While Privacy by Design began as a technology concept, it has evolved into 
a conceptual model for building an entire privacy program. 

The fact is that Privacy by Design and accountability go together like innovation and high 
productivity. You can have one without the other, but it is hard.

A number of companies have been building programs where privacy is built into core 
business processes. One can find them in many industries and both business to business and 
business to consumer industries. Hewlett Packard has spent the last three years building a 
program called the “Accountability Model Tool” that integrates the technological concepts 
of Privacy by Design with the organizational commitment required for accountability. The 
accountability tool is now being implemented in the HP businesses that serve customers 
in 170 countries through 400,000 employees. This paper will describe accountability’s 
essential elements, the components of Privacy by Design and will use the HP “Accountability 
Model Tool” as an example of how leadership companies are building privacy in. 
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III	 The Essential Elements of Accountability

Accountability has a strong basis in privacy law and oversight. The Organization for Economic 
Cooperation and Development (“OECD”) included accountability as principle eight in the 
Guidelines. Accountability is principle nine in the Asia Pacific Economic Cooperation forum 
(“APEC”) Privacy Framework. It is principle one in the Model Code for the Protection of 
Personal Information (incorporated into Canadian law), and is a principle in the joint proposal 
drafted for consideration at the 31st International Conference of Data Protection and Privacy. 
However, none of those documents defined accountability as it applies to privacy. 

The Centre for Information Policy Leadership at Hunton & Williams LLP, in a process facilitated 
by the Office of the Irish Data Protection Commissioner, brought together a group of experts to 
consider the essential elements of accountability in a project called the Galway Accountability 
Project. The Galway project held two experts discussions in Dublin, Ireland, the second sponsored 
by the OECD and the Business and Industry Advisory Council to the OECD. For the purpose of 
those discussions the group used the following working definition of accountability:

	 Accountability is the obligation and/or willingness to demonstrate and take 
responsibility for performance in light of agreed-upon expectations. Accountability 
goes beyond responsibility by obligating an organization to be answerable for 
its actions. 

For an organization to have the capabilities to demonstrate its willingness to meet expectations 
based on law and organizational promises, and to have confidence in its ability to be 
answerable, the organization must have all aspects of privacy and information security 
under control. This is reflected in the essential elements of accountability:

1.		  An organization’s commitment to accountability and adoption of internal policies 
consistent with external criteria

2.		  Mechanisms to put privacy policies into effect, including tools, training, and education

3.		  Systems for internal ongoing oversight and assurance reviews and external verification

4.		  Transparency and mechanisms for individual participation

5.		  The means for remediation and external enforcement.

To be an accountable organization a company must have rules that are based on an 
external measuring stick such as data protection laws, industry self regulatory guidance, 
or guidance such as the OECD guidelines or APEC principles. Those policies must then be 
committed to by the organization at the highest level. The organization must have all the 
pieces in place to assure that the people who work at (employees) and for the organization 
(vendors) can be successful in implementing its policies and commitments. Furthermore, the 
organization must have internal measurement devices in place to assure the actions meet 
the words, and an external process to verify performance. 

Privacy by Design is a process map for putting the essential elements of accountability 
into effect.
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IV	 Privacy by Design: 7 Foundational Principles

Ontario Privacy Commissioner Ann Cavoukian has written that Privacy by Design is achieved 
by building fair information practice principles (“FIPs”) into information technology, business 
practices, and physical design and infrastructures. This links with the accountability concepts 
in two ways. First the essential elements require that policies and practices must be based 
on external criteria. FIPs are the sum and substance of OECD and APEC privacy guidance, 
built into the European Union Data Protection Directive, and Canada’s PIPEDA. They are 
examples of the external criteria referenced in the essential elements. Second, is the concept 
that the FIPs need to be built into all the processes from technology development to the 
physical structure of facilities. This too is required by the essential elements. 

Dr. Cavoukian has also written that Privacy by Design’s objectives may be accomplished 
through adoption of seven foundational principles:

	1.		  Proactive not Reactive; Preventative not Reactive

	2.		  Privacy as the Default

3.		  Privacy Embedded into Design

4.		  Full Functionality – Positive-Sum, not Zero-Sum

5.		  End-to-End Lifecycle Protection

6.		  Visibility and Transparency

7.		  Respect for User Privacy.

Each of the foundation principles link to the essential elements of accountability.

1.		  Proactive not Reactive; Preventative not Reactive Proactive not reactive 
speaks to the accountability concept of having all the privacy policies as well as 
mechanisms in place so trained practitioners will see and resolve privacy issues 
before they turn into problems. 

2.		  Privacy as the Default Accountability requires clear organizational rules with 
an explicit commitment to the policies that are the basis for those rules. Those rules 
will make clear that information should only be collected and used in a manner 
that is respectful of individual expectations and a safe information environment.

3.		  Privacy Embedded into Design Accountable business processes work best 
when privacy is embedded into design. This would be part of the mechanisms to 
implement policies.

4.		  Full Functionality – Positive Sum, Not Zero-Sum Organizations that 
understand privacy and bake privacy in have a better understanding of the risks 
to both the organization and to individuals. Organizations that build privacy in 
know how to create economic value while protecting individual privacy. The Centre 
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has being saying that clear privacy rules and methodologies create confident 
organizations that do not suffer from reticence risk. 

5.		  End-to-End Lifecycle Protection End-to-end lifecycle protection informs the 
accountable organization that it must build privacy into every process from the 
assessment before data is collected to the oversight when data is retired. 

6.		  Visibility and Transparency Principle six requires an organization to be 
open and honest with individuals. The accountable organization stands ready 
to demonstrate that it is open about what it does, stands behind its assertions, 
and is answerable when questions arise. The accountable organization provides 
the information necessary for individuals to participate consistent with the OECD 
individual participation principle. This is echoed in the Privacy by Design visibility 
and transparency principle. 

7.		  Respect for User Privacy Lastly, the accountable organization must collect, 
use, store, share and retire information in a manner that is consistent with respect 
for the individual’s privacy.
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V	 Leadership Companies are Demonstrating  
Privacy by Design

In the course of the Centre’s research we looked at leadership companies’ information 
policy policies and practices. We saw information aggregators with excellent assurance 
review processes, software companies that build privacy protections into processes, 
and outsourcing companies with excellent checks and balances. “Managing Global 
Information Privacy: A Study of Cross-Border Data Flows in a Networked Environment” 
by Paul Schwartz looked at the processes that six companies had for protecting privacy 
in an application that required data to cross borders. Professor Schwartz found all of the 
organizations to have very professional processes to assure data is used and protected 
appropriately.3 

While there are many corporate examples of Privacy by Design, Hewlett Packard makes 
an interesting case study since they are in online retail, indirect retail, business-to-business, 
and services. 

Privacy by Design – an HP Example

Globalization and new technologies are fundamentally changing how companies 
communicate and market to customers and prospects. It changes both the opportunities 
and the risks for individuals and organizations. Many of these technologies, including Web 
2.0, user-generated content, and social media are straining traditional frameworks. And 
as the collection of data becomes more ubiquitous, data mining, analytics and behavioral 
targeting are growing more and more common and complex. 

Laws and regulations often lag behind the practical realities of new technologies. This points 
to the fact that companies need to develop mechanisms that balance the tensions of using 
information robustly, yet ensure responsible decision making. Regulators and advocacy 
organizations are also looking to companies to demonstrate their capacity in upholding 
obligations and that their use and management of data is under control. 

The Privacy by Design concepts, originally conceived by Commissioner Cavoukian, can 
be instantiated within a company in many ways. In an attempt to drive accountability 
throughout the enterprise, and ensure privacy considerations are taken into account at the 
earliest stages of a product’s lifecycle, HP has developed a tool that guides employees.

3	� “Managing Global Information Privacy” is available on the OCED website (www.oecd.org) and The Privacy Projects, 
a NGO that sponsored the research



9

As this paper articulates, accountable practices can be broken down into three major 
categories: 1. Policies and Commitment, 2. Implementation Mechanisms, and 3. Assurance 
Practices. It is in the development of implementation mechanisms where Privacy by Design 
becomes critical. Employees of an organization must understand how to put policies, 
obligations, and values into effect. And to minimize business investment, reputation and 
compliance risks, employees need to consider privacy principles prior to design.

If a product or program is broken down into simple stages, it becomes clear when Privacy 
by Design guidance versus assessment needs to be applied. In the stages of Design 
and Development, the Privacy Office should provide proactive guidance so that privacy 
considerations can inform the planning stage. This is often missed and can result in a 
program being delayed or cancelled based on later privacy concerns. 

Early guidance related to privacy becomes a tremendous value added to the organization. 
If caught early, privacy pitfalls can be avoided and good privacy practices embedded into 
the design of the program.
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In the Pre-deployment, Deployment, Maintenance, and End-of-life stages, the Privacy Office 
needs to do more than just guide – they need to provide robust assessment mechanisms to 
ensure compliance with local laws, obligations, policies, and company values.

The assessment results should be documented and reviewed by the Privacy Office, 
consultation provided as necessary, and ultimately approved prior to deployment. After 
product or program launch, triggers should exist to ensure deployment was consistent with 
expectations and that end of life actions are taken when appropriate.

For many years, HP has been managing this Privacy by Design lifecycle through education, 
training, and encouraging employees to engage their privacy account manager at the early 
stages of design and development. As successful as this can be, it relies on employees thinking 
about privacy at the right time, knowing who to contact, and not feeling intimidated.

To solve these challenges and take Privacy by Design to a new level, the HP Privacy Office 
partnered with research scientists in HP Labs to develop a solution called the Accountability 
Model Tool. It combines the guidance in HP’s existing Privacy Rulebook with a set of 
contextual, dynamically-generated questions. These two knowledge bases are connected 
through a sophisticated rules engine to help guide employees.

It allows employees and teams – working on simple marketing campaigns or complex 
product solutions – to see what privacy considerations need to be designed into their 
program. As described above, it works in both a guidance mode and in an assessment 
mode – depending on the lifecycle stage of the program. 

Through company policy, employees who are collecting or using PII are required to assess 
their programs using this tool. It is easily accessible from the internal Privacy Intranet site. 
Using their digital badge they are authenticated and their basic contact and organizational 
information is automatically populated in the tool. All of their past projects are also 
accessible. This is important if an employee changes jobs or leaves the company so the 
Privacy Office knows which organization remains accountable for a program. 

The tool begins by asking simple questions about the nature of their project. If it involves 
the collection or use of PII, they are presented with further contextual questions. As they 
answer each question, the next set of questions is dynamically generated based on how 
they answered prior questions. This is a critical component of success. The Privacy Office 
has found that each employee understands his or her area of expertise (e.g., e-mail 
marketing, product development, or employee relations), but when guidance and rules are 
not contextualized to their area of work, it becomes a daunting task for them to sift through 
hundreds of pages of rules or guidance and know how to apply them to their program. 
This tool is meant to narrow the context into exactly what they are doing and provide the 
associated guidance.
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By asking employees contextual questions – and linking their answers immediately against 
the rules database – the tool not only guides, but educates the employee on good privacy 
practices. For each question, terms are defined by using text rollovers and help is provided 
that links the employee directly into the HP Privacy Rulebook. They can also check a box 
that says “Question is Unclear.” This allows the Privacy Office to track trends and improve 
the delivery of questions if patterns evolve.

The tool takes the employee through a series of questions related to the profile and nature 
of the project, data sources and flows, transparency, compliance, and indicators of any 
issues that might arise or surprise the data subject. Once the employee has completed the 
questions, a report is generated that shows an overall rating, as well as areas of compliance 
and non-compliance. 
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For areas of non-compliance, reasons are provided, including links to further information 
and checklists that can be used to achieve compliance. 

Once the employee has made the appropriate modifications, he or she can submit their 
report to the HP Privacy Office where it will be reviewed and archived. 
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They are attesting to the truth and accuracy of their statements and will be held accountable. For 
any areas of concern, the Privacy Office must approve the program prior to deployment. 

Once approved, the program information is warehoused in the database. It is maintained 
for future use as well as a trigger for ongoing assurance monitoring. This database of 
projects provides a real-time dashboard for the Privacy Office, allows improved ongoing 
communications and ensures that if laws or regulations in a country change that programs 
can be modified as appropriate.

This is a new program for HP and has just been deployed. It is a valuable tool along with 
ongoing efforts in training, implementation standards, compliance management, and audit. 
It achieves Commissioner Cavoukian’s concepts for Privacy by Design in a manner that 
is systematic, predictable and repeatable – and ultimately will drive a richer culture of 
privacy within the enterprise. It also will enable HP to better demonstrate commitment and 
capacity in upholding privacy promises and obligations.
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VI	 Conclusion

In this paper, we have seen an excellent example of how enhanced privacy accountability 
and assurance can be achieved within an organization by applying Privacy by Design 
principles, in a thoroughgoing manner. 

So imperative today are the goals of enhanced accountability and assurance, so universal 
are the PbD principles, and so diverse are the contexts within which these principles may 
be applied, that the future of privacy in the 21st century information age may be limited 
only by our collective imagination and will. 

There are virtually infinite ways by which organizations can creatively “build privacy in” 
to their operations and products, to earn the confidence and trust of customers, business 
partners and oversight bodies alike, and to be leaders in the global marketplace.

We need to acknowledge and celebrate these innovations and successes, and steadily 
build upon them.
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