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Fiona M. Alexander 

Associate Administrator 

Office of International Affairs 

National Telecommunications and Information Administration 

U.S. Department of Commerce 

1401 Constitution Avenue, N.W. Room 4701 

Washington, DC 20230 

By electronic mail: IANAFunctions@ntia.doc.gov
Response by Netnod to the 

National Telecommunications and Information Administration [Docket No. 110207099–1099–01] RIN 0660–XA23: Request for Comments on the Internet Assigned Numbers Authority (IANA) Functions

Dear Ms Alexander,

Netnod would like to thank the National Telecommunications and Information Administration (NTIA) for this opportunity to provide comment on the future of the IANA function. 

Netnod operates one of Europe's leading exchange points where Internet Service Providers (ISPs) can exchange high volumes of traffic in a stable and redundant environment. Netnod also operates one of the Internet's 13 DNS root name servers, i.root-servers.net (following the recent merger between Netnod and its subsidiary Autonomica). The operation of I-root as a public service to the Internet community, is one of the organisation's highest priorities, and as a root server operator, we maintain a relationship with the IANA, primarily in its role as maintainer of the DNS root zone.

The NoI contains six specific questions. We have provided the following responses. It should be noted that some of the comments provided are of a general nature, and should be interpreted in a wider scope than just the specific question.

Question 1:

The IANA functions have been viewed historically as a set of interdependent technical functions and accordingly performed together by a single entity. In light of technology changes and market developments, should the IANA functions continue to be treated as interdependent? For example, does the coordination of the assignment of technical protocol parameters need to be done by the same entity that administers certain responsibilities associated with root zone management? Please provide specific information to support why or why not, taking into account security and stability issues.

Even though the three functions (technical parameters, addresses, and domain names) are sufficiently disjunctive to make it technically possible to have them handled by three separate organisations, and while we believe the possibility of splitting the functions in the future should be maintained, we see no obvious merit to a splitting of those functions at this point in time. We believe that the need to maintain stable and reliable IANA services at present outweighs the benefits of a splitting of the IANA functions.

Furthermore, the three areas all relate to Internet infrastructure and as there are interdependencies between the registries, we believe that the system as a whole benefits from the combined experience of the staff who deals with all three functions.

An example of a non-obvious interdependency is the administration of the .ARPA domain, which is a domain name, but that contains information regarding protocol parameters (e.g. URI.ARPA) as well as address related information (the IN-ADDR.ARPA and IP6.ARPA domains).

Question 2

The performance of the IANA functions often relies upon the policies and procedures developed by a variety of entities within the Internet technical community such as the IETF, the RIRs and ccTLD operators. Should the IANA functions contract include references to these entities, the policies they develop and instructions that the contractor follow the policies? Please provide specific information as to why or why not. If yes, please provide language you believe accurately captures these relationships.
We believe that it is important to maintain and further develop the relationships between the IANA and the parties that develop policies and procedures for its operation. We see the Internet Architecture Board (IAB) as fulfilling a very important role vis-à-vis IANA in the field of technical parameters, as outlines in the RFC 2860
 and draft-iab-iana
, and we believe that there must be room for that relationship to continue and to evolve, as the requirements from the Internet community evolve over time.

Question 3: 

Cognizant of concerns previously raised by some governments and ccTLD operators and the need to ensure the stability of and security of the DNS, are there changes that could be made to how root zone management requests for ccTLDs are processed? Please provide specific information as to why or why not. If yes, please provide specific suggestions.

We believe that it is important that local governments are allowed to exercise influence over their respective ccTLDs, and the IANA processes should allow for this influence to exist. More transparent processes (criteria for decision making, public request tracking, etc.) would make it easier to audit the functions, and thereby work on improving them. See below for more examples.

Question 4:

Broad performance metrics and reporting are currently required under the contract. Are the current metrics and reporting requirements sufficient? Please provide specific information as to why or why not. If not, what specific changes should be made?

We are strong proponents of transparency of public service operations, which includes the IANA. We believe there is room to enhance the transparency of the IANA and would welcome improved reporting on the IANA operations. We would also welcome more detailed and open financial reports, and we propose that a future contract requires the IANA to be operated as a separate business unit,

with its own staff, public budget, and balance report. This would also facilitate a potential future move of the IANA functions to separate contractors, should this become necessary.

We also believe that more information should be made public regarding internal processes, criteria for decision making etc. in order to further build international confidence in the IANA operations.

Question 5: 

Can process improvements or performance enhancements be made to the IANA functions contract to better reflect the needs of users of the IANA functions to improve the overall customer experience? Should mechanisms be employed to provide formalized user input and/or feedback, outreach and coordination with the users of the IANA functions? Is additional information related to the performance and administration of the IANA functions needed in the interest of more transparency? Please provide specific information as to why or why not. If yes, please provide specific suggestions.

In our role as root-server operator we depend on IANA's function as root zone maintainers. We find our current relationship to be good and well-working.

We would welcome a future contract that clearly specifies and separates the role of the IANA and the role of its steward, so that it is always clear to us (or any external party) whether one is communicating with the IANA function or with the steward

organisation. This would probably be simplified by operating the IANA as a separate business unit, as proposed above.

Question 6:

Should additional security considerations and/or enhancements be factored into requirements for the performance of the IANA functions? Please provide specific information as to why or why not. If additional security considerations should be included, please provide specific suggestions.

We note that, given the rapid development in the areas of threats and counter-measures, putting very specific requirements in long-term contracts creates a risk that the requirements become outdated and therefore useless, or in worst case even counterproductive. A contract could refer to high-level terms as ``best current practice'', but should not include detailed technical specifications.

We remain at your service, should you need further input or clarifications, and we thank you again for giving us opportunity to contribute.

Best regards,
Netnod 

Kurt Erik Lindqvist, CEO

kurtis@netnod.se
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