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I. Preamble

This Mobile Application Transparency Code of Conduct is intended to help consumers understand the collection and use of their personal information, and the choices they may have in that regard, when they use mobile applications. Transparency is only one of the Fair Information Practice Principles (FIPPS) which are widely recognized in various forms, including the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data and the Administration’s “Privacy Bill of Rights.” Since transparency alone is not sufficient to create the kind of privacy rights that consumers require, it is crucial to incorporate this code into a comprehensive FIPPS framework for mobile applications.  Work on other privacy principles should begin as soon as possible.
II. Definitions

A. Mobile Application means a program with which the user interacts directly that runs on a mobile device and that initiates the transmission of data over a wireless or other Internet connection.
B. Mobile Application Provider means the entity that owns the mobile application. If another entity operates the mobile application on behalf of or through a licensing agreement with the mobile application provider, the mobile application provider is responsible for ensuring that the requirements of this Code of Conduct are met.  

C. Mobile Device means a smartphone, tablet computer, or similar portable computing device. Other devices that implement mobile applications, including personal computers and gaming devices, may also be defined as a mobile device.

D. Personal Data means any data that can identify a mobile device user or mobile device or that can be reasonably be linked to a mobile device user or mobile device and that is obtained either through use of the mobile application or from another source. This includes data collected about a mobile device user’s behavior that is derived from a mobile device and other sources.

E. Sensitive Personal Data is a subset of personal data and includes data about the health, finances, religious preference, sexual preference, ethnicity, race, age or current location of a mobile device user.
F. First Party refers to the mobile application provider.  
G. Third Party means any entity with which the mobile application provider shares personal data or from which it obtains personal data. 

III. Transparency Requirements 

A. Comprehensive Notice of Personal Data Practices. The mobile application provider shall explain its personal data practices through a comprehensive notice that includes the following information:

1. The name and contact information of the mobile application provider, and the name and contact information of any other entity that the mobile application provider has designated to respond to questions or complaints concerning its personal data practices. 
2. The types of personal data that are collected from the mobile device and from any other source.

3.  The sources of the personal data that the mobile application provider collects, including the names and contact information for any third-party sources of personal data.
4. The purposes for which each type of personal data is collected and whether it is necessary for the mobile application to function. 

5. Whether personal data is shared with any third parties and if so, with what types of third parties and for what purposes those parties use it.
6. What choices, if any, mobile application users have with respect to these personal data practices, including choices to limit or exclude data collection, use or sharing, and how to exercise such choices. The means of exercising those choices shall be free of charge and designed to be quick and easy to do directly from the mobile application. Information about such choices shall include an explanation of the privacy implications and benefits of the personal data collection and use.
7. What means, if any, mobile application users have to access, correct, and/or delete their personal data.  Those means must be free of charge and easy to use. Information should include how to access, correct or delete data received by other data sources, such as third parties. 

8. How long the mobile application provider keeps personal data, the reasons for the data retention, and the length of time that the first party allows each third party with which it shares such personal data to retain it
9. Information about the security practices that the mobile application provider uses to protect personal data and the security practices that it requires for any third parties with which it shares such data.

10. A description of how the mobile application provider notifies mobile application users of material changes to its personal data practices.

11. A statement that the mobile application provider has promised to adhere to this Code of Conduct. 

12. The effective date of the notice and the process by which the mobile application provider will provide mobile application users, the public, and the Federal Trade Commission with meaningful and advance notice of the provider’s decision to withdraw from compliance with this Code. Advance notice must be provided at least six months before the date a withdrawal takes effect.

B. Format and Availability of the Comprehensive Notice
1. The comprehensive notice shall be in plain language. Legal jargon, technical terms, and acronyms shall be avoided whenever possible or clearly explained if they are necessary. The format shall be easy to see and read.

2. The mobile application provider must provide the comprehensive notice in all of the following ways:

a) On its website, if it has one. 
b) From a link or links in the short notice described later in this code.

c) In proximity to where consumers can obtain the mobile application such as an App store. 

d) By any additional means that makes the notice reasonably accessible at any time, such as a clear and conspicuous link provided within the mobile application to the mobile application provider’s website notice.
3.  When mobile application providers enable embedded third parties to collect, use, or share data from mobile application users for their own purposes, the third parties shall make comprehensive notices of their personal data practices available on their websites and provide transparency to users via a method that is reasonable given their relationships to the users and as technically feasible. Mobile application providers’ comprehensive notices shall provide a list and links of such embedded third parties.

C. Short Notice of Key Personal Data Practices
A mobile application provider shall provide additional notice in a short, standardized format highlighting key personal data practices that a reasonable user would want to know in order to make an informed decision about the mobile application. This short notice shall be presented in a clear and conspicuous manner prior to download or upon the first run. Mobile application providers are encouraged to provide “just-in-time” notification with additional information related to a user’s inquiries about practices described in the short notice. Key personal data practices include, but are not limited to:

1. Collection and use of users’ sensitive personal data, contacts, calendar, reminders, photo/video library, sound, camera, email, SMS and other communications services, locational history, social media applications, and browser history.

2. Out-of-context collection and use which an average user may not expect given the functionality of the mobile application. This could include sharing to ad networks, data trading desks, carriers, and other data sources.  It also includes mobile marketing applications designed to trigger data collection.

3. Sharing of personal data with third parties that use this information for their own purposes. This disclosure is not necessary in the short notice if the personal information is adequately aggregated and de-identified using proven techniques to prevent it from being used to identify or re-contact mobile device users, but it shall be included in the comprehensive notice.

D. Consistency between Comprehensive and Short Notice
The short notice is not intended to be a summary of the comprehensive notice. While the language used in the short notice to describe key personal data practices may not be identical to that in the comprehensive notice, the information in the short notice shall be consistent with the comprehensive notice. Where practical, the short notice should provide “just-in-time” information in a layered manner.

E. Material Changes to Personal Data Practices

A mobile application provider shall give users of the mobile application whose personal data it maintains a minimum of 30 days notice before implementing any material changes to its personal data practices. Examples of a material change in this context include: collecting personal data that was not collected previously; using personal data in a way that it was not used previously; sharing personal data with a type of entity with which it was not previously shared; or placing new restrictions on mobile device users’ choices regarding the collection, use, sharing, and correction of personal data. For instance, it would be a material change to share personal data with third parties for marketing purposes if the notice of its personal data practices did not previously provide for that. Before material changes to personal data practices are applied to personal data that has already been collected, the mobile application provider shall provide a clear and concise notice of all material changes directly to affected mobile application users, which shall also contain an easy-to-use method for the user to affirmatively express his or her choice in that regard. Pre-checked acceptance or an opt-out shall not be used to obtain consent.
F. Persistent Access Mechanism
A mobile application provider shall provide a persistent mechanism that enables users of the mobile application to access personal data that is collected or maintained by the mobile application provider. This mechanism shall be appropriate to the mobile application provider’s size and complexity, the nature and scope of the mobile application provider’s activities, and the sensitivity of the personal data collected or maintained.
IV.
Accountability

A. A mobile application provider that represents to the public that it has promised to adhere to this Code of Conduct, and fails to do so, may be liable under laws prohibiting unfair or deceptive acts or practices and as otherwise provided by law.

B.  In order to measure the effectiveness of the notices required under this Code of Conduct, a mobile application provider must be able to show that at least fifteen percent of all users of the mobile application have actively selected one or more higher degrees of privacy protection beyond the default setting that is otherwise applicable and that the provider has implemented the choices made.  Each mobile application provider must publicly report effectiveness statistics quarterly and must disclose the detailed methodology used to calculate effectiveness.  A provider found not to be in compliance with this effectiveness standard has three months to come into compliance. Ten percent of provider effectiveness reports must be subject to random independent audits. Existing mobile applications will be assessed for compliance with this requirement six months after adoption of the code, and new mobile applications will be assessed for compliance six months after public release.

C. Self-regulatory accountability programs are one method to enforce this Code of Conduct. Such programs shall:

1. Include independent compliance monitoring of code participants on an annual basis.

2. Offer a means for mobile application users and others to submit complaints regarding a specific mobile application provider’s conduct to the provider and to the Code Administrator.

3. Provide information about each complaint in whole or in part through a public online docket and publicly report the resolution of each complaint.

4. Resolve each complaint in a timely fashion.

5. Provide semi-annual public reports on their oversight, management, and complaint processes.

6. Can impose fines or appropriate sanctions when mobile application providers are found in violation.

7. Can award appropriate compensation (including but not limited to damages and refunds) to aggrieved complainants.

8. Provide a process for complainants to appeal decisions to an appeal panel that includes an equal number of industry and consumer representatives.

9. Have an independent Code Administrator and an Advisory Board with equal representation from industry and consumer representatives to provide guidance and enforce the code.

10. Submit the Code’s oversight and enforcement framework to the FTC, for evaluation and for public comment and review.
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