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The Framing WG proposes the following problem statement to describe the need for improved 
software component transparency. This statement is expected to be part of a larger paper 
framing the NTIA effort. With that in mind, this statement is written at a fairly high level and is not 
intended to address every aspect of the NTIA effort. 

Modern software systems involve increasingly complex and dynamic supply chains. Lack of 
systemic transparency into the composition and functionality of these systems contributes 
substantially to cybersecurity risk as well as the costs of development, procurement, and 
maintenance. In our increasingly interconnected world, risk and cost impact not only individuals 
and organizations directly but also collective goods like public safety and national security. 

Increased supply chain transparency can reduce cybersecurity risks and overall costs by: 

● Enhancing the identification of vulnerable systems and the root cause of incidents 
● Reducing unplanned and unproductive work 
● Supporting more informed market differentiation and component selection 
● Reducing duplication of effort by standardizing formats across multiple sectors 
● Identifying suspicious or counterfeit software components 

thus increasing trust and trustworthiness while lowering costs of our digital infrastructure. 

Pockets of people, policy, process, and technology are solving parts of the problem, but not in a 
systemic and scalable way that crosses development environments, product lines, vendors, 
sectors, and nations. A more systematic and collaborative approach can help. 


