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ARTICLE I: MISSION AND CORE VALUES

Section 1. MISSION

The mission of The Internet Corporation for Assigned Names and Numbers ("ICANN") is to coordinate, at the
overall level, the global Internet's systems of unique identifiers, and in particular to ensure the stable and

secure operation of the Internet's unique identifier systems. In particular, ICANN:

1. Coordinates the allocation and assignment of the three sets of unique identifiers for the
Internet, which are

a. Domain names (forming a system referred to as "DNS");
b. Internet protocol ("IP") addresses and autonomous system ("AS") numbers; and
c. Protocol port and parameter numbers.

2. Coordinates the operation and evolution of the DNS root name server system.

3. Coordinates policy development reasonably and appropriately related to these technical
functions.

Section 2. CORE VALUES
In performing its mission, the following core values should guide the decisions and actions of ICANN:

1. Preserving and enhancing the operational stability, reliability, security, and global
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interoperability of the Internet.

2. Respecting the creativity, innovation, and flow of information made possible by the Internet by
limiting ICANN's activities to those matters within ICANN's mission requiring or significantly
benefiting from global coordination.

3. To the extent feasible and appropriate, delegating coordination functions to or recognizing the
policy role of other responsible entities that reflect the interests of affected parties.

4. Seeking and supporting broad, informed participation reflecting the functional, geographic, and
cultural diversity of the Internet at all levels of policy development and decision-making.

5. Where feasible and appropriate, depending on market mechanisms to promote and sustain a
competitive environment.

6. Introducing and promoting competition in the registration of domain names where practicable
and beneficial in the public interest.

7. Employing open and transparent policy development mechanisms that (i) promote well-informed
decisions based on expert advice, and (ii) ensure that those entities most affected can assist in
the policy development process.

8. Making decisions by applying documented policies neutrally and objectively, with integrity and
fairness.

9. Acting with a speed that is responsive to the needs of the Internet while, as part of the
decision-making process, obtaining informed input from those entities most affected.

10. Remaining accountable to the Internet community through mechanisms that enhance ICANN's
effectiveness.

11. While remaining rooted in the private sector, recognizing that governments and public
authorities are responsible for public policy and duly taking into account governments' or public
authorities' recommendations.

These core values are deliberately expressed in very general terms, so that they may provide useful and
relevant guidance in the broadest possible range of circumstances. Because they are not narrowly
prescriptive, the specific way in which they apply, individually and collectively, to each new situation will
necessarily depend on many factors that cannot be fully anticipated or enumerated; and because they are
statements of principle rather than practice, situations will inevitably arise in which perfect fidelity to all eleven
core values simultaneously is not possible. Any ICANN body making a recommendation or decision shall
exercise its judgment to determine which core values are most relevant and how they apply to the specific
circumstances of the case at hand, and to determine, if necessary, an appropriate and defensible balance
among competing values.

ARTICLE II: POWERS
Section 1. GENERAL POWERS

Except as otherwise provided in the Articles of Incorporation or these Bylaws, the powers of ICANN shall be
exercised by, and its property controlled and its business and affairs conducted by or under the direction of,
the Board. With respect to any matters that would fall within the provisions of Article |ll, Section 6, the Board
may act only by a majority vote of all members of the Board. In all other matters, except as otherwise provided
in these Bylaws or by law, the Board may act by majority vote of those present at any annual, regular, or
special meeting of the Board. Any references in these Bylaws to a vote of the Board shall mean the vote of
only those members present at the meeting where a quorum is present unless otherwise specifically provided
in these Bylaws by reference to "all of the members of the Board."

Section 2. RESTRICTIONS

ICANN shall not act as a Domain Name System Registry or Registrar or Internet Protocol Address Registry in
competition with entities affected by the policies of ICANN. Nothing in this Section is intended to prevent
ICANN from taking whatever steps are necessary to protect the operational stability of the Internet in the
event of financial failure of a Registry or Registrar or other emergency.
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l.root-servers.net

IMPORTANT: Change of IP address

ICANN operates l.root-servers.net, one of the thirteen root DNS servers, as a service to the
community. ICANN maintains high capacity installations in the Los Angeles, California area and in
Miami, Florida.

The L-root system operates at 199.7.83.42 and the range 199.7.83.0/24 is announced from AS20144 .
L.root-servers.net uses the Name Server Daemon (NSD) from NLnetLabs.

Peering:
Peering is currently available at the following exchange points:

e Equinix Internet Exchange - Los Angeles

¢ Pacific Wave Internet Exchange - Los Angeles

e LAIIX -Los Angeles International Internet eXchange - Los Angeles
o Pacific Wave Internet Exchange - San Jose

» Pacific Wave Internet Exchange - Seattle

¢ NAP of Americas - Miami

If you are present at one of the mentioned Exchange points and wish to peer with the L-root system please contact
peering@Ilroot.icann.org.

Operational issues with L-root?

To report operational issues please contact noc@lroot.icann.org.
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ICANN's gTLD Registry Failover Plan
20 October 2007
ICANN is today posting its gTLD Reqistry Failover Plan for public comment. Comments on the plan may be

submitted to registry-failover-plan@icann.org through 19 November 2007 23:59 UTC and may be viewed at
http://forum.icann.org/lists/reqistry-failover-plan/.

Executive Summary

The Registry Failover Project is one of ICANN's key projects in the 2007-2008 ICANN Operating Plan and
aligns with ICANN's mission to preserve the operational stability of the Internet.

The introduction of new gTLDs through the anticipated GNSO consensus policy raises the possibility of
registry failure. The program team (consisting of gTLD and ccTLD registry representatives and ICANN staff)
responsible for addressing these issues has previously published key documents describing work that will
contribute to the implementation of a registry failover program. ICANN has completed a draft Registry Failover
Plan and has been reviewing that plan with technical and registry experts and other stakeholders in the
community in order to ensure its completeness.

The draft Failover Plan (described in written and flow chart [PDF, 84K] form) and Best Practices [PDF, 56K]
document are linked to this announcement. The Failover Plan identifies the process and procedures to be
undertaken when a specific set of events indicating a potential gTLD registry failure is identified. The draft
Plan is designed to protect the interests of registrants and provide the best opportunity for continued registry
operations.

The Best Practices document intends to be the source of contractual terms that will become part of every new
registry agreement. These terms are intended to provide registries a tool for ensuring ongoing operations and
also to provide a backstop process in the case of failure.

The Registry Failover project will be complete when:

e elements of the Best Practice document are incorporated into the basic registry agreement published as
part of the new gTLD process, and

e the Failover Plan is adopted by the Registry Constituency and ICANN staff.

It is important to recognize that several well-developed registries have implemented competent contingency
plans. ICANN has built on that work (rather than attempt to duplicate it) and has developed a draft “best
practices document.” The document can be adopted by ICANN in creating new TLDs registry agreements.

An important issue is to define ICANN's role in the event of a registry failure. This registry failover program
mandates that each registry must have a contingency plan to maintain the critical functions of a registry for a
period of time so that:

e A replacement operator or sponsor can be found and a transfer effected, or

e Absent the designation of a replacement, provide a notice period to registrants that the registry is
closing.

Background

ICANN has conducted extensive research and outreach on the topic of registry failover. On 1 June 2007,
ICANN published the first comprehensive registry failure report
(http://www.icann.org/announcements/announcement-4-01jun07.htm and
http://www.icann.org/reqgistries/reports/registry-failover-01jun07.htm).

In developing this report, ICANN conducted a review of the critical functions of a registry, examined transition
of a registry from one operator to another, and examined potential failure scenarios. This report finds that the
identification of critical functions, along with establishment of best practices by registries will serve for the
protection of registrants in the event that a registry failure occurs. The report provides the elements of the
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registry failover plan and initial recommendations based on current registry practices.

The report was discussed in San Juan in presentations to: the gTLD Registry Constituency, the ccNSO,
SSAC Open Forum, and Protections for Registrants workshop. Following the San Juan meeting, ICANN
engaged in consultations with a panel of gTLD and ccTLD registry representatives, completed the draft gTLD
Registry Failover Plan and synthesized a best practices document describing registry failover mechanisms.
These mechanisms will provide guidance or be incorporated into ICANN's new gTLD process and potentially
as a contractual requirement.

Discussion of Issues

As currently envisioned, the implementation of registry failover procedures is intended to define a contractual
requirement that registries provide failover mechanisms as a prerequisite to delegation as a registry. The
failover mechanisms will, in the event of registry failure:

Provide a period of ongoing operations until a replacement entity may be engaged, or

Failing that, provide a period of notice to registrants of impending closure so that registrants may take their
own remedial measures.

These goals were developed in answer to the following issues:
o Definition of ICANN's duty to registrants in the event of a failure of a gTLD registry?
e To what extent should there be a guarantee that a registry will not fail?
e How should ICANN aid in securing services for operation of a registry?

e Should a registry be required to designate a back-up registry operator that would step in to maintain the
registry in the event of a long-term failure?

e What are the scenarios in which a registry would be allowed to fail without such a temporary or
permanent failover mechanism?

If a registry fails and an RFP does not result in the identification of a successor operator, ICANN suggests
here a process to terminate the registry and remove the TLD from the root. This process is outlined in the
Registry Failover Plan. ICANN is not in the position to fund or take over operation of a failed TLD, nor is any
entity that cannot pursue a viable model for the the failed registry. In such a case, the community might be
best served by being informed that registries may be allowed to fail, and that a failed registry may be removed
from the root zone.

Many existing gTLD registry agreements provide for failover testing every two years. This provision appears in
the .ASIA, .JOBS, .MOBI, and .TRAVEL registry agreements. ICANN is working with these registries to
coordinate failover testing criteria. The failover testing parameters will be added as one of the Best Practices
contractual requirements for new gTLDs and added to existing gTLD agreements as those agreements are
renewed.

Summary of Recommendations

ICANN's 1 June 2007 registry failure report, posted at
http://www.icann.org/announcements/announcement-4-01jun07.htm, identified seven critical functions of a
registry:

1. maintenance of nameservers and DNS

2. the Shared Registration System

3. WHOIS

4. Registrar Billing and Accounting Information
5

. Data security and Data Escrow
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6. IDN tables (for those registries offering IDNs), and
7. DNSSEC keys (for those registries that have employed DNSSEC).

In addition, ICANN's draft gTLD Registry Failover Plan includes a set of assumptions, requirements and
processes. These were generated through ICANN interaction with the ccTLD and gTLD group described
above and through consultation with others. Key elements of the plan are described in greater detail below:

1. ICANN will have a role in the event of failure of a gTLD registry. This may be a primary communication
role with the registry, registrars and the end user community.

2. Registries must develop and implement their own contingency plans, including the designation of a
backup registry operator.

3. ICANN will not take over operation of a registry, but could operate nameservers or designate a
nameserver operator on a temporary basis in the event of an emergency.

4. Registry agreement amendments wil be required to adequately implement ICANN's gTLD Registry
Failover Plan. Registry failover will be addressed in new gTLD agreements, and may otherwise be
addressed in renewals, and in proposed consensus policy.

5. Registries should have a designated contact person who is authorized to act on behalf of the registry
and who can serve as a point of contact with ICANN and the public on critical registry functions.

6. Registries should set aside necessary financial resources, such as a bond, to provide temporary funding
of registry functions until a successor registry can be named.

7. Registries should implement geographic diversity of DNS services.

8. Where appropriate, ICANN will consult with experts in contingency and scenario planning, and the event
of registry failure.

9. In the event of registry failure, in consultation with the registry, ICANN will identify the type of failure as a
technical, business or other failure and determine whether the failure is long-term or temporary. A
temporary failure would trigger an established set of responses from ICANN, while a long-term failure
would trigger a different set of responses.

10. ICANN should define metrics for failover (the threshold that indicates an event that triggers failover
procedures) in the gTLD registry agreements. Failover practice and testing obligations in gTLD registry
agreements should be clarified.

11. ICANN has created a Registry Continuity Assistance Panel, consisting of 5 ccTLD registry
representatives and 5 gTLD registry representatives to assist with the maintenance and testing of the
gTLD Registry Failover Plan.

12. The Registry Failover Plan includes a procedure for designating a replacement registry operator. In the
event that a replacement cannot be found, with notice to the community, the plan envisions that ICANN
will follow a process for closing registry operations. ICANN should look closely at the transition and
termination provisions in the existing registry agreements to determine whether these provisions should
be clarified or amended in new agreements.

13. ICANN should establish a procedure for release of escrowed data to ICANN. The procedure must
closely safeguard data security. Under the terms of the standard escrow agreement, registry escrow
deposits may be released to ICANN under certain conditions. These are:

a. Expiration without renewal of registry or sponsorship agreement

b. Termination of registry or sponsorship has been terminated

c. Joint request by registry and ICANN

d. No successful verification reports for a Full Deposit in a one-month period

e. Nonpayment of fees by registry
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f. Mandated release by a court, arbitral, legislative, or government agency of competent jurisdiction

Conclusion

ICANN's gTLD Registry Failover Plan is intended to provide protection for registrants, and add to the security
and stability of the Internet through collaboration with registries, registrars and members of the Internet
community. The next steps in the project are to complete approval of the procedure, the base contract for
new gTLDs.
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ICANN gTLD Registry Failover Plan
27 November 2007

Section 1.10.1 of the 2007-2008 ICANN Operating Plan states that ICANN will “Establish a
comprehensive plan to be followed in the event of financial, technical, or business failure of a
registry operator, including full compliance with data escrow requirements and recovery testing.”

The 2006-2007 ICANN Operating Plan included the above language and stated that ICANN will
“publish a plan supported by the infrastructure and data escrow procedures necessary to
maintain registry operation.” Based on community input received on the 1 June 2007 Registry
Failure Report and Protections for Registrants Workshop in San Juan, Puerto Rico, ICANN
developed a draft gTLD Registry Failover Plan.

ICANN published the draft for community input and comment from 20 October to 19 November
2007. ICANN has completed a revised draft plan incorporating feedback received during the
ICANN meeting in Los Angeles and during the comment period. Comments are open on this
draft until 15 December 2007.

The plan is based on the assumption that ICANN has a role in the event of a gTLD registry
failure. gTLD registries must have a contingency plan to maintain the critical functions of a
registry for a period of time:
e To provide recovery and escrow of domain name registration information and registrant
contact information (if maintained by the registry), so that
o Areplacement operator or sponsor can be found and a transfer effected, or
o Absent the designation of a replacement, provide a notice period to registrars and
registrants that the registry is closing.

ICANN is coordinating the gTLD registry failover plan with the development of the new gTLD
process and other contingency efforts such as the registrar failover plan and Registrar Data
Escrow program.

1. Definitions

The following definitions are used to describe the gTLD Registry Failover Plan.

1.1 Initiating Event — The occurrence of an event with the potential to produce an undesired
consequence. An initiating event is an event that causes or threatens to cause temporary or
long-term failure of one or more of the critical functions of a (gTLD) registry.

Qualifying criteria for such an event may include:

e conditions, if continued for longer than (X time), have been shown, after diligent inquiry
including consultation with registry staff, to be likely to cause temporary or long-term
failure,

e Severe economic damage to registry services,

e a prolonged and irrevocable situation that cannot be solved by the registry without
severe damages caused to the Internet community, and where

e the registry is accountable for the situation.

1.2 Temporary Failure - A registry failure where there is reasonable certainty of data recovery or
restoration of service in a short duration of time. A short duration of time may be measured in
minutes or hours, with recovery or restoration of service within a maximum of 24 to 72 hours,
depending on the type of critical function involved in the failure. A failure involving the resolution
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of names and maintenance of nameservers should be measured differently than a failure
involving WHOIS service.

1.3 Long-term Failure — A failure rendering a registry or a critical function of a registry
inoperable for an extraordinary length of time. An extraordinary period of time may be defined
when commercially reasonable efforts fail to restore a registry or critical function of a registry to
full system functionality within 24-72 hours after the termination of an initiating event, depending
on the type of critical function involved in the failure.

1.4 Critical functions — those functions that are critical to the operation of a gTLD registry. The
registry failure report published on 1 June 2007 identified seven critical functions of a registry,
although there may be others.

. Maintenance of nameservers and DNS for domains

. Shared Registration System

. WHOIS service

. Registrar Billing and Accounting Information

. Data Security and Data Escrow

. IDN Tables (if IDNs are offered by the registry)

. DNSSEC Keys (if DNSSEC is offered by the registry)

NoO o~ WNPE

See http://www.icann.org/reqistries/reports/reqgistry-failover-01jun07.htm. Within these critical
functions there are levels of importance, with maintenance of nameservers and DNS for
domains the most critical to the operation of a stable registry. A TLD can operate at a resolution-
only level if SRS or WHOIS service is down for a certain period of time.

2. Notification When a Suspected Initiating event occurs

2.1 ICANN learns of or may receive information on a suspected initiating event from a gTLD
registry, sponsor, registrar, or other member of the community.

2.2 The suspected initiating event creates a response time line from ICANN staff.

1. Suspected initiating event occurs at time X

2. Notification is provided by Y

3. Y is expected to provide ICANN with as much detail regarding the nature and impact
of the event as is available (and practically possible to collect) within the time frame

4. ICANN staff studies information provided during time frame, ICANN responds to the
party who notified ICANN, and if appropriate, contacts the registry (if the registry did not already
notify ICANN staff)

2.3 Designated registry contacts may inform ICANN of initiating events via a 24/7 telephone
hotline.

3. ICANN Preliminary Examination

3.1 ICANN staff conducts a preliminary examination based on facts known of the event. The
staff examination may be conducted between members of the ICANN Office of General
Counsel, Registry Liaison staff or other staff as appropriate. ICANN staff may also utilize
experts with registry experience in this process.

3.2 ICANN staff will contact the designated registry representative, unless the registry has
already contacted ICANN staff, to obtain information concerning a suspected initiating event.
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4. Communication with gTLD registry or sponsor

4.1 As part of the ICANN preliminary examination, ICANN will attempt to communicate with the
designated gTLD registry contact. This contact should be someone with authorization to act on
behalf of the registry. The examination should be assessed as an operational issue. Legal
issues will be assessed based on the terms of the registry agreement.

If the registry or sponsor can be reached, ICANN (and the gTLD Operator, if such gTLD
Operator is cooperative) will attempt to determine the following:

1. The nature and circumstances surrounding the initiating event

2. The cause of the initiating event

3. The severity of the event and whether such event is likely to be temporary or long-
term

4. Whether the registry can continue the registry’s critical functions

5. Question what, if any, services will be unavailable or operated at a reduced level of
service

6. Whether the registry has interim measures in place to protect registry services

The determination on whether a registry can continue its critical functions operations should be
made in consultation with the registry. As part of this determination, ICANN may consult with an
objective panel of experts on registry functions.

There may be circumstances when a registry can provide limited services (DNS, but not
registration or change services) for a temporary period without the need to transition operations
to a qualified backup provider. ICANN may utilize a pre-qualification or accreditation process to
create a pool of available backup providers.

4.2 If available, the designated gTLD registry or sponsor confirms contact and provides
information on the suspected initiating event as a temporary failure or long-term failure, or
informs ICANN that no such event has occurred.

4.3 If an initiating event has occurred, the registry or sponsor cannot be reached and a backup
registry operations provider is available, ICANN should contact the backup registry operations
provider or seek alternative confirmation of the event and contact the third party data escrow
provider. At this point, no decision is to be made on transition, only to seek confirmation of the
event and secure data for the registry.

a. Execute agreement (or initiate procedure) for release of data from escrow
b. Obtain data from escrow and copy zone (if available) to maintain resolution of names

4.4 If the registry’s failover plan activates a backup registry operations provider, the backup
provider must make contact with ICANN and confirm the level of service to be provided to
registrars and registrants (full service or resolution-only service). ICANN will consult with the
backup provider to ensure that domain name registration and associated contact information are
not inadvertently lost. Many registries have certain elements of uniqueness that would either
require capable backup operators to develop those capabilities to support these unique
practices or situations or to suspend those unique practices for a period of time.

4.5 The backup provider will use commercially reasonable efforts to ensure that critical functions
of the registry are maintained to the extent possible, based on priority of the critical function and
time frame for implementation. Backup providers should conduct a test of contingency plans on
a periodic basis.
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5. Internal Communications Plan

5.1 Following contact with the gTLD registry or sponsor, or independent confirmation of the
initiating event in the situation where the gTLD registry or sponsor cannot be contacted, and
depending on the type and severity of the event, ICANN may initiate its crisis response team.

ICANN's crisis response team shall consist of ICANN's:

a. VP of Corporate Affairs

b. Media adviser

c. General Counsel staff

d. SVP, Services

e. Registry staff

f. Registrar staff

g. Chief Security Officer

h. Chief Technical Officer

i. Compliance Program Director
j. If applicable, IDN Program Director
k. Other staff, as necessary

Each of these roles shall be clearly defined and preferably each role should have a designated
back-up person. ICANN shall test its crisis management process on a regular basis, but in no
event less than once per annum. ICANN staff is scheduled to test the process in January 2008.

5.2 The team shall inform the CEO, COO and Board of the event, the type of failure and course
of action.

5.3 The VP of Corporate Affairs is ICANN’s designated public spokesperson in the event
ICANN'’s crisis team is assembled. ICANN will inform the Internet community based on the
specifics of the event, the need to know and what is disclosed should be limited based on the
perceived impact on affected parties.

5.4 The gTLD registry (or the backup registry operations provider) shall inform registrars of the
failure. If the registry is a sponsored TLD, the sponsor should inform the members of its
sponsored community. If this is not possible, ICANN shall provide notice to the community and
make best efforts to provide notice to registrars and registrants.

5.5 ICANN may consult with a predetermined list of experts with registry experience based on
the type of event and determination of the event as a technical failure, business failure or other
failure.

5.6 In a temporary failure, ICANN will communicate with the registry or sponsor and provide
technical assistance where appropriate or requested by the registry or sponsor.

5.7 In a long-term failure, ICANN shall, in consultation with the registry if available, examine the
cause of the failure and whether the failure occurred as a result of technical, business/financial
or other reasons. Based on the severity of the event, ICANN’s communications plan may be
invoked to ensure that the community is informed.
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6. Communication with registrars and registrants

6.1 Registrars should be advised to maintain a copy of names under management in the TLD
(or TLDs if the operator maintains more than one) and ensure proper escrow of registrant data
in accordance with ICANN's registrar data escrow specification.

6.2 If necessary, Registrars shall be advised by the gTLD Registry Operator to plan for the
application of transactions to the TLD database upon restoration of services in a timely and
predictable format in the event that notification of transaction success is delayed.

6.3 The gTLD registry (or the backup registry operations provider) shall inform registrars of the
failure. If the registry is a sponsored TLD, the sponsor should inform the members of its
sponsored community. If this is not possible, ICANN shall provide notice to the community and
make best efforts to provide notice to registrars and registrants.

6.4 ICANN will confirm with registrars on notice to the community and registrants.
7. Decision on whether the registry or sponsor can continue operations

7.1 The decision on whether the registry or sponsor can continue operations is not an easy one
to make, and must be made in consultation with the registry. The decision will be based on the
terms of the gTLD registry agreement.

7.2 If the registry or sponsor can continue operations, the registry will inform ICANN of the
timeline for return to normal operations and on the status of the TLD zone.

7.3 ICANN may offer to provide or locate technical assistance to the registry or sponsor, if
appropriate.

7.4 ICANN and the registry or sponsor shall provide notice to the community of the timeline for
return to normal operations.

7.5 In the situation where the registry or sponsor cannot continue operations, the registry or
sponsor will invoke its contingency plan to activate a mirror site or backup registry operations
provider to ensure continuity of service for the TLD. ICANN may also offer temporary resolution-
only service for the TLD if asked by the registry or sponsor.

7.6 ICANN will inquire whether the registry or sponsor has identified a backup registry
operations provider and whether the registry’s failover plan has been invoked. ICANN will inform
the ICANN Board and advisory groups, as appropriate.

7.7 If the registry or sponsor has identified a backup registry operations provider, the registry or
sponsor will follow its own registry failover plan to ensure continuity of service for the TLD.

7.8 Before a backup registry operations provider is engaged by the registry or sponsor, the
backup registry operations provider must meet ICANN requirements for operating a TLD.
ICANN shall obtain assurances of continuity from the backup registry operations provider.

7.9 If the registry or sponsor has not designated a backup registry operations provider, in an

emergency, ICANN may provide temporary resolution-only services until the TLD can be
transitioned to a successor.
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8. Voluntary Transition Process

A voluntary transition of a TLD is necessary when an initiating event occurs that renders a
registry or sponsor unable to execute one or more critical registry functions and therefore
unable to continue operation of the TLD. The registry or sponsor and ICANN shall cooperate
with ICANN in efforts to promote and facilitate the Security and Stability of the Internet and the
DNS and to accomplish the terms of the registry agreement. A voluntary transition will occur
under the cooperative terms of transition in the registry agreement.

8.1 ICANN and the registry or sponsor will consult on voluntary transition of the TLD. If the
registry or sponsor has made a decision to voluntarily transition the TLD, ICANN and the
registry or sponsor will agree to work cooperatively to facilitate and implement the transition of
the registry for the TLD in a reasonable timeframe (30-90 days), with notice to the community.

8.2 The registry or sponsor may locate a buyer for the TLD delegation within the transition
timeframe for the remainder of the registry’s contract. The buyer must meet ICANN criteria to
operate the TLD. Such criteria will be specified in advance.

8.3 If the buyer meets the specified criteria, ICANN will confirm the buyer as the successor.
Transition will be complete following natification to the community and registrar testing.

8.4 ICANN will prepare a Request for Proposals (RFP) for a successor registry operator or
sponsor. ICANN will schedule a Board meeting to discuss the transition and intent to seek a
successor registry.

8.5 For sTLDs, ICANN will seek input from the sponsored community on a successor.
Applicants must meet certain successor criteria.

8.6 ICANN will make an effort to post the RFP for at least 21 days, unless there is an urgent
need for a shorter period of time.

8.7 Elements of the RFP may consist of the following, but could include additional items:

Application instructions

Application transmittal form

Proposal form

Financial Disclosure

Statement of Requested Confidential Treatment of Materials Submitted
Criteria to be used by ICANN to evaluate the proposals

Base Registry Agreement

If applicable, an application fee (with possible refund)

Description of what is being transferred

TT@TmoooT

8.8 ICANN shall post on its website the names of the applicants who submitted a response to
the RFP and post certain non-proprietary/non-confidential portions of the response on its
website so as to provide the public with a reasonable period of time for which to comment.

8.9 ICANN shall conduct an evaluation of the applications and publish a staff recommendation
and report. The evaluation and selection will be based on published criteria.

8.10 The staff recommendation and report will be provided to the ICANN Board for
consideration and selection of the successor registry or sponsor.
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8.11 ICANN will coordinate with the registry or backend provider to ensure smooth transition of
the TLD(s) to the successor registry.

8.12 In the event that ICANN does not receive sufficient proposals to operate the TLD, ICANN
will publish a notice period to registrants and the community with a timeline on the impending
closure of the TLD.

8.13 ICANN will follow IANA'’s procedures for removing a TLD from the root zone.
9. Non-voluntary Transition Process

9.1 In the event that a registry or sponsor cannot continue operations and does not agree with
ICANN on voluntary reassignment, ICANN will make a legal determination whether to proceed
with the non-voluntary termination process. If the decision is made to proceed with the non-
voluntary transition process, ICANN will invoke the breach process based on the terms of the
registry agreement and provide notice to the registry or sponsor. The community will be
informed of a decision to invoke the breach process.

9.2 Under the terms of the gTLD registry agreement, ICANN must provide notice and
opportunity to cure or initiate arbitration within thirty calendar days after ICANN gives registry or
sponsor written notice of breach.

9.3 In the event of a non-voluntary transition, ICANN may under the terms of the gTLD registry
agreement invoke the registry data escrow agreement and contact the third party escrow
provider for a copy of all escrowed data related to the registry.

9.4 The non-voluntary transition process will be managed by the Office of General Counsel.

10. Closure of the registry

10.1 In the event that the RFP fails to identify a successor registry operator or sponsor, ICANN
will provide notice to the community and to registrants in the TLD(S).

10.2 If possible, the registry, sponsor or backup registry operations provider will maintain
operations for a designated period of time (30 to 90 days or more) in order to ensure that
registrants have sufficient time to locate alternatives to the TLD.

10.3 After the designated period of time and notices to the community, the registry, sponsor or
backup provider may terminate nameservers for the TLD.

10.4 Following determination of the Board, termination of the TLD and notices to the community,
ICANN will follow IANA procedures for removing a TLD from the root zone.

11. Testing of Failover Plan

11.1 ICANN shall test the registry failover plan and crisis communications plan at least once a
year.

11.2 Testing should be done in consultation with the Registry Constituency, and other members
of the technical community. Testing may include registrars and third party data escrow
providers. A joint panel of gTLD and ccTLD registry representatives may also provide
assistance to ICANN in testing the registry failover plan.
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11.3 Registry operators should conduct business continuity and disaster recovery testing at
least once a year.

11.4 Registry operators should submit an Annual Certification document that states they have a
business continuity and disaster recovery plan and it has been tested.

12. Failover Plan Review

12.1 ICANN shall periodically review the failover plan and make modifications as necessary to
stay current with registry practices.

12.2 In the event of registry failure, ICANN will conduct a review of ICANN’s handling of the

event and document the lessons learned. ICANN will consult with SSAC, external experts and
constituency advisory groups for their input on ICANN'’s handling of the event.
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1.3.3 Draft Registry Failover Plan Flow

Chart
http://www.icann.org/registries/failover/draft-

plan-flow-chart-20oct07.pdf
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1.3.4 Draft Registry Failover Best Practices
http://www.icann.org/registries/failover/draft-
plan-best-practices-200ct07.pdf



DRAFT ICANN gTLD Registry Failover Plan

Best Practices Recommendations

Patrick Jones
20 October 2007

1 Executive Summary

The 2006 ICANN Strategic Plan (Section 1.1.2 and 1.1.6-7) set forth as one of the key goals
implementation of “procedures for dealing with key business failure of key operational entities,”
including contingency plans for registry failover in order to appropriately protect registrants (this
project was carried over into the 2007-2008 ICANN Strategic Plan as Section 1.10.1).

The Operational Plan states that a key goal is to “establish a comprehensive plan to be followed
in the event of financial, technical or business failure of a registry operator, including full
compliance with data escrow requirements and recovery testing.”

ICANN has conducted significant research and outreach on registry failover. Based on
community input received on the 1 June 2007 Registry Failure Report and Protections for
Registrants Workshop in San Juan, Puerto Rico, ICANN has developed a draft gTLD Registry
Failover Plan. The plan includes the delivery of best practices recommendations for registry
failover mechanisms for gTLD registries.

The best practices recommendations will be incorporated into ICANN's draft base contract for
new gTLDs, and incorporated into existing gTLD registry agreements as they are renewed.

2 Glossary
2.1 DNS

The Domain Name System (DNS) is a distributed database that translates domain names
(computer hostnames) to IP addresses. Domain names are defined in RFC 1034 (ftp://ftp.rfc-
editor.org/in-notes/rfc1034.txt). RFC 1035 describes the domain system and protocol (published
in November 1987 and recognized as an Internet Standard, ftp:/ftp.rfc-editor.org/in-
notes/rfc1035.txt). As stated in RFC 1035, “The goal of domain nhames is to provide a
mechanism for naming resources in such a way that the names are usable in different hosts,
networks, protocol families, internets, and administrative organizations.” The DNS consists of a
hierarchical set of DNS servers. Each domain or subdomain has one or more authoritative DNS
servers that publish information about that domain and the nameservers of any domains below
it.

o The DNS consists of resource records, zones, hameservers, and resolvers. Programs
such as BIND, that respond to queries about the domain namespace via the DNS
protocol, are called nameservers.!

e The data associated with domain names are contained in resource records. There are
several types of resource records, corresponding to the varieties of data that may be

! Liu & Albitz, DNS & BIND, 5th Ed. (May 2006), page 22.



stored in the domain namespace, including Start of Authority records, NS (nameserver)
records, Address records, and PTR (pointer) records.?

e A zone is an autonomously administered piece of the name space.

¢ Nameservers load data from zone datafiles. These files contain resource records that
describe the information within a particular zone. Resource records describe the hosts
within the zone and delegation of subdomains.®

¢ Resolvers are the clients that access nameservers, and handle queries and responses.
2.2 Registry

A registry is an organization responsible for maintaining the zone files of a top-level domain
(TLD). “Under the current structure of the Internet, a given top-level domain can have no more
than one registry.”

“These registries have typically served two main domain functions: as the registry for a gTLD or
as a registry for a ccTLD. In some instances, one entity will operate multiple TLD's, both of the
gTLD and ccTLD type. A gTLD or ccTLD domain registry operator may be a governmental
entity, non-governmental, non-commercial entity, or a commercial entity.”

2.3 Registrar

A registrar acts as an interface between registrants and registries, providing registration and
other value-added services. The registration process occurs when a customer provides contact
and perhaps billing information to a registrar (or in some cases, a registry) in exchange for
delegation of a domain name.®

2.4 Related Documents

RFCs. “The Requests for Comment (RFC) documents form a series of notes started in 1969 by
the research community that designed and built the ARPAnet. The RFCs series forms an
archive of technical proposals, standards, and ideas about packet-switched networks.”” RFCs
are maintained by the Internet Engineering Task Force (IETF) and published at http://www.rfc-

editor.org/.

RFC 1033, Domain Administrators Operations Guide, provides guidelines for domain
administrators in operating a domain server and maintaining their portion of the hierarchical
database (ftp://ftp.rfc-editor.org/in-notes/rfc1033.txt).

RFC 1034, Domain Names - Concepts and Facilities, provides extensive background
information on the DNS. The DNS has three major components: resource records, name
servers and resolvers (ftp://ftp.rfc-editor.org/in-notes/pdfrfc/rfc1034.txt.pdf).

%|d., page 16, 55-61.

%|d., page 26.

*1d., page 41.

®RFC 3707, 2.1.1, ftp://ftp.rfc-editor.org/in-notes/rfc3707.txt.
®1d., page 41.

" http://www.rfc-editor.org/rfc-online.html.




RFC 1035, Domain Implementation and Specification, is cited above.

RFC 1101, DNS Encoding of Network Names and Other Types, describes a method for
mapping between network names and addresses (ftp:/ftp.rfc-editor.org/in-notes/rfc1101.txt. pdf).

RFC 1591, Domain Name System Structure and Delegation, provides information on the
structure of names in TLDs and the administration of domains (ftp://ftp.rfc-editor.org/in-
notes/pdfrfc/rfc1591.txt.pdf). This RFC is particularly useful in describing the role of the
designated manager of a TLD:

“A new top-level domain is usually created and its management delegated to a
‘designated manager’ all at once...The major concern in selecting a designated manager
for a domain is that it be able to carry out the necessary responsibilities, and have the
ability to do a equitable, just, honest, and competent job” (see RFC 1591, page 3).

RFC 1591 identified several principles for a designated manager of a TLD and identified critical
functions of a registry:

e There should be a designated manager for a TLD. “The manager must, of course, be
on the Internet. There must be Internet Protocol (IP) connectivity to the nameservers
and email connectivity to the management and staff of the manager.”

¢ “The designated authorities are trustees for the delegated domain, and have a duty to
serve the community.”

¢ “The actual management of the assigning of domain names, delegating subdomains
and operating nameservers must be done with technical competence...and operating
the database with accuracy, robustness and resilience.”

RFC 2181, Clarifications to the DNS Specification, provides an update to the DNS specification
(ftp://ftp.rfc-editor.org/in-notes/rfc2181.txt).

RFC 2182, Selection and Operation of Secondary DNS Servers, is a best current practice for
the selecting and operating secondary DNS Servers (ftp://ftp.rfc-editor.org/in-notes/rfc2182.txt)

RFC 3467, Role of the Domain Name System, provides useful information on the original
function and purpose of the domain name system (ftp://ftp.rfc-editor.org/in-notes/rfc3467.txt).

RFC 3707, Cross Registry Internet Service Protocol (CRISP) Requirements, (ftp://ftp.rfc-
editor.org/in-notes/rfc3707.txt).

BCP 126, Operation of Anycast Services, specifies the best current practices for using Anycast
to add redundancy to DNS servers (ftp://ftp.rfc-editor.org/in-notes/bcp/bcpl26.txt).

Internet draft on ccTLD Best Current Practices
(http://ws.edu.isoc.org/workshops/2006/PacNOG2/trackl/day3/draft-wenzel-cctld-bcp-02.txt).

8 RFC 1591, J.Postel, page 4 (March 1994), ftp:/ftp.rfc-editor.org/in-notes/pdfrfc/rfc1591.txt. pdf.
°|d., page 6.




This is a draft document on best current practices within the ccTLD community. As an Internet-
draft, this document is not a standard and is considered a work-in-progress.

Proposed Rule on the technical management of Internet Names and Addresses (20 February
1998), the US Department of Commerce, National Telecommunication and Information
Administration (NTIA) (http://www.ntia.doc.gov/ntiahome/domainname/022098fedreg.htm). The
document defined registry requirements as:

1. An independently-tested, functioning Database and Communications System that:

a) Allows multiple competing registrars to have secure access (with encryption and
authentication) to the database on an equal (first-come, first-served) basis

b) Is both robust (24 hours per day, 365 days per year) and scalable (i.e., capable of
handling high volumes of entries and inquiries).

c) Has multiple high-throughput (i.e., at least T1) connections to the Internet via at
least two separate Internet Service Providers.

d) Includes a daily data backup and archiving system.

e) Incorporates a record management system that maintains copies of all
transactions, correspondence, and communications with registrars for at least the
length of a registration contract.

f) Features a searchable, on-line database meeting the requirements of Appendix 2.

g) Provides free access to the software and customer interface that a registrar would
need to register new second-level domain names.

h) An adequate number (perhaps two or three) of globally-positioned zone-file servers
connected to the Internet for each TLD.

2. Independently-reviewed Management Policies, Procedures, and Personnel including:

a) Alternate (i.e., non-litigation) dispute resolution providing a timely and inexpensive
forum for trademark-related complaints. (These procedures should be consistent
with applicable national laws and compatible with any available judicial or
administrative remedies.)

b) A plan to ensure that the registry's obligations to its customers will be fulfilled in the
event that the registry goes out of business. This plan must indicate how the
registry would ensure that domain name holders will continue to have use of their
domain name and that operation of the Internet will not be adversely affected.

c) Procedures for assuring and maintaining the expertise and experience of technical
staff.

d) Commonly-accepted procedures for information systems security to prevent
malicious hackers and others from disrupting operations of the registry.



3. Independently inspected Physical Sites that feature:
a. A backup power system including a multi-day power source.

b. A high level of security due to twenty-four-hour guards and appropriate physical
safeguards against intruders.

c. Aremotely-located, fully redundant and staffed twin facility with ““hot switchover"
capability in the event of a main facility failure caused by either a natural disaster
(e.g., earthquake or tornado) or an accidental (fire, burst pipe) or deliberate
(arson, bomb) man-made event. (This might be provided at, or jointly supported
with, another registry, which would encourage compatibility of hardware and
commonality of interfaces.)

There have been significant improvements in technology, operations and internationalization
since the NTIA rule was published nearly 10 years ago. A proposed revision to the rule if
required in order to stay current with best current practices may be undertaken in a separate
effort.

3 Current Functional and Performance Specifications

All gTLD registry agreements have minimum ICANN-required performance and functional
specifications for registry services.'® These specifications are typically defined in the

10 AERO: http://www.icann.org/tlds/agreements/sponsored/sponsorship-agmt-att7-13oct01.htm
and http://www.icann.org/tlds/agreements/sponsored/sponsorship-agmt-att6-08sep01.htm
ASIA: http://www.icann.org/tlds/agreements/asia/appendix-7-06dec06.htm

.BIZ: http://www.icann.org/tlds/agreements/biz/appendix-07-29jun07.htm and SLA at
http://www.icann.org/tlds/agreements/biz/appendix-10-08dec06.htm

.CAT: http://www.icann.org/tlds/agreements/cat/cat-appendix7-22mar06.htm

.COM: http://www.icann.org/tlds/agreements/verisign/appendix-07-01mar06.htm and SLA at
http://www.icann.org/tlds/agreements/verisign/appendix-10-01mar06.htm

.COOP: http://www.icann.org/tlds/agreements/coop/appendix-7-01jul07.htm

INFO: http://www.icann.org/tlds/agreements/info/appendix-07-08dec06.htm and SLA at
http://www.icann.org/tlds/agreements/info/appendix-10-08dec06.htm

.JOBS: http://www.icann.org/tlds/agreements/jobs/appendix-7-05may05.htm

.MOBI: http://www.icann.org/tlds/agreements/mobi/mobi-appendix7-23nov05.htm
.MUSEUM: http://www.icann.org/tlds/agreements/sponsored/sponsorship-agmt-att6-
08sep01.htm and http://www.icann.org/tlds/agreements/sponsored/sponsorship-agmt-att7-
130ct01.htm

.NAME: See Appendix 7

.NET: http://www.icann.org/tlds/agreements/net/appendix7.html and SLA at
http://www.icann.org/tlds/agreements/net/appendix10.html

.ORG: http://www.icann.org/tlds/agreements/org/appendix-07-08dec06.htm and SLA at
http://www.icann.org/tlds/agreements/org/appendix-10-08dec06.htm

.PRO: http://www.icann.org/tlds/agreements/pro/reqgistry-agmt-appc-30sep04.htm and
http://www.icann.org/tlds/agreements/pro/reqistry-agmt-appd-02mar02.htm, SLA at
http://www.icann.org/tlds/agreements/pro/registry-agmt-appe-29dec01.htm

.TEL: http://www.icann.org/tlds/agreements/tel/appendix-7-07apr06.htm

.TRAVEL: http://www.icann.org/tlds/agreements/travel/travel-appendix-7-12apr06.htm




performance and functional specification appendices, and cover the use of Extensible
Provisioning Protocol (EPP), supported initial and renewal periods, grace periods, nameserver
requirements and WHOIS.

4 Critical Functions of a Registry

. Maintenance of nameservers and DNS

. SRS

. WHOIS

. Registrar Billing and Accounting Information

. Data security and data escrow

. IDN Tables (for those registries offering IDNS)
. DNSSEC keys

NoO b~ WNE

ICANN’s 1 June 2007 document, Building Towards a Comprehensive Registry Failover Plan
(http://www.icann.org/reqistries/reports/reqgistry-failover-01jun07.htm) identified seven critical
functions of a registry. The following functions are described in detail with recommendations on
best practices for registry failover.

Registries must have their own contingency plans, including the designation of a backup registry
operations provider if necessary, to maintain the critical functions of a registry for a period of
time:
e To provide recovery and escrow of domain name registration information and registrant
account information, so that
o Areplacement operator or sponsor can be found and a transfer effected, or
o Absent the designation of a replacement, provide a notice period to registrants that the
registry is closing.

Registries should provide contingency plans to ICANN on a confidential basis for review and
consultation. Contingency plans must be tested on a periodic basis.

Registries shall have a designated contact person who is authorized to act on behalf of the
registry, and who can serve as a point of contact with ICANN on critical registry functions.

The monthly report format should be updated to include diversity and contingency progress and
status metrics.

Registries should set aside necessary financial resources, such as a bond, to provide temporary
funding of registry functions until a successor registry can be named.

4.1 Maintenance of nameservers and DNS for domains

The maintenance of nameservers and DNS for domains is probably the most critical function of
a registry. The DNS enables domain hames that are registered to resolve on the Internet.

A TLD zone file contains Start of Authority (SOA) records, Nameserver (NS) records for each
name server of each domain (such as NS.ICANN.ORG), Time to Live (TTL) records (the
amount of time DNS resource records are to be cached), and Address (A and AAAA) records




(IP addresses) for the nameservers. These records must be maintained by a registry operator
according to recognized best practices.

"The DNS was designed to identify network resources ... with the flexibility to accommodate new
data types and structures." RFC 3467 (ftp:/ftp.rfc-editor.org/in-notes/pdfrfc/rfc3467.txt.pdf).

ICANN's Security and Stability Advisory Committee released a DNS Infrastructure
recommendation on 1 November 2003 (see http://www.icann.org/committees/security/dns-
recommendation-01nov03.htm) to address stability of DNS infrastructure. The paper provides
two recommendations on the delegation of zones in the DNS:

1. 1. Zone administrators should adopt a policy that ensures that referral information for
their sub-zones is updated upon request and in a timely fashion.

2. 2. Zone administrators should adopt a policy that requires multiple independent servers
for their zone when it delegates sub-zones to more than one responsible party.

At a minimum, registries shall implement geographic diversity of DNS services. Geographic
diversity serves two purposes: 1) increases the security and stability of a TLD, 2) locates name
servers closer to local communities, helping users resolve domain names more quickly.** As an
example, Packet Clearing House (see www.pch.net) provides secondary DNS service to
registries (both ccTLDs and gTLDs), allowing registries to distribute their DNS services across
multiple regions and exchange points.

If costs permit, registries should consider implementation of Anycast services (see, BCP 126,
ftp://ftp.rfc-editor.org/in-notes/bcp/bepl26.txt) to increase the availability and improve response
times for queries of records in their TLD zones. Anycast is a service that increases the
redundancy of DNS servers through multiple, discrete, autonomous locations. If a registry can
afford multiple locations, the incremental cost of implementing Anycast is not onerous. A recent
article in the Internet Protocol Journal (Vol 10, No. 1), provides useful information on the issues
of geographic diversity of DNS infrastructure distribution (see
http://cisco.com/web/about/ac123/acl47/archived issues/ipj 10-1/101 dns-infrastructure.html).

While specifically for root server operators, BCP 40, RFC 2870, (ftp://ftp.rfc-editor.org/in-
notes/rfc2870.txt), provides best current practices on Root Name Server Operational
Requirements. This document may be useful for registry operators in the operation of DNS
servers and TLD zone files.

Many gTLD registry agreements define “Core Internet Service Failure" as an extraordinary and
identifiable event beyond the control of Registry Operator affecting the Internet services. Such
events include but are not limited to congestion collapse, partitioning, power grid failures, and
routing failures.

The Registry Operator will use commercially reasonable efforts to restore the critical systems of
the Core Services within 24 hours after the termination of a force majeure event and restore full
system functionality within 48 hours after the termination of a force majeure event. Outages due
to a force majeure will not be considered Service Unavailability.

1 veriSign DNS Management Best Practices data sheet, http://www.verisign.com/static/002104.pdf.




A force majeure event is defined as any loss or damage resulting from any cause beyond [a
registry operator’s] reasonable control including, but not limited to, insurrection or civil disorder,
war or military operations, national or local emergency, acts or omissions of government or
other competent authority, compliance with any statutory obligation or executive order, industrial
disputes of any kind (whether or not involving either party's employees), fire, lightning,
explosion, flood subsidence, weather of exceptional severity, and acts or omissions of persons
for whom neither party is responsible. Upon occurrence of a Force Majeure Event and to the
extent such occurrence interferes with either party's performance of this Agreement, such party
shall be excused from performance of its obligations (other than payment obligations) during the
first six months of such interference, provided that such party uses its best efforts to avoid or
remove such causes of nonperformance as soon as possible.

ICANN recommends an update to the functional and performance specifications in gTLD
registry agreements to be current with accepted standards.

4.2 Shared Registration System

The Shared Registration System (SRS) is the software (clients and servers) provided by a
registry to facilitate the registration of domain names, updates to nameservers, contact
information and overall management of a registry. The SRS is used by registrars to connect to
the registry, and "its purpose is to create an environment conducive to the development of
robust competition among domain name registrars."*

The SRS refers to the ability of Registrars to add, modify, and delete information associated
with domain names, nameserver, contacts, and Registrar profile information. This service is
provided by systems and software maintained in coactive redundant data centers. The service
is available to approved Registrars via an Internet connection, and may include a web-based
interface for registrars.

4.3 WHOIS Service

Whois service consists of Port 43 Whois protocol interface and a web-based user interface to all
publicly accessible domain name registration records. The Whois service contains registrant,
administrative, billing and technical contact information provided by registrars for domain name
registrations. A registry may operate as either a "thick” or "thin" registry. A "thick"” registry is one
that displays in Whois authoritative information for a domain hame received from a registrar. A
"thin" registry will only display the information showing the registrar of record, creation date, and
nameservers.

With the 'thin' model, only the operational data about each domain is stored in the central
registry database while contact data and billing information is maintained by the registrar
sponsoring the domain name. The registry only knows the mapping from a domain name to a
registrar, and the associated name servers. Whois services operated by the registry publish that
mapping; the registrant's identity is then published by the registrar.

12 Melbourne IT Help Centre, definition of SRS,
http://www.melbourneit.com.au/help/index.php?questionid=53.




In a "thick" registry model, registrant data is retained by the registry in its centralized database.
This is useful in the event of registrar failure as the registry would have a copy of relevant
registrant data in its "thick" Whois service.

4.4 Registrar Billing and Accounting Information

Reqgistrar billing and accounting information is maintained by a registry for the registration of
domain names, provisioning of services, refunds for necessary grace period deletions, transfers.
Billing information includes accounts for each registrar accredited to operate with the registry,
account balance information, present book entries, billing events associated with particular
domains, registrar wire information or letters of credit. Registries only have the billing data in
regard to their registrars and registrar accounts, and do not have any private customer billing
data.

4.5 Data Security and Data Escrow

ICANN requires gTLD registries under contract with ICANN to escrow registry data. Registry
data escrow helps to ensure continuity of service for registrants in the event of a registry failure.
For the purposes of this report, registry data escrow is included with other measures employed
by the registry to provide security and stability for the TLD. For more information on ICANN's
gTLD registry data escrow requirements, see
http://www.icann.org/announcements/announcement-05marQ7.htm.

A registry should implement measures to mitigate "the unauthorized disclosure, alteration,
insertion or destruction of Registry Data", that is not compliant with applicable relevant
standards published by the IETF, or that "creates a condition that adversely affects the
throughput, response time, consistency or coherence of responses to Internet servers or end
systems, operating in accordance with applicable relevant standards."*®

In response to the registry data escrow report and the draft Registrar Data Escrow
specifications™ published on 17 May 2007, SSAC, data escrow providers and gTLD registries
suggested improvements to the escrow requirements and recommended best practices such
as:

e Escrow of all information that would be required to recreate the registration and restore
service to registrants
o Escrow of all data fields specified in EPP 1.0 (Extensible Provisioning Protocol,
see RFC 4930)"
o Escrow of status of the name registration
o Escrow of Any registration "features" (locks, domain proxy, etc.)
o Escrow of transactional data
Use of a standard, non-proprietary electronic file format, such as XML
Stored data encryption and data transmission encrypted
Data signing
Digitally signed deposits
Verification of incoming data deposits

'3 From the definitions of security and stability, .ORG Registry Agreement, Section 3.1(d)(iv)(G),
http://www.icann.org/tlds/agreements/org/registry-agmt-08dec06.htm#3.1.d.iv.

% http://www.icann.org/announcements/rfp-registrar-data-escrow-svs-17may07.pdf.

15 RFC 4930, ftp://itp.rfc-editor.org/in-notes/rfc4930.txt.




o Escrow agent certification and annual certification test

e Arequirement in the data escrow agreement that escrow agent notify the registry (and
registry services provider, if applicable) if an escrow deposit is not received

o Data placed in escrow should be tested to ensure that the data can be used to restore
registry operations

e Use of an ISP carrier grade data center environment

¢ Use of a 48 hour service level agreement on data processing and digital signature
checks

e ICANN specifying the XML format for all Registries & Escrow Agents

¢ Verification of incoming data including both digital signature checks AND verification of
XML data deposits against ICANN's XML schema

o Escrow agent certification to confirm that escrow agent can perform all contractually

required duties

Support of an ICANN specified format for release of Registry data

Annual certification test to demonstrate capabilities and compliance with SLA's

Escrow agent prevented from outsourcing on work related to Registry Data Escrow

Collection of Zone File information through Zone File Access Agreement

Use of all data fields currently described in EPP 1.0

These suggested improvements should be discussed in greater detail. ICANN staff is currently
reviewing the registry data escrow provisions to be included in the base contract for new gTLDs,
and may recommend changes to be incorporated into an updated Registry Data Escrow
Specification and updated Registry Data Escrow Agreement.

ICANN recommendations on release of data from escrow include the following:
o Release of escrow should only occur when the registry data is no longer publicly
available
Registry change of ownership
Notification of bankruptcy
Sustained inability to meet service or agreement obligations
Integrity checking and validation
Technical failure
Court determination that the registry is in breach of contract
By agreement of registry and ICANN

ICANN will, in consultation with gTLD registries and the community, define the requirements for
accessing data in escrow and the data elements necessary for a successor operator to provide
registry services.

4.6 IDN Tables

ICANN has made a commitment to Internationalized Domain Names (IDNs). ICANN's
Affirmation of Responsibilities™® states that "ICANN shall maintain and build on processes to
ensure that competition, consumer interests, and Internet DNS stability and security issues are

16 Affirmation of Responsibilities, http://www.icann.org/announcements/responsibilities-affirmation-
28sep06.htm (approved by the ICANN Board on 25 September 2006 and incorporated as Annex A in the
Joint Project Agreement between the U.S. Department of Commerce and ICANN,
http://www.icann.org/general/JPA-29sep06.pdf).
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identified and considered in TLD management decisions, including the consideration and
implementation of new TLDs and the introduction of IDNs."

For registries that allow for the registration of IDNSs, it is important that these registries also
ensure that the IDN tables and languages supported are also protected as a registry resource.
gTLD registries that observe the IDN guidelines will make definitions of what constitutes an IDN
registration and the associated registration rules available to the IANA Repository for IDN
Tables (http://www.iana.org/assignments/idn/index.html). In the event that a registry is
transitioned to another operator, this will assist the caretaker or acquiring operator with the
maintenance of the existing registrations and the operation of the registry going forward.

The protection of IDN tables must be a priority for registries that accommodate IDNs, and the
tables as well as any other IDN-related data and registry processes must be considered in
defining registry failover.

4.7 DNSSEC keys

The DNS Security Extensions (DNSSEC) enable DNS administrators and registry operators to
digitally sign their zone data using public-key cryptography. This provides a layer of security to
the zone and is designed to provide "origin authentication of DNS data, data integrity and
authenticated denial of existence.""’

For registry operators that adopt DNSSEC and sign their zones, it is expected that those
registries will follow the DNSSEC Operational Practices to secure the zone keys for their TLD.
RFC 4641 is the most current draft of the DNSSEC Operational Practices (see ftp://ftp.rfc-
editor.org/in-notes/pdfrfc/rfc4641.txt.pdf). This is an area for further work and study.

5 Transition Elements
5.1 Current Registry Agreements

ICANN'’s current registry agreements provide mechanisms for transition of a TLD from one
operator to another in the event of termination of the registry agreement. A number of registry
agreements enable TLD transition in the event of 1) termination of the registry agreement by
ICANN, 2) bankruptcy, 3) transition of registry upon termination of agreement, 4) breach of the
agreement, or 5) failure to perform in good faith. This provision is reflected in all of the new
gTLD agreements signed since 2005.

The provisions on termination do not specify how ICANN would transition a registry in the event
that termination is invoked. ICANN, in consultation with the registries constituency and
community, may recommend improvements to gTLD registry agreements to better address
transition situations. These recommendations may take the form of an emergency situations
policy, and will follow formal consideration of the ICANN gTLD registry failover plan by the
ICANN Board of Directors.

5.2 Voluntary Transition

" Explanation from DNSSEC.net; further information on DNSSEC is available in RFCs 4033, 4034, 4035,
4310, 4398, 4471 and 4641.

11



As part of the draft ICANN gTLD Registry Failover Plan, ICANN will follow a voluntary transition
plan in consultation with the affected registry or sponsor. If a decision is made to voluntarily
transition a TLD to a new operator, ICANN and the registry or sponsor shall provide notice to
the community of the timeline for transition.

If the registry or sponsor has made a decision to voluntarily transition the TLD, ICANN and the
registry or sponsor will agree to work cooperatively to facilitate and implement the transition of
the registry for the TLD in a reasonable timeframe (30-90 days), with notice to the community.

As part of the new gTLD process, applicants should submit a TLD transition plan which
identifies the critical functions of the registry and describes how each of those functions would
be transitioned to a new operator in the event of registry failure. This plan must include the
designation of a back-up or temporary provider, or description of mirror site and contingency
plan.

The applicant may designate this section of the gTLD agreement or application as confidential.
The transition plan is to be retained by the registry as part of the registry's overall failover plan.
The transition plan requirement follows the recommendations in the GAC Principles on New
gTLDs related to registry failover and continuity practices for new gTLDs.

A clearly documented transition process shall provide

a. instructions and notices to registrars,

b. requirements for data accuracy measures, and

c. a contingency plan for registrars that do not become accredited in the successor
registry.

ICANN will prepare a Request for Proposals (RFP) for a successor registry operator or sponsor.
ICANN will schedule a Board meeting to discuss the transition and intent to seek a successor
registry. For sTLDs, ICANN will seek input from the sponsored community on a successor.
Applicants must meet certain successor criteria. ICANN will make an effort to post the RFP for
at least 21 days, unless there is an urgent need for a shorter period of time.

ICANN will coordinate with the registry or backend provider to ensure smooth transition of the
TLD(s) to the successor registry.

5.3 Non-voluntary Transition

In the event that a registry or sponsor cannot continue operations and does not agree with
ICANN on voluntary reassignment, ICANN will make a legal determination whether to proceed
with the non-voluntary termination process. This process will be managed by ICANN’s Office of
General Counsel. If the decision is made to proceed with the non-voluntary transition process,
ICANN will invoke the breach process based on the terms of the registry agreement and provide
notice to the registry or sponsor. The community will be informed of a decision to invoke the
breach process.

Under the terms of the gTLD registry agreement, ICANN must provide notice and opportunity to

cure or initiate arbitration within thirty calendar days after ICANN gives registry or sponsor
written notice of breach.

12



In the event of a non-voluntary transition, ICANN may invoke the registry data escrow
agreement and contact the third party escrow provider for a copy of all escrowed data related to
the registry.

5.4 Transition Elements
Transition of a TLD from one registry operator to another should involve the following elements:

5.4.1 Technical transition — data transfer from former registry operator to new operator
5.4.2 Testing by new operator

5.4.3 Parallel nameserver operation

5.4.4 IANA nameserver delegation process

5.4.5 Registrar transition time and testing

5.4.6 Timed cutover from former registry operator to new operator

5.4.7 Data contingency plan during transition

5.4.8 Data migration plan

5.4.9 Notification to the community

In the event of transition, Registry Operator will work in conjunction with ICANN, the registrars
constituency and the Internet community at large to maximize the notification process by using a
multitude of mechanisms including: the Registry Operator website, a transition website, email
announcements; registrar communiqués; press releases, and other methods.
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1.4.1 Registry Services Evaluation Process
http://www.icann.org/registries/rsep/
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Registry Services Evaluation Process
L3 What is RSS?

Welcome to the Registry Services Evaluation Process information area.

The Registry Services Evaluation Process was developed through ICANN's consensus policy development
process. The policy recommendations contained in the Final Report to the GNSO (posted 10 July 2005) were
accepted by the GNSO Council, and adopted by the ICANN Board on 8 November 2005. All gTLD registry
operators are required to follow this policy when submitting a request for new registry services.

This area is designed to document the process of the evaluation of new registry services as well as allow for
discussion of issues related to proposed new registry services by the ICANN community.

An RSS feed is available on this page so that the community can stay current with proposed new registry
services. If you would like to subscribe to the RSS feed for this page, click the RSS icon. ICANN also offers an
open public comment forum on the process. Please send comments you have about this policy
implementation or any service posted here to registryservice@icann.org. Comments may be viewed at
http://forum.icann.org/lists/registryservice.

Submitted Applications for New Registry Services

As part of ICANN's efforts to be open and transparent with the ICANN community, this page is intended to
provide the community with information on requests for new registry services that have been submitted to
ICANN.

Proposal Registry Name gTLD Name of Service Status Documents
#

2007005 DotCooperation .COOP Domain Name Approved

LLC Exception — e DotCoop Proposal

go.coop [PDF, 24K]

e NCGA letter [PDF,
61K]

o Letter to DotCoop
[PDF, 16K]

2007004 Telnic Ltd .TEL UK/EU Data Approved

Protection e 25 April 2007

legislation impact Telnic Letter [PDF,

on ICANN 1,067K]

contract e Telnic Whois
Proposal [PDF,
137K]

e 11 May Letter to
Telnic [PDF, 245K]

e 11 May 2007
Comment Period

e 7 June 2007
Announcement

e Comparison
Document [PDF,
13K]

e 28 June 2007
Telnic Response
[PDF, 56K]
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e 19 October 2007
Announcement

e 19 October 2007
Comment Forum

e Revised Appendix
S, part VI [PDF,
77K]

e 20 Nov 2007
Revised Appendix
S, part VI [PDF,
71K]

e Preliminary Report
of the Board 18
December 2007

2007003 VeriSign, Inc. .COM & DNS Update Approved

.NET Service e 22 Mar Notice of
New Service [PDF,
252K]

e 11 Apr Letter to
VeriSign [PDF,
237K]

e ICANN Memo on

DNS Update
Service [PDF, 29K]

2007002 EmployMedia .JOBS Release of Initially | Approved
LLC Reserved e .JOBS Proposal
Two-Character e 28 Mar Letter to
Domain Names .JOBS [PDF, 292K]

2007001 Fundacié .CAT Domain name Approved

puntCAT exceptions e puntCAT Proposal

(release of e 22 Sept 2006 _email

UB.cat, UV.cat, from .CAT

UA.cat) e UB Domain Report

e 7 Mar Letter to
.CAT

2006004 Global Name .NAME Limited Release Approved

Registry, LTD of Initially

Reserved e GNR Proposal

Two-Character e DENIC Letter to

Names ICANN

e ICANN Letter to
GNR

e GNR Letter to
ICANN

e |CANN Letter to
RSTEP

e Public Comment

e RSTEP Report

e 6 December 2006
Announcement

e Public Comment
Forum
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Board Resolution

2006003 Public Interest .ORG Excess Deletions Approved

Registry Fee

e PIR Request

e ICANN Letter to
PIR

e PIR Reply

e |etter from Paul
Riedl to ICANN

e Letter from Edward
Viltz to Vint Cerf

e Board Resolution

e 22 Feb 2007
Announcement on
Amendment

e Proposed
Amended

Appendices

e Correspondence
from PIR 1 March
2007

2006002 NeulLevel, Inc. .BIZ Bulk Transfer of Approved

Partial Portfolio

e NeulLevel Request

e |CANN Letter to
Neulevel

e Board Resolution

e 8 June 2007
Announcement

2006001 Tralliance .TRAVEL search.travel Not

Corporation Approved

e Tralliance Request

e |CANN Letter to
SSAC

e SSAC Reply

e |CANN Letter to
Tralliance

e Tralliance Letter to
ICANN

e ICANN Letter to

RSTEP

Public Comment

RSTEP Report

Public Comment

Board Resolution

Letter to ICANN

Board

e |CANN Comment
Regarding Process
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1.4.2 Registry Services Workflow
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1.5.1 November 2007 Announcement on
Implementation of Registrar Data Escrow
program
http://www.icann.org/announcements/annou
ncement-2-09nov07.htm
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Implementation of Registrar Data Escrow Program
9 November 2007

ICANN has concluded negotiations and entered into an agreement with Iron Mountain Intellectual Property
Management, Inc. to provide escrow services under ICANN's Registrar Data Escrow (RDE) program. ICANN
selected Iron Mountain through a competitive Request for Proposals process concluded earlier this year.

Under the data escrow provision of the Registrar Accreditation Agreement (RAA), all ICANN-accredited
registrars must regularly deposit a backup copy of their gTLD registration data with ICANN through ICANN's
arrangement with Iron Mountain or they may elect to use a Third Party Provider of RDE services that has
been approved by ICANN. The data held in escrow may be released to ICANN upon termination of a
registrar's accreditation agreement or expiration of the accreditation agreement without renewal to facilitate
transfer of registrations from the failed registrar to another registrar. ICANN plans to have all accredited
registrars enrolled in the RDE program within the next six months.

"The vast majority of ICANN-accredited registrars offer high levels of service and integrity," said Dr. Paul
Twomey, ICANN's President and CEO. "But as we have seen, there is the risk that a poorly performing
registrar can hurt registrants significantly. ICANN's Registrar Data Escrow program provides an important
additional layer of protection for registrants."

ICANN and Iron Mountain will begin enrolling registrars in the RDE program immediately. Registrars who elect
to use Iron Mountain's escrow service will be required to enter into a_standardized agreement with ICANN and
Iron Mountain [PDF, 49K]. Escrow agents who wish to apply for approval as a Third Party Provider (TPP)
should review ICANN's TPP Approval Criteria [PDF, 21K] and TPP_Approval Process Diagram [PDF, 121K],
and submit a completed TPP Application [PDF, 21K, MS Word, 61K] to ICANN. All registrars and escrow
agents must comply with ICANN's RDE Specifications [PDF, 33K].
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Domains
Numbers
Protocols
About IANA
IETF Processing Report
November 2007
Due to the nature of resource request reviews, ICANN/IANA and the IETF community are jointly responsible for cooperatively
managing the resource request process. ICANN/IANA has control over the functions it performs directly, e.g ., receiving
requests, making sure they are syntactically and semantically sensible, forwarding the requests to Designat ed Experts
where appropriate, creating and modifying the registries, etc. The IETF community has direct or indirect cont rol over
functions performed by third parties, including IESG Designated Experts, the IESG, the IAB, the RFC Editor, and the
requester. As such, the processing of requests has a “gross processing time” calendar days goal established for eac h
function and a “net processing time” calendar days goal to reflect time expended directly by ICANN/IANA.

The statistics below are offered to measure IANA's fulfillment of the goals established in the ICANN / IANA - IETF MoU
Supplemental Agreement. Further details on these goals and statistics can be found by reviewing the agreement.
View PDF Report
Table of Contents
Internet Drafts (Approval)

Internet Drafts (Update Reference)

Internet Drafts (Last Call)

Internet Drafts (Evaluation)

MIME Media Types
Port Assignments
Port Modifications
TRIP Registry
Multicast Assignments
All other Protocol Parameters
Internet Drafts (Approval)
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SSAC Reports and Advisories

[SACO023]: Is the WHOIS Service a Source for email Addresses for Spammers? (23 October 2007) [PDF]
[SAC022]: Domain Name Front Running (20 October 2007) [PDF]
[SAC021]: Survey of IPv6 Support Among Commercial Firewalls (5 October 2007) [PDF]

[SAC020]: SSAC Response to IDN Program Director regarding ICANN's proposal for IDN deployment at the
root level of the DNS (23 July 2007) [PDF]

[SACO019]: SSAC Response to Comment Sought on DNS Root Zone Glue Policy (16 March 2007) [PDF]

[SAC018]: Accommodating IP Version 6 Address Resource Records for the Root of the Domain Name
System (23 March 2007) [PDF]

[SAC017]: Testing Recursive Name Servers for IPv6 and EDNSO Support (12 February 2007) [HTML]
[SACO016]: Testing Firewalls for IPv6 and EDNSO Support (30 January 2007) [HTML]

[SACO015]: Why Top Level Domains Should Not Use Wildcard Resource Records (10 November 2006)
[HTML]

[SACO014]: Information Gathering Using Domain Name Registration Records (28 September 2006) [PDF]

[SAC013]: SSAC Response to ICANN Letter re: Tralliance Proposed New Registry Service (6 September
2006) [HTML]

[SAC012]: SSAC Comments to the ICANN Board of Directors on Proposed Global Policy for Allocation of
IPv6 Address Space (14 July 2006) [PDF]

[SAC011]: Problems caused by the non-renewal of a domain name associated with a DNS Name Server (7
July 2006) [PDF]

[SAC010]: Renewal Considerations for Domain Name Registrants (29 June 2006) [PDF]

[SACO009]: Alternative TLD Name Systems and Roots: Conflict, Control and Consequences (31 March
2006) [PDF]

[SACO008]: DNS Distributed Denial of Service (DDoS) Attacks (31 March 2006) [PDF]
[SAC007]: Domain Name Hijacking Report (12 July 2005) [PDF]

[SACO006]: Redirection in the COM and NET Domains (9 July 2004) [PDF]
[SACO005]: DNS Infrastructure Recommendation (1 November 2003) [HTML] [PDF]
[Comments]: Selection of New Sponsored TLDs [HTML]

[SACO004]: Securing The Edge (17 October 2002) [PDF] [HTML]

[SACO003]: WHOIS Recommendation (1 December 2002) [PDF] [HTML]

[SAC002]: ICANN DNS Security Update (4 January 2002) [HTML]

[SACO001]: DNS Security Reading List (November 2001) [HTML]
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v Commi Objectives

Approximate the extent to which personal
contact information can be extracted from
Domain Name Registration Records
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@SSAG What is

Personal Contact Information?

* For this study, personal contact information is
Sufficient attributes to feel confident that

— The reqistrant is an individual, or an individual
operating a home business, not a "business”

— It is possible, using the information collected,
to speak with or visit the individual at his or
her residence, e.g., make personal contact

09/28/06 3
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* Apply information gathering techniques used by
computer network attackers

1. Begin with a set of potential targets
* ~5000 registration records filtered from over 2 million
* Filter (search argument) was "Philadelphia PA"

2. Use publicly accessible resources to collect bits and threads
of data from registrant and administrative contact information

3. Piece data together until there is high confidence that a
given registration record contains personal contact information

* Similar methods and resources are used by law
enforcement agencies

09/28/06 4



Resources used

* Domain name registration records acquired in bulk
the using Whois protocol

* Real estate database (trulia.com)

* Internet telephone directory (whitepages.com)

* Search engines (Google, Yahoo!)

* Aerial photographs (GoogleEarth)

* E-maps (Map Quest)

* Companies and Industries directory (hoovers.com)
* Personal familiarity with geographic region

* Web site hosted at registered domain name

09/28/06 5



@ §§ecuﬂtvapstability

Classifying results

* Personal contact

— Individual: the registrant name is an individual's name and other fields
contain personal contact information

— Home-operated business: the registrant name is not personal name but
other fields

 Business contact

— The registrant name identifies a company and other
fields indicate this is a business with many employees

* Domain name business
— Secondary market, tasting, monetization
* Domain name proxy agent
— Registrant fields contain service provider information
* Inconclusive data
— Study of registrant data fail to provide convincing number of matches

09/28/06 6



@SSAG Classifying a record as

"containing a personal contact”

Registrant Name is a Registrant phone #
Personal Name is a cell phone
(first, surname) / (reverse phone# search)

Registrant Phone# is

a residential listing Registrant address
(reverse phone# search) / T el @ ealEres
(aerial photograph)
Registrant's neighbors
ey SN
‘\ is known to be residential
%

Registrant Address (familiarity with region)

contains an

apartment number / .\ Registrant's web site

Real estate listings reveals additional
near registrant address personal information

are residential L : :
The more criteria that are matched, the higher the confidence

09/28/06 that the registrant information identifies an individual 7



@SSAG Classifying a record as

Advisory Committee

"containing a (domain) business contact”

Registrant Name is a Registrant phone #
Public Corporation or is 2 toll-free number
fictitious name (dba) / (reverse phone# search)

Registrant Phone# is

a business listing Regis_trant addrfess
(reverse phone# search) "looks like" a business
(aerial photograph)

Registrant's neighbors

are businesses @y Registrant’s neighborhood

(search neighbors in WP) IS known to be business

Registrant Address (familiarity with region)

contains an '\ Registrant's web site

suite number suggests that business
Real estate listings is operated from home office

near registrant address

. Web site identifies registrant
are businesses

as domain name business,
09/28/06 ISP, reseller... 3



SSAG
@ S TLDs in Sample

]
NET TLDs in Sample

— 505 domain names

* COM
— 3334 domain names
NET
* ORG = COM
— 520 domain names m ORG
* Other ® Other

— 85 domain names

Approximately 4400 of 5000 filtered records had
Sufficiently accurate data to be useful in the study

09/28/06 9



DSSAC Findings

(Registrant Contact Fields Only)

Type of Contact based on
Registrant Contact Fields

* Personal contacts

— 377 records, Personal
* Business contacts
— 2501 records, W Business
* Domain name business \
— 269 records, B DN Business
* Domain name proxy service >
— 562 records, ( % DN Proxy
* Home-operated business
— 138 records, - Z';gﬁ;ed
* |Inconclusive Business

Inconclusive
— 604 records,

09/28/06 10



@SSAG Simplified Findings

(Registration Fields Only)

* Remove inconclusive and proxied domain names

— Since one cannot deduce whether the contact is business or
individual from available data, these records bias the result

Combine personal contacts and home-
operated businesses (515 records)

Business contacts
(2501 records)

Domain name businesses
( 821 records)

09/28/06 11



@SS@G Digging Further

Advisory Committee

* If we look at both the registrant contact information and
the administrative contact information, what do we find?

* Of the 377 records that contain personal contacts
— 347 contain the same contact information in admin contact fields
— 13 contain information that identify a different individual
— 8 contain information that identifies a business contact
— 9 have inconclusive (incomplete) data

 Of the 138 records that contain home-business contacts

— 125 contain the same contact information in admin contact
fields

— 3 contain information that identify a different individual
— 4 contain information that identifies a business contact

— 5 have inconclusive (incomplete) data
09/28/06 12



@ss‘@c Individual Names

In Contact Fields

Admin Contact Name
Contains

Registrant Name Contains ‘ {First Name, Surname}
{First Name, Surname} ‘ Personal Name
W Other

B NA

Personal Name Tech Contact Name Contains
{First Name, Surname}
B Other

Personal Name
W Other
B NA

09/28/06 13



Incomplete records

* Of the 4444 records used in the study

— 24 are missing registrant phone # (1039 records)

— 87% are missing registrant fax # (3867 records)

— 10% are missing admin contact name (439 records)

— 11% are missing admin contact email (502 records)

— 12% are missing admin contact address (514 records)
— 60% are missing admin contact fax (2647 records)

Registrant email addresses were removed from data by seller

09/28/06 14



@ §§ecuﬂtvapstability

Conclusions

* The absence of credible statistics on the extent to which
personal contact information can be derived from "whois
data" instigated this study

— This study offers one set of findings to hopefully fill that void

* Study shows that

— Personal contact information can be extracted
from approximately 1 in 7 Domain Name Registration Records

— Approximately 1 in 7 registration record also contain insufficient
information to conclusively distinguish whether contacts are
businesses or individuals

09/28/06 15
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LcANN Securky and Future Work

* During the examination of the sampling, anecdotal
evidence suggests that

— Causes for - and remedies to reduce - the number of incomplete
records merit attention

* 456 of 5000 originally sampled records were entirely
unusable

* Of the remaining 4444, 600 were missing information used
classify a contact

— Some information collected for registration purposes may
not be as useful today as it was in the past

09/28/06 16



1.7.3 [SAC015]: Why Top Level Domains
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Records
http://www.icann.org/committees/security/sa

c015.htm



ICANN | Why Top Level Domains Should Not Use Wildcard Resourc... http://www.icann.org/committees/security/sac015.htm

1of2

Why Top Level Domains Should Not Use Wildcard Resource Records
SAC 015

10 November 2006

Many PC and Internet users are familiar with the concept of a wildcard operation. The concept is simple to
understand. A special character (commonly an asterisk) is reserved by an operating system search operation
to mean "return any match in a search". For example, if a user were to search for the string "ma" from an
operating system command line (e.g., MS-DOS, or any flavor of LINUX or BSD), the operating system will
return a list of files having names that exactly match the string. However, if a wild card were appended, e.g.,
"ma*", the operating system will respond by listing all the files that begin with the string "ma" in the current
directory, e.g., "map.txt" or "maintenance-budget.xls". Wildcard operations are available in GUI-based
operating systems as well. Windows XP users can use "Search" and MAC OS X users can use "Spotlight" to
find a single file, or all files that begin with a string of characters: the latter is also an example of an implicit
wildcard operation. These wildcard operations share a common trait: if the operating system cannot find any
matches to the search "argument", it returns a "not found" error.

Imagine the confusion and potential abuse that might exist if an operating system returned an automatic or
"synthesized" response like, "I didn't find the files you wanted, but here's a list of services and software you
might want to purchase". Now imagine that any time you attempt to connect to a web site within a given
domain, and the domain name you enter as a URL does not exist, and instead of receiving a "server not
found" error (HTTP 404), you are instead redirected to a domain name monetization page, or a page offering
you the opportunity to purchase the domain name you entered.

The introduction of wildcard or synthesized response based services at the Top Level Domain (TLD) or
registry level of the DNS does exactly this. Synthesized responses return unanticipated domain name
resolution responses to web users. Users may find this annoying but can often recover. However, many
Internet applications have not been designed to process such responses and may not behave as intended.
For example, think of the effect such a change would have on an application designed to identify broken
external hyperlinks on a web site.

How Wildcards Work

In normal operating circumstances, a name server that receives a query for a non-existent or unregistered
name from a client returns a DNS standard error code value of "name error." This error code alerts the name
resolver component of the requesting client's application that the name is not instantiated. When a
synthesized response-based service is implemented by a domain authority, its name server returns a positive
response rather than an error code: specifically, the name server associates a seemingly legitimate IP
address for a domain name that is not currently registered in DNS. When a single A resource record is used
as the synthesized response for all domain names, whether unregistered or non-existent, the service is called
a wildcard service.

When a registry uses a wildcard service, it never returns the "name error" response. Instead, the TLD's
authoritative name server returns a positive response to every query. The effect of this change is easily
demonstrated. Imagine that a user mistypes a domain name and enters "exampl.<tld>" rather than
"example.<tld>". If the TLD uses a wild card service, its name servers will return a positive response (e.g., one
that redirects the user to a web page that offers information or a registration service) rather than a "page not
found". A web user may be able to infer that an error has occurred, but Internet applications that rely on the
"name error" response from the DNS may fail or not operate as intended since the "no such name" response
no longer occurs.

Previous attempts at introducing wildcard resource records at the TLD level have exposed applications that
are adversely affected by this change in behavior [See SAC006]. Email, telnet, SSH, FTP and other servers
that receive a synthesized response will attempt to connect to the IP address returned in the response. Email
servers are configured to retry connection attempts, so the synthesized responses add delay to mail
processing and wastes Internet resources. It's important to appreciate that an email server may try to connect
for days, so an email administrator may not discover a configuration error or mistyped domain name for an
unacceptably long time.

A TLD operator may choose to host an email server at the IP address returned in the synthesized response
and have the server automatically return "bounce" responses, as mail servers must deal with additional load
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(bounced traffic) and any delays introduced at the TLD operator's server. Alternatively, the TLD operator's
email server might be configured to accept the connection and return a response that the addressee does
not exist on that machine. This misleads the sender into believing that the domain name is correct but the
person's email address is wrong. Significant privacy issues exist if the TLD's email server is configured to store
mail messages, even for a short term. Email antispam measures that attempt to validate the sender's domain
will not block bogus senders.

Telnet, SSH, FTP and other applications will also behave differently when they receive a synthesized
response. So will administrative processes that perform logging, auditing, accounting and billing also rely on
the ability to distinguish positive from negative responses from DNS server, and are adversely affected as well
(see Site Finder Review for details).

Wildcards or Application Behavior?

It's important to note that there other ways to change application behavior when a user or client resolver
attempts to resolve a DNS name that isn't instantiated. A wildcard can be added at the registry level, or by a
names server closer to the user; for example, any name server that processes a DNS response message on
behalf of a client resolver can inspect and modify the response before caching or forwarding it to the
requesting user or client resolver.

Similarly, an application such as a web browser or HTTP proxy can be configured to behave in a particular
way when receiving a "not found" error from the DNS, such as redirecting the user to a trusted index or
search page.

Much of the community's attention focuses on the use of wildcards at the registry level, and this is deliberate.
While there are various risks associated with the different mechanisms for handling a "not found" error from
the DNS, the consequences of these tend to be more troubling as wildcard use becomes more general. In
particular, the strong reservations expressed here against wildcards at the registry or TLD level are due in part
to the following observations:

o A registry wildcard is well outside a user's or enterprise domain administrator's scope of control. Neither
an individual user or the user's local name service administrator (an ISP or enterprise DNS administrator)
have business relationships with registries. These parties may not be able to influence or exercise
control over a result returned by name servers under the control of the registry and thus cannot enforce
a distinction between instantiated and uninstantiated names.

o A registry level wildcard presumes that the all applications will in general benefit from or at least tolerate
responses from the DNS that do not distinguish between instantiated and uninstantiated names. A local
user may find it beneficial to have web requests redirected to an index or search page when name
resolution is requested for an uninstantiated DNS name; however, this "redirection" behavior can disrupt
email service for an entire enterprise.

Recommendations and Conclusion

ICANN's Security and Stability Advisory Committee SSAC issued a report (SAC006) on 9 July 2004 on
Redirection in the COM and NET Domains. The report recommends that "Synthesized responses should not
be introduced into top-level domains (TLDs) or zones that serve the public, whose contents are primarily
delegations and glue, and where delegations cross organizational boundaries over which the operator may
have little control or influence.". More recently, the Registry Services Technical Evaluation Panel (RSTEP)
published its report on a request by another Top Level Domain registry, (Tralliance) to introduce a wildcard
service (see search.travel Wildcard Report). In the report, RSTEP consider a similar set of issues to those
SSAC considered in SAC006, in the context of another top level domain (.travel). They did so quite
thoroughly, and concluded that the wildcard service "does create a reasonable risk of a meaningful adverse
effect on security and stability." The recommendations in SAC006 remain applicable today. TLDs should
refrain from using services that make use of wildcard services and synthesized DNS reponses.
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Testing Firewalls for IPv6 and EDNSO Support
SAC 016

5 January 2007

Preparation | Test AAAA support | Test EDNSO Support | Share Your Results | Results Reported

Background

The DNS Root Server System Advisory Committee (RSSAC) and ICANN Security and Stability Advisory
(SSAC) are jointly studying the topic of including the IPv6 addresses at the root level of the DNS. This
involves two related actions on the parts of the IANA and the DNS Root Server Operators:

1. Add resource records of Type AAAA to the hints file. The IANA maintains the authoritative root
hints file at ftp:/ftp.internic.net/domain/.

2. Provision the 13 root name servers to return the Type AAAA records when name server resolvers
bootstrap, perform what is known as a priming request.

Currently, the operators of five root name servers - B, F, H, K, and M - have assigned IPv6 addresses to their
systems. These addresses are not included in the hints file at this time, nor are they returned in DNS priming
responses. If the five IPv6 addresses were added to the Additional Section of the DNS Type NS response
message root server operators return during the priming exchange, the size of the response message would
increase from the current 436 bytes to 576 bytes. Ultimately, when all 13 root name servers are assigned IPv6
addresses, the priming response will increase in size to 800 bytes. This imposes two conditions for the
successful completion of a priming exchange that do not exist today. Specifically, resolvers and any
intermediate systems that are situated between resolvers and root name servers must be able process DNS
messages containing Type AAAA resource records. Additionally,

e Resolvers must use DNS Extensions (EDNS0, REC 2671) to notify root name servers that they are able
to process DNS response messages larger than the 512 byte maximum DNS message size specified in
RFC 1035, and

e Intermediate systems must be configured to forward UDP-encapsulated DNS response messages larger
than the 512 byte maximum DNS message size specified in REC 1035 to resolvers that issued the
priming request.

The joint committees are soliciting feedback from the Internet community on whether commercial firewalls
organizations use to protect name server resolvers will block (silently discard) priming responses because they
do not satisfy these conditions.

Preparing and Testing Firewall Implementations and Versions

Several top level domains return IPv6 addresses in DNS response messages today, and several of these
responses are larger than 512 bytes. Using TLD name servers as targets for DNS Type NS queries,
organizations can test firewall implementations and versions to determine whether they would be affected
when the DNS priming response is extended to include AAAA records for root name servers.

Test if your Firewall implementation accommodates Type AAAA RRs

To test the action a firewall implementation takes when it encounters Type AAAA resource records, a network
or firewall administrator can perform the following DNS lookup using the popular dig program:

dig hk ns @203.119.2.18

This command should elicit a 508 bytes response that contains AAAA resource records:
; <<>> DiG 9.2.3 <<>> hk ns @203.119.2.18
;; global options: printcmd
;; Got answer:

;; >>HEADER<<- opcode: QUERY, status: NOERROR, id: 41
;; flags: gr aa rd; QUERY: 1, ANSWER: 15, AUTHORITY: 0, ADDITIONAL: 6

;; QUESTION SECTION:
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;hk. IN NS

;; ANSWER SECTION:

hk. 604800 IN NS  NS2.HKIRC.NET.hk.

hk. 604800 IN NS  NS3.CUHK.EDU.hk.

hk. 604800 IN NS  SEC3.APNIC.NET.

hk. 604800 IN NS  TLD1.ULTRADNS.NET.
hk. 604800 IN NS  TLD2.ULTRADNS.NET.
hk. 604800 IN NS  TLD3.ULTRADNS.ORG.
hk. 604800 IN NS  TLD4.ULTRADNS.ORG.
hk. 604800 IN NS  TLD5.ULTRADNS.INFO.
hk. 604800 IN NS  TLD6.ULTRADNS.CO.UK.
hk. 604800 IN NS  ADNS1.BERKELEY.EDU.
hk. 604800 IN NS  ADNS2.BERKELEY.EDU.
hk. 604800 IN NS  NS-HK.RIPE.NET.

hk. 604800 IN NS  B.DNS.TW.

hk. 604800 IN NS  NS1.HKIRC.NET.hk.

hk. 604800 IN NS  NS2.CUHK.EDU.hk.

;; ADDITIONAL SECTION:

B.DNS.TW. 32446 IN A 210.201.138.58
NS2.CUHK.EDU.hk. 45329 IN A 137.189.6.21
NS2.HKIRC.NET.hk. 6723 IN A 203.119.2.19
NS3.CUHK.EDU.hk. 45329 IN A 202.45.188.19
SEC3.APNIC.NET. 142421 IN A 202.12.28.140
SEC3.APNIC.NET. 142421 IN AAAA 2001:dc0:1:0:4777::140

;; Query time: 312 msec

;7 SERVER: 203.119.2.18#53(203.119.2.18)
:; WHEN: Tue Dec 12 12:18:54 2006

;; MSG SIZE rcvd: 508

If no response is received, network and firewall administrators should first determine if a security policy other
than the vendor's default processing for DNS messages is blocking the response message. If no policy other
than the vendor's default processing is configured, note the implementation and version, and contact your
vendor to determine if an upgrade or hot fix is available.

Test if Your Firewall Implementation Accommodates Large DNS Response Messages

To test the action a firewall implementation takes when it receives a UDP-encapsulated DNS response
message larger than 512 bytes, a network or firewall administrator can perform the following DNS lookup
using the popular dig program:

dig hk ns +bufsize=4096 @203.119.2.18

This command should elicit a 747 byte response that contains AAAA resource records:
; <<>> DIG 9.2.3 <<>> hk ns +bufsize=4096 @203.119.2.18
;; global options: printcmd

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41
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;; flags: gr aa rd; QUERY: 1, ANSWER: 15, AUTHORITY: 0, ADDITIONAL: 19

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
;; QUESTION SECTION:

;hk. IN NS

;; ANSWER SECTION:

hk. 604800 IN NS  B.DNS.TW.

hk. 604800 IN NS  NS1.HKIRC.NET.hk.

hk. 604800 IN NS  NS2.CUHK.EDU.hk.

hk. 604800 IN NS  NS2.HKIRC.NET.hk.

hk. 604800 IN NS  NS3.CUHK.EDU.hk.

hk. 604800 IN NS  SEC3.APNIC.NET.

hk. 604800 IN NS  TLD1.ULTRADNS.NET.
hk. 604800 IN NS  TLD2.ULTRADNS.NET.
hk. 604800 IN NS  TLD3.ULTRADNS.ORG.
hk. 604800 IN NS  TLD4.ULTRADNS.ORG.
hk. 604800 IN NS  TLD5.ULTRADNS.INFO.
hk. 604800 IN NS  TLD6.ULTRADNS.CO.UK.
hk. 604800 IN NS  ADNS1.BERKELEY.EDU.
hk. 604800 IN NS  ADNS2.BERKELEY.EDU.
hk. 604800 IN NS  NS-HK.RIPE.NET.

;; ADDITIONAL SECTION:

B.DNS.TW. 31310 IN A 210.201.138.58
NS2.CUHK.EDU.hk. 44193 IN A 137.189.6.21
NS2.HKIRC.NET.hk. 5587 INA 203.119.2.19
NS3.CUHK.EDU.hk. 44193 IN A 202.45.188.19
SEC3.APNIC.NET. 141285 IN A 202.12.28.140
SEC3.APNIC.NET. 141285 IN AAAA 2001:dc0:1:0:4777::140
TLD1.ULTRADNS.NET. 31021 INA 204.74.112.1
TLD1.ULTRADNS.NET. 45 IN AAAA 2001:502:d399::1

TLD2.ULTRADNS.NET. 82715 INA 204.74.113.1
TLD3.ULTRADNS.ORG. 31021 INA 199.7.66.1
TLD4.ULTRADNS.ORG. 31310 INA 199.7.67.1
TLD4.ULTRADNS.ORG. 31310 IN AAAA 2001:502:100e::1
TLDS5.ULTRADNS.INFO. 3521 INA 192.100.59.11
TLD6.ULTRADNS.CO.UK. 364 IN A 198.133.199.11
ADNS1.BERKELEY.EDU. 117756 IN A 128.32.136.3
ADNS2.BERKELEY.EDU. 117756 IN A 128.32.136.14
NS-HK.RIPE.NET. 117756 IN A 193.0.12.100
NS-HK.RIPE.NET. 117756 IN AAAA 2001:610:240:0:53:cc:12:100

;; Query time: 312 msec

;; SERVER: 203.119.2.18#53(203.119.2.18)
;7 WHEN: Tue Dec 12 12:37:50 2006

;; MSG SIZE rcvd: 747
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If no response is received, network and firewall administrators should first determine if a security policy other
than the vendor's default processing for DNS messages is blocking large response messages or large UDP
messages. If no policy other than the vendor's default processing is configured, note the implementation and
version, and contact your vendor to determine if an upgrade or hot fix is available.

Share Your Results with the Internet Community

The SSAC and RSSAC committees encourage you to share your test results with the community by sending
an email to the ICANN SSAC Fellow containing the following information:

Firewall Product Manufacturer

Firewall Model

Firewall software/firmware version

Action when AAAA RR encountered

o (Optional) A copy of the dig input and output (as illustrated above, this can be obtained by directing the
output to a file, e.g., "dig hk ns @203.119.2.18 > digAAAA.ixt")

e Action when DNS message larger than 512 bytes received

e (Optional) A copy of the dig input and output (as illustrated above, this can be obtained by directing the

output to a file, e.g., "dig hk ns +bufsize=4096 @203.119.2.18 > digEDNSO.txt")

Testing Performed

The following results have been reported to the SSAC fellow as of 5 February 2007:

Action when Action when large
Product Version AAAA RR DNS message Source
encountered received
Checkpoint Firewall-1 NG, R55 Allow Allow user
Check Point FW-1 NGX
R61 HEA 1 on Nokia IPSO 4.1-BUILD013 Allow Allow user
Cisco C2600 I0S 12.2(37) Allow Allow user
Cisco FWSM 2.3(4) Allow Allow user
Cisco PIX Version 6.2.5 Allow Deny vendor
Cisco PIX Version 6.3.5 Allow Aliow! vendor
Cisco PIX Version 7.2.1 Allow Allow vendor
Clavister Security Gateway (Al Allow Allow vendor
models)
Eland Systems SYS-2,
SYS-2 SOHO 3.x, 4.x Allow Allow vendor
Fortinet Fortigate 60 Version 3.0.x Allow Allow user
FreeBSD OpenBSD pf 6.2-PRERELEASE Allow Allow user
GajShield Infotech Securegate version 5.4 | Allow Allow vendor
: ScreenOS Versions
Juniper/Netscreen 5.4r2. 5.30r3, 4.0.3r4.0 Allow Allow user
Kobelt Development 3.1.0p11-Pro Allow Allow vendor
NetSentron
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Linux 2.6 kernel
Shoreline Shorewall 2.4.1-3 Allow Allow user
Firewall
Linux kernel - Debian
iptables 2.6.17 1 Firewall |2817 Allow Allow user
Lucidata Lucigate 3.14 Allow Allow vendor
Firewall
Mandriva Linux 2006
OpenBSD 4.0 pf Allow Allow user
NetStealth Firewall StealthOS Not supported Not supported vendor
Sgcurg Computing Versions 5.2.1, 6.1.2.00 |Allow Allow user
Sidewinder
Shiva/Eicon 3105 v 8.42 Allow Allow user

. SonicOS Standard
Sonicwall 31.07-77s Allow Allow user
Sepehr 3400 GOS 3.0 Allow Allow vendor
Sepehr 4100 GOS 3.0 Allow Allow vendor
Watchguard Firebox X Fireware v8.2 Allow Allow user
1000
Watchguard Firebox X 8.0 Allow Allow user
Edge
XNet Solutions SN330 Version 1.2.1 Allow Allow vendor
XNet Solutions EN400 Version 1.0.0 Allow Allow vendor

1 Firewall configuration includes "fixup protocol dns maximum-length 1500".
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Testing Recursive Name Servers for IPv6 and EDNSO0 Support
SAC 017

15 March 2007

Preparation | Test AAAA and EDNSO support | Share Your Results | Results Reported | Testing Period

Background

The DNS Root Server System Advisory Committee (RSSAC) and ICANN Security and Stability Advisory
Committee (SSAC) are jointly studying the topic of adding type AAAA resource records for the IPv6 addresses
of the root name servers to the "root hints file" and the DNS root zone. (The official root hints file is located at
ftp://ftp.internic.net/domain/.)

Most recursive name servers perform a bootstrap process called priming to determine the current list of root
name servers, since information in the local copy of the root hints file could be out of date. To prime, a
recursive name server sends a DNS query of type NS for the root (".") to one of the root name servers listed in
the local root hints file. The recursive name server uses the list of root name servers in the response returned
from a live root name server for resolution purposes. Priming ensures that a recursive name server always

starts operation with the most up-to-date list of root name servers.

The operators of five root name servers - B, F, H, K, and M -have assigned IPv6 addresses to their systems.
These addresses are not included in the root hints file at this time, nor are they present in the root zone. Thus
AAAA resource records are not returned in responses to DNS priming queries sent by recursive name servers.

Adding AAAA records to the root hints file and to the root zone will increase the size of the priming response.
Ultimately, when all 13 root name servers assign IPv6 addresses, the priming response will increase in size to
811 bytes. This imposes additional conditions for the successful completion of a priming exchange that do not
exist today:

e Resolvers and any intermediate systems that are situated between recursive name servers and root
name servers must be able to process DNS messages containing type AAAA resource records.

e Resolvers must use DNS Extensions (EDNSO, REC 2671) to notify root name servers that they are able
to process DNS response messages larger than the 512 byte maximum UDP-encapsulated DNS
message size specified in REC 1035.

e Intermediate systems must be configured to forward UDP-encapsulated DNS response messages larger
than the 512 byte maximum DNS message size specified in REC 1035 to resolvers that issued the
priming request.

SACO016 solicits feedback from the Internet community on whether commercial firewalls organizations use to
protect resolvers will block (silently discard) priming responses because they do not satisfy these conditions.
Vendor and user reports from this exercise may be found here.

The joint committees are now soliciting feedback from the Internet community on whether DNS servers
(software and hardware appliance) organizations use to provide recursive name service will operate correctly
when type AAAA resource records are added to the root hints file and root zone.

Preparing and Testing Recursive Name Server Implementations and Versions

The complete name server bootstrap process must be tested to verify that changes at the root level of DNS
service do not adversely affect production name service. Tests must verify that an implementation:

e Use the root name server information in the priming response message without failing when it is
configured with a hints file containing type AAAA resource records.

e Perform the priming exchange over UDP, which involves sending a DNS query for type NS for the root
(".") to one or more of the root name servers identified in the local copy of the hints file.

e Process the UDP-encapsulated DNS response message from a root name server.

e Use the information in DNS response message to perform iterative name resolution.

Ideally, the test response contains type A and AAAA resource records of the authoritative root name servers

and is larger than the 512-byte maximum UDP DNS message size specified in RFC 1035. Several root name
server operators have volunteered to operate test name servers for this exercise. These servers have been
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configured to be authoritative for "test" root and root-servers.net zones that contain both type A and AAAA
resource records for the authoritative root name servers.

Test your Recursive Name Server
To test whether your recursive name server will operate correctly, perform the following:

1. Determine whether your firewall supports AAAA and EDNSO by performing the tests described in
SACO016.

2. Download and install a copy of the test hints file, aaaa-test-root-hints [.DAT, 1K] on the host that
provides recursive name service. The contents of aaaa-test-root-hints appear below:

; IMPORTANT NOTE: This root hints file is for TESTING ONLY. Use this
; file to test your recursive name server's support of AAAA records

; for the root name servers. Details of this experiment are available

; at http://www.icann.org/committees/security/sac017.htm

’

. 3600000 IN NS aaaa.verisignlabs.com.
aaaa.verisignlabs.com. 3600000 A 65.201.175.33
aaaa.verisignlabs.com. 3600000 AAAA 2001:503:39¢1::2:26

3600000 IN NS aaaa.dns.br.

éaaa.dns.br. 3600000 A 200.160.7.135
aaaa.dns.br. 3600000 AAAA 2001:12ff:0:7::135

. 3600000 IN NS roto.nlnetlabs.nl.
roto.ninetlabs.nl. 3600000 A 213.154.224.153
roto.nlnetlabs.nl. 3600000 AAAA 2001:7b8:206:1::153
. 3600000 IN NS rs-net.isc.org.
rs-net.isc.org. 3600000 A 204.152.186.62
rs-net.isc.org. 3600000 AAAA 2001:418:3:ba::62

3. Configure your recursive name server to use the test root hints file, either by specifying the new file in its
configuration or by copying the test file over the current root hints file. (We of course suggest making a
backup of your current root hints file, though the official file is easily obtained from
ftp://ftp.internic.net/domain/). Each recursive name server configuration is different, so you may need to
consult your server's documentation, a local expert or resources on the Internet if you're not sure how to
specify an alternate root hints file.

4. Stop and restart the name server process or service. This should cause your name server to "prime". (In
some cases, your operating system or DNS appliance may require a system level restart.)

5. Perform the following DNS lookup using the popular dig program to make sure that your recursive
resolver sends a priming query, if it hasn't already.

dig @IP-of-your-recursive-server icann.org

6. Perform the following DNS lookup using the popular dig program to obtain the set of type A and AAAA
resource records your recursive name server now has:

dig +norec +bufsize=1024 @IP-of-your-recursive-server . NS
To create a file of the dig output, use
dig +norec +bufsize=1024 @I|P-of-your-recursive-server . NS > testAAAA.txt

If you are able to run dig on the recursive server itself, you can send queries to the server's loopback
(localhost) address by using an IP address of 127.0.0.1 in the dig command above.

7. Compare the output of your dig query against the information below (note that this query is performed at

a recursive name server's localhost IPv4 address, 127.0.0.1, and that the TTLs and order of resource
records returned in response to your request may be different):
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$ dig +norec +bufsize=1024 @127.0.0.1 . ns

; <<>> DiG 9.3.2 <<>> +norec +bufsize=1024 @IP-of-your-recursive-server . NS
; (1 server found)

;; global options: printcmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 48730

;; flags: gr ra; QUERY: 1, ANSWER: 13, AUTHORITY: 13, ADDITIONAL: 19

2 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
" QUESTION SECTION:
i IN  ANY

;3 ANSWER SECTION:
514104 IN NS  A.ROOT-SERVERS.NET.
514104 IN NS B.ROOT-SERVERS.NET.
514104 IN NS C.ROOT-SERVERS.NET.
514104 IN NS D.ROOT-SERVERS.NET.
514104 IN NS E.ROOT-SERVERS.NET.
514104 IN NS F.ROOT-SERVERS.NET.
514104 IN NS G.ROOT-SERVERS.NET.
514104 IN NS H.ROOT-SERVERS.NET.
514104 IN NS I.ROOT-SERVERS.NET.
514104 IN NS  J.ROOT-SERVERS.NET.
514104 IN NS K.ROOT-SERVERS.NET.
514104 IN NS L.ROOT-SERVERS.NET.
514104 IN NS M.ROOT-SERVERS.NET.

;3 AUTHORITY SECTION:
514104 IN NS M.ROOT-SERVERS.NET.
514104 IN NS  A.ROOT-SERVERS.NET.
514104 IN NS B.ROOT-SERVERS.NET.
514104 IN NS C.ROOT-SERVERS.NET.
514104 IN NS D.ROOT-SERVERS.NET.
514104 IN NS E.ROOT-SERVERS.NET.
514104 IN NS F.ROOT-SERVERS.NET.
514104 IN NS G.ROOT-SERVERS.NET.
514104 IN NS H.ROOT-SERVERS.NET.
514104 IN NS I.ROOT-SERVERS.NET.
514104 IN NS  J.ROOT-SERVERS.NET.
514104 IN NS K.ROOT-SERVERS.NET.
514104 IN NS L.ROOT-SERVERS.NET.

;; ADDITIONAL SECTION:

A.ROOT-SERVERS.NET. 600504 IN A 198.41.0.4
B.ROOT-SERVERS.NET. 600504 IN A 192.228.79.201
B.ROOT-SERVERS.NET. 600504 IN AAAA  2001:478:65::53
C.ROOT-SERVERS.NET. 600504 IN A 192.33.4.12
D.ROOT-SERVERS.NET. 600504 IN A 128.8.10.90
E.ROOT-SERVERS.NET. 600504 IN A 192.203.230.10
F.ROOT-SERVERS.NET. 600504 IN A 192.5.5.241
F.ROOT-SERVERS.NET. 600504 IN AAAA  2001:500::1035
G.ROOT-SERVERS.NET. 600504 IN A 192.112.36.4
H.ROOT-SERVERS.NET. 600504 IN A 128.63.2.53
H.ROOT-SERVERS.NET. 600504 IN AAAA  2001:500:1::803f:235
.LROOT-SERVERS.NET. 600504 IN A 192.36.148.17
J.ROOT-SERVERS.NET. 600504 IN A 192.58.128.30
K.ROOT-SERVERS.NET. 600504 IN A 193.0.14.129
K.ROOT-SERVERS.NET. 600504 IN AAAA  2001:7fd::1
L.ROOT-SERVERS.NET. 600504 IN A 198.32.64.12
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M.ROOT-SERVERS.NET. 600504 IN A 202.12.27.33
M.ROOT-SERVERS.NET. 600504 IN AAAA  2001:dc3::35

;; Query time: 2 msec

;; SERVER: 127.0.0.1#53(127.0.0.1)
;; WHEN: Tue Jan 30 08:50:55 2007
;; MSG SIZE rcvd: 756

If your recursive server successfully used the test root hints file and processed a priming response from
one of the test name servers, you may see AAAA resource records for some of the root name servers in
the dig output as in the example above. Note, however, that the absence of these records doesn't
necessarily mean something is wrong: your server may have received the proper response and but does
not return the records when queried for them. (You may be able to confirm this by examining DNS server
or system event logs.)

8. Use your name server. Does it resolve queries and operate normally?

Your recursive nhame server passes the test if it starts normally, continues to run and resolves
queries as usual when configured to use the test root hints file.

We are most interested to find servers that fail the test by refusing to start when presented with the test
root hints file containing AAAA resource records, or that don't operate normally or resolve queries
properly after receiving AAAA resource records in the priming response from the test root name servers.
The scope of this test is not limited to resolvers that have IPv6 transport. We are interested in results for
resolvers that have IPv4 transport only as well.
9. hen you have concluded your testing, remove the test file

(aaaa-test-root-hints)
and restore the official hints file.

Share Your Results with the Internet Community

The SSAC and RSSAC committees encourage you to share your test results with the community by sending
an email to the ICANN SSAC Fellow containing the following information:

DNS Name Server (hardware or software) product & manufacturer
Hardware model (if applicable)
Operating System and DNS server versions (for BIND version, "dig @nameserver version.bind txt chaos"
Did the name server implementation succeed or fail to bootstrap when configured with a hints file
containing type AAAA resource records? l.e., did your name server issue an error and/or stop running
after being restarted with the test root hints file in place?
o If your name server failed to bootstrap over IPv4 transport

o Can you provide a description of the failure or an error code?

o Were you able to resolve the failure condition by making a configuration change? If Yes, please

describe any changes to your name server configuration that resolved the failure condition.

o |f your name server successfully bootstraps over IPv4 transport,

o Does it support EDNS0?

o Is it able to parse AAAA resource records?

o Does your name server retain a local copy of the type AAAA records for the root name servers?
Please provide a copy of the dig input and output (as illustrated above, this can be obtained by
directing the output to a file, e.g.,

"dig +norec @IP-of-your-recursive-server . NS > testAAAA.txt"); alternatively, indicate
success or failure. If failure, please provide the Domain System Response Code reported.
e Does the name server continue to function correctly following a priming exchange with a test root name
server? (The root and root-servers.net zones used for testing purposes will contain the IPv4 and IPv6
addresses of operational, authoritative root name servers.)

Testing Performed

The following results have been reported to the SSAC fellow:
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Functions
properly
Bootstraps |Primes Parses following a
DNS . when AAAA |using Supports priming
Software Operating System RRs present [IPv4 EDNSO QQAA exchange Source
in hints file |ftransport s with a test
root name
server
BIND Redhat Fedora Core 6
4.9 3-REL Linux YES [5] YES NO NO YES User
BIND Redhat Fedora Core 6
4911-REL ILinux YES NO YES YES User
BIND SunOS Blakey 5.8 [YES YES NO NO  [VES U
8.2 2-P5 un akey 5. ser
BIND 9.2.4 [Debian GNU/Linux ES ES ES ES ES User
Mac OS X version
BIND 932 |10-48, _IYES YES YES YES  [YES User
Ubuntu Dapper (Linux
2.6.15-27)
BIND 9.3.4 FreeBSD 6.2 YES YES YES YES YES User
BIND 9.4.0 |FreeBSD 6.2, YES YES YES YES  [YES User
rc2 Suse Linux 10.1
djbdns
(dnscache Fedora 6 Core YES YES YES NO YES User
1.05)
DNS \Windows NT/XP, Linux
Commander Solari ’ "[YES N/A YES YES N/A \Vendor
[4] olaris
DNSJava  [Java (any OS with N/A N/A YES YES  [N/A Developer
Java support)
JDNSS [1]  [fava (any OS with N/A N/A NO N/A Developer
Java support)
MaraDNS : :
1.2.12.04 [2] BSD, Linux, Windows |NO NO NO YES N/A Developer
Men & Mice |Windows
Suite 5.x with |2000/Windows
current BIND [2003/Linux/FreeBSD/ | £ YES YES YES  |VES Vendor
8 or BIND 9 |MacOSX/Solaris
Mice & Men :
. Apple MacOS Classic
QuickDNS (System 7 to MacOS 9) NO YES NO NO NO \Vendor
v1.0 - 3.0
Microsoft Windows 2000
DNS Server [5.00.2195 SP4 YES YES NO NO YES User
Microsoft ~Iwindows 2003 VES VES  |YvES  [VES |VES User
DNS Server
Nominum .
CNS 1.6.5.0 Solaris 10 YES YES YES YES YES \Vendor
Posadis DNS \\in4ows XP SP2 YES NO NO YES  [YES User
version 6
PowerDNS
Recursor Debian GNU/Linux YES YES YES YES YES User
3.1.4
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QuickDNS .

35to 4.6 >000/Wind

with current Vindows YES YES YES YES [YES \Vendor
2003/Linux/FreeBSD/

BIND 8 or MacOSX/ Solari

BIND 9 ac olaris

SimpleDNS User

version Windows XP SP2 YES YES NO YES [YES Vendor

4.00.06 [3]

[1] Used as a leaf or stub resolver. Does not perform recursive lookups and does not prime.
[2] Recursive resolver does not have IPv6 support; recursion must be disabled to bind to IPv6 address.
[3] Priming is performed according to a preconfigured time interval (default once every 7 days).

[4] This product does not perform a priming query and relies on root hints configured for the name server.
[5] Server operates despite error messages recorded to syslog ("Unknown type: AAAA", "database format
error (AAAA)", and "cache zone ".' rejected due to errors")

Testing Period

Name servers will be available for testing from 01 February 2007 through 01 May 2007.

Published 08 Feb 2007
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About the Security and Stability Advisory Committee

The Security and Stability Advisory Committee (SSAC) is an advisory committee to the
Internet Corporation for Assigned Names and Numbers (ICANN). The Committee’s
purpose is to offer independent advice to the ICANN board, the ICANN staff and the
various ICANN supporting organizations, councils and committees as well as to the
technical community at large on matters relating to the security and integrity of the
Internet's naming and address allocation systems. The Committee has no official
authority to regulate, enforce or adjudicate. Those functions belong to others. The advice
offered by the Committee should be evaluated on its merits, not on the status of the
Committee or its members.

About the Root Server System Advisory Committee

The Root Server System Advisory Committee (RSSAC) is an advisory committee to
ICANN. The Committee’s purpose to advise the Board about the operation of the root
name servers of the domain name system. Specifically, the committee provides advice on
the operational requirements of root name servers, including host hardware capacities,
operating systems and name server software versions, network connectivity and physical
environment. The Committee also examines and advises on the security aspects of the
root name server system, and reviews the number, location, and distribution of root name
servers considering the total system performance, robustness, and reliability.

About this Report
This report was prepared by the SSAC Fellow, Dave Piscitello, under the direction of the

joint committees and represents output from the committees as a whole. The Appendix
contains the current list of members and contributors to this report.
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Executive Summary

This Report considers the issues related to the inclusion of the IPv6 addresses for the root
level of the DNS. IPv6 addresses are already included for Top Level Domain Name
Servers in the root zone file, and the operators of a number of root name servers have
assigned IPv6 addresses to their servers. These addresses are not included in the root
hints file and the root zone at this time. Thus IPv6 addresses of root name servers are not
returned in responses to DNS queries sent by recursive name servers.

To enable name resolution, resolvers are pre-configured with the addresses of at least one
root name server. Commonly called "hints", recursive name servers initially rely on these
addresses to provide recursive name service. Many recursive name servers also perform a
bootstrap process called priming. Priming ensures that a recursive name server always
starts operation with the most up-to-date list of root name servers.

The User Datagram Protocol (UDP) serves as the transport for priming messages. RFC
1035, Domain Names Implementation and Specification, specifies a 512 byte maximum
UDP-encapsulated DNS message size. Adding the IPv6 address information for more
than two root name servers to the root hints file and to the root zone will increase the size
of the DNS priming response so that it exceeds this maximum. Ultimately, when all 13
root name servers assign IPv6 addresses, the priming response will increase in size to 811
bytes. This imposes additional conditions for the successful completion of a priming
exchange that do not exist today:

« Intermediate systems that are situated between recursive name servers and root name
servers must be able to process DNS messages containing IPv6 addresses.

« Resolvers must use DNS Extensions to notify root name servers that they are able to
process DNS response messages larger than the 512 byte maximum UDP-encapsulated
DNS message size specified in RFC 1035.

« Intermediate systems must be configured to forward UDP-encapsulated DNS responses
that exceed the 512 byte maximum DNS message size specified in RFC 1035.

In this report, the ICANN Root Server System Advisory and Security and Stability
Advisory Committees examine the problems that might arise if IP Version 6 (IPv6) host
address resource records of root name servers were added to the root hints and root zone
file for the DNS. We describe and report the results of testing performed by committee
members and the community at large, including recursive name server operators as well
as commercial vendors of security systems and DNS name server products, to determine
the extent to which these problems are likely to be encountered. The test results figure
prominently in the recommendations we propose to ICANN and IANA.

We conclude the Report with a roadmap the community can follow to assure that the

inclusion of AAAA records in the root hints file and DNS priming responses from root
name servers has minimum impact and maximum benefit.
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1. Introduction

Many TLD name servers have IP version 6 (IPv6) addresses and provide domain name
service for IPv6 today. A number of root name server operators have assigned IPv6
addresses to their systems as well. To date, however, the IPv6 addresses of root name
servers are not included in the IANA-maintained root hints and root zone files. A lack of
a clear understanding of how the inclusion of these addresses might affect name service
has to date prevented IANA from including these addresses in two critical root-level
resources: the root hints file and the root zone. As a result, root name servers do not
return IPv6 addresses of root name servers in response to DNS queries they receive from
recursive name Servers.

In this report, the ICANN Root Server System Advisory and Security and Stability
Advisory Committees examine the problems that might arise if IPv6 host address
resource records of root name servers were added to the root hints and root zone files for
the DNS. We report the results of testing performed by committee members and the
community at large to determine the extent to which these problems are likely to be
encountered. The test results figure prominently in the recommendations we propose to
ICANN and IANA. We conclude the report with a recommended course of action for
ICANN and IANA to include IPv6 addresses of root name servers in the root level of the
DNS.

The report is organized as follows:

Section 2 describes how adding IPv6 addresses at the root of the DNS affects the root
hints file and the priming exchange

Section 3 considers the strengths, weaknesses and issues of the alternatives proposed in
Section 2.

In Section 4, SSAC and RSSAC present their findings.

In Section 5, SSAC and RSSAC provide a roadmap the community can follow to assure
that the inclusion of IPv6 address records in the root hints file and DNS priming
responses from root name servers has minimum impact and maximum benefit.

This report discusses the operation of the DNS in considerable technical detail. Appendix
A provides background material covering the terminology, nomenclature, and operation
of the Domain Name System. In particular, this appendix provides detailed descriptions
of the composition, use and administration of the root hints and root zone files, and of
DNS protocol exchanges between root name servers and recursive name servers that are
essential to assuring accurate name resolution. Readers who are unfamiliar with these
concepts are strongly encouraged to read Appendix A and complementing Appendices
before proceeding to Section 2.
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2. Inclusion of IPv6 addresses at the Root of the DNS

In this section, we describe how adding IPv6 addresses at the root of the DNS affects the
root hints file and the priming exchange.

Adding AAAA Records to Root Hints

A recursive name server's iterative resolver must know the IP address of at least one root
name server to function properly. Commonly, name server software provides sufficient
configuration information during installation to assure that a host connected to the
Internet can query a root name server by including a hints file. The IANA maintains the
authoritative root hints file.

The existing procedures for publishing root hints need not be changed to add AAAA

addresses of root name servers in the files published at
ftp://ftp.internic.net/domain/.

When the root hints file is changed, it is expected that all resolvers and name servers will
use one of the update methods identified in Appendix A in the section entitled Updating
and Maintaining Root Hints Files.

Adding AAAA Records to Priming Exchange

Before adding AAAA records to the priming exchange, we consider ways to avoid or
minimize the impact or adverse affects such changes may have on deployed systems:

e For performance and resiliency purposes, it is desirable that root name servers
continue to include the A records for all thirteen root name servers.

e Root name servers should return the same DNS priming response irrespective of
which IP transport is used (v4 or v6).

e Situations where a large DNS response message forces root name servers to mark the
message as truncated and thereby cause a resolver to resend the priming query using
TCP should be avoided. Root name servers should not be burdened with the
additional processing associated with establishing TCP connections for priming
exchanges.

Thus, the committees considered the following options:
1) Include as many AAAA records of root name server addresses as will fit into the
Additional Section of a UDP-encapsulated DNS message of 512 bytes in priming

responses. Each AAAA record will occupy 28 bytes in the Additional section. Thus a
DNS Priming Response would be composed in the following manner:
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DNS Priming Response Message (IPv4 and IPv6) # Bytes
Required Headers: 12
e Transaction ID, Flags, Questions, Answer RR count, Authority RR
count, Additional RR count

Query 5
e Name ".", Type NS, Class INET

Answers:

e First answer contains name, type, class, TTL and Data length (value 31

20), plus the Fully Qualified Domain Name (FQDN) of a root name
server (e.g., H.LROOT-SERVERS.NET)
e Second through 13" answers contain name, type, class, TTL and Data 180
length (value 4), plus the label of a root name server (e.g., G, F, E...)
Additional Records
e Each of the 13 A records in the Additional section contains name,
type, class, TTL and Data length (value 4) and an 4-byte IPv4
address and occupies 16 bytes
(13 records times 16 bytes per record equals 208 bytes) 208
Additional Records 56
e Two AAAA records in the Additional section contain name, type,
class, TTL and Data length (value 16) and a 16-byte IPv6 address
and occupies 28 bytes
(2 records times 28 bytes per record equals 56 bytes)
Total length 492

2) Plan for the eventual inclusion of AAAA records of all thirteen root name servers in
the Additional Section of priming response messages. Again, each AAAA record is
28 bytes. An options (type OPT) section of 11 bytes must be present to indicate that
EDNSO has been offered by the querying name server. The DNS Priming Response is
thus composed in the following manner:

DNS Priming Response Message (IPv4 and IPv6) # Bytes
Required Headers: 12
e Transaction ID, Flags, Questions, Answer RR count, Authority RR
count, Additional RR count

Query 5
e Name ".", Type NS, Class INET

Answers:

e First answer contains name, type, class, TTL and Data length (value 31

20), plus the Fully Qualified Domain Name (FQDN)of a root name
server (e.g., HROOT-SERVERS.NET)
e Second through 13" answers contain name, type, class, TTL and Data 180
length (value 4), plus the label of a root name server (e.g., G, F, E...)
Additional Records
e Each of the 13 A records in the Additional section contains name,
type, class, TTL and Data length (value 4) and an 4-byte IPv4
address and occupies 16 bytes (13 records x 16 bytes/record) 208
Additional Records
e 13 AAAA records in the Additional section contain name, type,
class, TTL and Data length (value 16) and a 16-byte IPv6 address

and occupies 28 bytes (13 records x 28 bytes/record) 364
EDNSO Option (OPT) 11
Total length 811
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3. Discussion

In this section, SSAC and RSSAC consider the strengths, weaknesses and issues of each
alternative proposed in Section 2, Inclusion of IPv6 addresses at the Root of the DNS.

Root Name Server Considerations

Under alternative (1), root name servers return sufficient AAAA information in a DNS
priming response message to bootstrap IPv6 name service. The advantage to this
alternative is that implementations that have not yet implemented EDNSO will continue
to operate without the possibility of DNS response message truncation, providing they
are able to process DNS response messages containing AAAA records correctly.

Alternative (1) has certain disadvantages:

e The priming response only identifies two of thirteen root name servers and thus
provides minimal resiliency for all users who need to prime name servers with
IPv6 addresses.

e Two of the thirteen root name servers to be included in the DNS priming response
would need to be chosen.

Alternative (2) has no such disadvantages. Root name servers can eventually include the
A and AAAA records of all root name servers that are currently assigned IPv6 addresses.
Since this is the desired end state, this Report will focus on the issues in achieving this
objective.

Currently, root name servers use the BIND 8, BIND 9, and NSD name server software
packages. Root name servers currently running BIND 9 and NSD can be configured to
build a DNS priming response message as illustrated for alternative (2). BIND version 8
composes the Additional section in a slightly different manner. Specifically, BIND 8 will
return an A record of a root name server, followed by an AAAA record of that same
name server. Simply put, the DNS priming response returned by a BIND 8
implementation would return more AAAA records than a BIND 9 or NSD
implementation and fewer A records but a sufficient number of both to allow the
bootstrapping of IPv4 and IPv6 name service to complete.

Resolver Considerations
In this section, we consider several issues related to choosing alternative (2).

Is EDNSO support among resolvers in production networks prevalent enough to choose a

priming response alternative that cannot fit within the maximum DNS message size
specified in RFC 1035?
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The priming response exceeds the maximum DNS message size recommended in RFC
1035 when more than two type AAAA resource records are added to the Additional
section. To achieve the desired end condition of having all root name servers return the
A and AAAA records of all root name servers in the priming response message,

1) Resolvers must be able to process DNS priming message responses containing
AAAA records and must be able to reassemble IP packets.

2) Resolvers that do not support EDNSO and resolvers that support EDNSO but advertise
a receive buffer of less than 811 bytes should use whatever AAAA information root
name servers return to bootstrap IPv6 name service. See Appendix A, DNS Message
Composition and Size Considerations.

3) Resolvers that support EDNSO should advertise a receive buffer of at least 800 bytes.
(Note: data collected by RIPE-NCC suggest that 99% of EDNSO-capable resolver
installations advertise 1024 or larger receive buffers, See Table 2 and Figure 2 of [1]).

4) Resolvers should retry the priming response without advertising EDNSO if they do
not receive a DNS response message within a timeout period.

5) If resolvers do not receive a priming response message, they use whatever "hints"
they have.

To approximate the potential impact, members of the committee informally tested several
resolver implementations by composing and issuing Type NS queries to Top Level
Domains that currently return A and AAAA records. In this case, the queries used the
EDNSO option to advertise a buffer size of 4096 bytes. The sizes of the responses ranged
from 521 bytes to 730 bytes. We observed that resolvers provided with popular operating
systems (Windows Server 2000/2003, Mac OSX, various Linux builds including Fedora
and Red Hat) are able to process UDP-encapsulated DNS response messages that are
longer than 512 bytes.

Will the presence of AAAA records in the DNS priming response adversely affect resolver
implementations used today in IPv4-only production networks?

For resolvers, three adverse conditions may result from this action:

1. Arresolver that is not IPv6-aware may not operate correctly when it receives a
priming response that contains AAAA records from a root name server.

2. Arresolver that is not IPv6-aware may ignore AAAA records in a priming
response but otherwise behave properly.

3. Avresolver that is IPv6-aware but has not been configured to use IPv6 will ignore

priming messages containing AAAA records but otherwise process a priming
response correctly.
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To approximate the potential impact, members of the committee informally tested several
resolver implementations by composing and issuing type NS queries that currently return
A and AAAA records of TLD name servers (UA, FR, JP). The size of the response
messages ranged from 208 to 439 bytes. From the results, we observe that resolvers
provided with commonly used operating systems (Windows Server 2000/2003, Mac
OSX, various Linux builds including Fedora and Red Hat) are able to process DNS
priming responses, and use and cache the AAAA records. [Note: we assume that the
same logic used to process a type NS response is used to process a priming response.]

Is the sequencing of records in the Additional data in the DNS priming response
important? Specifically, is it necessary to put all Type A records before any Type AAAA
records in the Additional section of the priming response?

Members of the joint committees speculate that some DNS implementations may be
sensitive to the order that Type A and AAAA records are encoded in the Additional
Section; specifically, some implementations may expect Type A resource records to be
encoded immediately following the Answers Section (as illustrated in Section 2,
Inclusion of IPv6 addresses at the Root of the DNS). It seems appropriate to
accommaodate for this possibility by specifying that all Additional records containing
Type A resource records precede Additional records containing Type AAAA resource
records.

The informal tests of resolver implementations imitate part of the resolver bootstrap
process. These informal tests were valuable, but the committees sought broader and more
formal testing from DNS server vendors, developers and the user community at large.
These are described in the following section.

Testing Iterative Resolvers for AAAA and EDNSO Support

The complete name server bootstrap process must be tested to verify that changes at the
root level of DNS service do not adversely affect production name service. Tests must
verify that an implementation:

o Use the root name server information in the DNS response message without
failing when it is configured with a hints file containing type AAAA resource
records.

o Perform the priming exchange over UDP, which involves sending a DNS query

for type NS for the root (".") to one or more of the root name servers identified in
the local copy of the hints file.

e Process the UDP-encapsulated DNS response message from a root name server.

o Use the information in DNS response message to perform iterative name
resolution.
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Ideally, the test response contains type A and AAAA resource records of the authoritative
root name servers and is larger than the 512-byte maximum UDP DNS message size
specified in RFC 1035. Several root name server operators have volunteered to operate
test name servers for this exercise. These servers have been configured to be authoritative
for "test" root and root-servers.net zones that contain both type A and AAAA resource
records for the authoritative root name servers.

RSSAC and SSAC have solicited Internet community participation to test whether
iterative resolvers can be configured with a hints file containing both type A and AAAA
resource records and also whether iterative resolvers are able to process priming
responses containing IPv6 (AAAA) resource records and priming responses greater than
512 bytes (See SACO017, [12]). The results reported to the ICANN SSAC Fellow when
this report was published are reproduced in Appendix D.

The results indicate that "modern day" (post 2000) DNS products used as recursive name
servers are able to bootstrap when AAAA resource records are present in the root hints or
equivalent configuration data and that these name servers will function properly if they
receive a priming response greater than 512 bytes containing AAAA resource records.
We conclude that very few recursive name servers used in production today will be
adversely affected by the inclusion of IPv6 addresses for root name servers in the root
hints and root zone files.

Intermediate System Considerations

Anecdotal reports suggest that certain intermediate devices used in production networks
(e.g., security systems such as an Internet firewall) inspect DNS messages for security
purposes may be adversely affected by the inclusion of AAAA records in the DNS
priming response messages. Again, three adverse conditions may result from this action:

1. The security system is not IPv6-aware and by default blocks DNS messages that
contain resource records that do not conform to RFC 1034/1035.

2. The security system is IPv6-aware but the default configuration setting of the system
is to block DNS messages that contain resource records that do not strictly conform to
RFC 1034/1035.

3. The security policy enforced by an organization currently blocks DNS messages that
contain resource records that do not conform to RFC 1034/1035.

To better understand these situations, first consider the behavior of a security system,

e.g., an Internet firewall or software firewall executing on a host that has not
implemented IPv6. When this security system receives an IPv6 datagram used to
transport a priming message over an Ethernet segment, it will inspect the EtherType field
of Ethernet header, extract the value encoded (for IPv6, 0x86DD), and compare this value
against the set of "allowed EtherTypes" in its security policy database. Since IPv6 is not
implemented, it is classified as unwanted traffic, so the security system will discard this
packet.
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Now consider an application layer gateway that is implemented or configured to enforce
a policy that only allows RFC 1035 compliant DNS protocol elements. The application
layer gateway will inspect the Additional Section in the expanded DNS priming request,
parse and process type A resource records as "allowed" but it will reject a DNS priming
response if it encounters AAAA records because these are "not defined" in RFC 1035 and
thus treated as potentially malicious (hostile).

We thus consider the following issues with respect to choosing alternative (2).

Will the presence of AAAA records in the DNS priming response influence the way
intermediate devices enforce security policy on DNS messages?

Using the same tests performed against TLD name servers that return AAAA records,
members of the committee were able to demonstrate that DNS response messages
containing AAAA records will pass through a number of commercial firewalls that are
commonly used by large organizations and commonly interposed between an
organization's internal name servers and external name servers (e.g., TLD and root name
servers).

Is EDNSO support among intermediate systems in production networks prevalent enough
to choose a priming response alternative that cannot fit within the maximum DNS
message size specified in RFC 1035?

Some intermediate systems and application layer gateways may not support EDNSO
extension mechanisms or may be configured to reject DNS messages containing the OPT
parameter resolvers use to indicate they are capable of receiving UDP-encapsulated
messages larger than 512 bytes. Other intermediate systems may be capable of processing
EDNSO extension mechanisms but may have been configured to block them. For some
systems, this may be the default behavior, as in the case of the Cisco PIX version 6.2.5
and earlier. In some cases, organizations may have configured a security policy at a
firewall to protect against attacks that use large DNS responses as a means to exploit
vulnerabilities in certain name server implementations [3].

Members of the committee informally tested intermediate (security) systems by
composing and issuing Type NS queries to Top Level Domains that currently return A
and AAAA records from hosts behind the security system. In this case, the queries used
the EDNSO option to advertise a buffer size of 4096 bytes. The sizes of the responses
ranged from 521 bytes to 730 bytes. Members of the committee were able to demonstrate
that a number of commercial firewalls will allow UDP-encapsulated DNS responses
larger than 512 bytes to pass unless a security policy is specifically configured to block
such traffic. These informal tests were again valuable, but the committees sought broader
and more formal testing from DNS server vendors, developers and the user community at
large. These are described in the following section.
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Testing Firewalls for IPv6 and EDNSO Support

Any party, vendor or user, can test the action an intermediate system takes when it
encounters type AAAA resource records by composing and issuing Type NS queries that
currently return A and AAAA records of certain TLD name servers (e.g., UA, FR, JP,
and HK). By advertising a receive buffer of at least 811 bytes, any party can also test the
action an intermediate system takes when it receives a UDP-encapsulated DNS response
message larger than 512 bytes by composing from TLD name servers such as FR and
HK. These tests are sufficient to verify that an intermediate system implementation and
policy configuration will allow priming response messages to pass without modification
or interference.

RRSAC and SSAC have solicited Internet community participation to test how
intermediate systems react when DNS response messages contain AAAA RRs and when
UDP-encapsulated DNS response messages are greater than 512 bytes (See SACO016,
[4]). The results reported to the ICANN SSAC Fellow when this report was published are
reproduced in Appendix E

IP Reassembly and Security Policy Issues

The issue we consider here is related to EDNSO support and the use of DNS messages
larger than 512 bytes. All implementations and intermediate systems ought to be capable
of reassembling IP packets that have been fragmented in transit [5]; however, security
administrators may configure security systems to intentionally block DNS messages that
exceed 512 octets to thwart forms of DDoS attacks that make use of IP fragmentation.

SSAC Advisory SAC008 does in fact recommend that TLD name servers block IP
packets carrying UDP messages exceeding the standard 512 bytes, with the caveat that
"TLD name server operators should recognize that future protocol extensions and
enhancements may result in changes to this filtering rule™ [6]. One possible change is for
TLD operators to allow UDP-encapsulated DNS response messages exceeding 512 bytes
from root name servers only (e.g., a list of trusted IP addresses). While these addresses
could be used in spoofing attacks, the amplification factor is not quite the same as it
would be if TLD operators removed the filter entirely.
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4.

Findings

The SSAC and RSSAC offer the following findings for consideration:

1.

16

Adding IPv6 addresses at the root of the DNS affects the root hints file and the
priming exchange.

The existing procedures for publishing root hints need not be changed to add AAAA
addresses of root name servers in the files made available at
ftp://ftp.internic.net/domain/, however making a version of root hints
that includes AAAA records for the root name servers configured with IPv6 addresses
may be appropriate.

DNS implementations used by all thirteen root name server operators are capable of
including IPv6 records.

Changes to include IPv6 addresses affect the DNS priming response in two respects:

a. Adding IPv6 addresses adds a resource record type (AAAA) that many
implementations have never seen returned in a DNS priming response.

b. No more than two (2) AAAA resource records can be included in the response if
the overall message size is to fit within the 512 byte maximum UDP-encapsulated
DNS message size specified by RFC 1035.

c. A DNS priming response containing the names, type A records and type AAAA
records for all thirteen root name servers will result in a response message of 811
bytes. Resolvers that use EDNSO and advertise a receive buffer of at least 811
bytes will receive the entirety of the message. Resolvers that use EDNSO but
advertise a receive buffer less than 800 bytes and resolvers that do not use EDNSO
will receive DNS response message containing an abbreviated Additional section
which will contain at least two type AAAA records (see Root Name Server
Considerations in Section 3).

Testing conducted by members of the committee and the community at large indicate
that:

a. Resolvers commonly used in production networks today are able to process IPv6
address records returned in response to type NS queries by TLD name servers
without incident.

b. Intermediate systems commonly used in production networks today allow DNS
messages containing IPv6 addresses to pass without incident (either as a default
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policy or by user configuration).

c. Resolvers commonly used in production networks today are EDNSO capable.
Statistics from RIPE suggest that the majority of these resolver installations
advertise receive buffers greater than the 811 bytes that root name servers would
require to return a DNS priming response message containing the IPv4 and IPv6
address records for all 13 root name servers.

d. Many intermediate systems commonly used in production networks today allow
UDP-encapsulated DNS messages that exceed 512 bytes to pass without incident.
Some systems block longer messages by default. Other systems are intentionally
configured to block such messages to protect against IP-level fragmentation
attacks. ICANN and IANA should give the community ample time to test security
policy configuration at intermediate systems before making changes to the root
hints and root zone file that would increases the size of UDP-encapsulated DNS
response messages beyond 512 bytes.

On the basis of the above findings, the committees conclude that changing the DNS
priming response to include IPv6 address records will have minimal impact on name
server implementations and intermediate systems used in production networks.

Additional study and testing is encouraged to continue to assess the impact of including
AAAA records in the DNS priming response. Testing should be part of an overall
strategy or "road map" for deployment that would ultimately result in the inclusion of the
names, type A records and type AAAA records for all thirteen root name servers in the
priming response. Root name server operators should continue to offer a public test
facility for a reasonable time frame that can be used by product implementers as well as
DNS, network, and security administrators to verify that their name service will not be
interrupted on the cutover date.

Providing advanced notice of this change in a variety of venues — ICANN and supporting
organization web sites, trade publications, and other technology news venues and forums
—is an important element of the overall strategy. Advanced notice will give sufficient
time to test well in advance of the date when root name servers will begin returning a
"full" priming response.
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5. Recommendations

ICANN SSAC and RRSAC recommend that type AAAA records for all root name
servers so addressed should be included in the root hints and root zone files and that they
be returned in priming responses from root name servers as soon as practically possible,
The committees jointly conclude that the most expedient way to proceed is for ICANN,
IANA and the root name server operators to coordinate a phased deployment.

1. ICANN and IANA should provide advanced public notice and identify a date on
which DNS priming responses from root name servers will include names, type A
records and type AAAA.

2. ICANN should continue to solicit testing and report how recursive name server and
intermediate system implementations behave when they receive the larger priming
response to the community at large. Currently SAC 016 [4] and SAC 017 [2] serve
this purpose. These documents should continue to identify software, versions, and
(where appropriate) special configuration settings that will permit systems to behave
correctly when root hints and DNS priming responses contain AAAA addresses and
when the priming response exceeds the RFC 1035 maximum message size.

3. After the specified date, IANA should publish a root hints file containing all thirteen
A resource records of root name servers plus the AAAA resource records of all root
name servers so addressed at ftp:/ftp.internic.net/domain/. On the specified date,
IANA should add the AAAA records for the root name servers so addressed to the
root and root-servers.net zones. Once all root name servers load these updated zones,
DNS priming responses will return names, type A records for all root name servers,
and type AAAA records for root name servers that are assigned IPv6 addresses.

4. 1ANA should add AAAA resource records for other root name servers as they are
assigned and in accordance with existing update policy and practice so that
ultimately, the priming response will return both A and AAAA resource records for
all thirteen root name servers.
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Appendix A. Background Information

The Domain Name System

The Internet Domain Name Service ([7, 8] is modeled as a distributed database,
organized as a tree structure. In the structure, each node in the name space and all its
descendents are called a domain. A domain is thus a subtree of the Internet name space.
Domains have names. Each domain is named after its topmost node, and each descendent
(node) of a domain has a label assigned or registered within the domain. A node's
domain name is the list of the labels on the path from the node to the root of the tree.
The labels of sibling nodes must be unigue.

There is a single, authoritative root for the DNS and it is commonly referred to as "dot"
or "." Labels assigned to nodes directly subordinate to the root identify Top Level
Domains (TLDs). The registration of labels within TLDs is delegated to Registry
operators. Organizations and individuals who register labels within TLDs are called
domain name registrants.

The label relationships between the root, TLD operators, and domain name registrants
who register second level labels within TLDs is depicted in Figure A-1:

Root Servers serve "dot ()" {DNS resource
records for generic and country code Top
Level Domains}

{.aero.|.biz|.com|...|.org|...|.ac|.ad | ... | .ws}

TLD Name Servers serve DNS records

for Second Level Domains (SLD) within
. their Top Level Domains
icann .

ietf

SLD Name Servers serve DNS records

/ for domain names within their Second

Level Domains

sSac Www WWW

Figure A-1. Label Relationships in the Domain Name System

Domain name records are commonly stored in master files distributed throughout the
Internet. Master files are hosted on name servers. Name servers are key components of
the DNS. They store complete information for some part of the domain tree over which
they have administrative control. In particular, name servers that host the complete
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database or zone for a particular sub-tree of the domain space are said to be
authoritative for that sub-tree.

Root Name Servers

The root name servers host a critically important master file. The root zone file contains
authoritative data for the top most level of the DNS. The root zone file contains several
classes of resource records, as illustrated in Table 1-1. (Note: the symbol 3< is used to
indicate that some data have been trimmed from the example.)

;File S}Eart: 15052 Start of Authority information
IN SOA A.ROOT-SERVERS _NET. NSTLD.VERISIGN-GRS.COM.
(2005100205 ;serial
1800 ;refresh 30 min
900 ;retry every 15 min
604800 ;expire 1 week
86400 ;minimum of a day
$TTL 518400 )
- NS A.ROOT-SERVERS._NET. Root name server names. By
- NS B.ROOT-SERVERS.NET. convention, the 13 authoritative
- NS C';OOT'SERVERS'NET' root name servers are
_ NS L.ROOT-SERVERS.NET. aSSigned a Single alphabetic
_ NS M.ROOT-SERVERS.NET. character label (A through M) in
the domain root-servers.net.
A_ROOT-SERVERS .NET. A 198.41.0.4 Root name server IP
C'ROOT‘}S(ERVERS'NET' A 192.33.4.12 server has a record listing the
L.ROOT-SERVERS.NET. A 198.32.64.12 IPv4 address used to query it.
M.ROOT-SERVERS.NET. A 202.12.27.33 Several root name servers
< support IPv6 but these
addresses are not yet included
in the root zone file.
$TTL 172800 Name records for the Top
< Level Domain name servers
JE- NS NSO-JA-NET. (gTLDs, ccTLDs). Each TLD
SE. NS  A.NS.SE. identifies at least two name
SE. NS B.NS.SE. servers that host its zone file.
<
Bl1Z. NS G.GTLD.BI1Z.
=<
INFO. NS TLD1.ULTRADNS.NET.
<
JOBS. NS M3 .NSTLD.COM.
JOBS. NS H3.NSTLD.COM.
A.NS.SE. A 192.36.144.107 TLD name server IP
A.NS.SE. AAAA 2001:698:9:301:0:0:0:53 | gddresses.
MUNNAR I}_<OZ-AU_ A 128.250.1.21 TLD name servers may have
MUNNARI .OZ . AU . A 128.250.22.2 multiple IPv4 and multiple IPv6
3¢ addresses.
NSO.JA_NET. A 128.86.1.20
NSO.JA_NET. A 193.63.94.20
NSO.JA_NET. AAAA 2001:630:0:8:0:0:0:14
NSO.JA.NET. AAAA 2001:630:0:9:0:0:0:14

Figure A-2. Label Relationships in the Domain Name System
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Resolver and Name Servers

A resolver asks questions about domain names, e.g., it queries the DNS. In the client-
server model used by many Internet applications, the resolver is the DNS client.
Typically, a user application determines the IP address associated with a domain name by
issuing a (remote) procedure call to a name resolution process called a stub resolver. A
second type of DNS client, the iterative resolver, is typically an element of a recursive
name server. Both stub and iterative resolvers direct queries to name servers, which
provide the server element of DNS.

Authoritative name servers answer queries using the zone data over which they exercise
authority. A recursive name server performs name server and iterative resolver
functions, as follows. When a recursive name server receives a DNS query from a user
application that it cannot answer using DNS information at hand, the iterative resolver
composes a DNS query message requesting the address record associated with the
domain name and forwards the request to a root name server. If the root name server
knows the answer, it returns the requested information in a DNS response message. If the
root name server does not know the answer, it provides the resolver with the names and
addresses of the top level domain name servers in which the queried domain name is
registered. This is called a referral. The recursive name server will then query one of the
TLD name servers serving the top level domain of the name being resolved. If the TLD
name server knows the answer, it returns the requested information. If it does not, the
TLD name server provides the recursive name server with the names and addresses of the
second level domain name servers. The process continues (iterates) until the name is
resolved or determined not to exist. Figure A-3 illustrates the role of a recursive name
server.

Figure A-3. Name Resolution via a Recursive Name Server
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In practice, a resolver on a client host is configured to query (local) recursive name
servers that cache DNS response information for frequently queried domain names.
When caching is used and a recursive name server receives a domain name resolution
request from a resolver, the recursive name server examines its cache to determine if the
requested name information has already been stored locally before it iterates the request
as described earlier. If the information is locally available, the recursive name server
immediately returns a response to the requesting resolver (and does not query the root
name servers).

Caching implies that not every query is referred to a root name server, but caching
depends on referrals from the root. Caching is important, however, because it reduces
DNS traffic and message processing loads on root as well as TLD name servers.

Cached information is not authoritative, but the DNS uses timeouts to purge potentially
stale information. As DNS Security (DNSSEC, [9]) becomes more widely deployed, a
resolver will be able to verify the integrity of DNS data returned in a DNS response
message irrespective of the name server it has queried.

DNS Traffic and Intermediate Systems

In practice, the communication paths between client hosts, name servers, and root name
servers comprise many types of intermediate systems. While many of these perform
network level routing and switching operations, others may inspect or process application
traffic for a variety of (security) policy enforcement purposes. Such systems include
network and application firewalls, in-line intrusion prevention systems, and application
layer gateways, also known as security proxies. Many such intermediate devices process
and inspect DNS messages for security purposes, €.g., to ensure proper protocol behavior
and to detect and block:

e malformed or maliciously composed messages that can be used to probe for and
exploit vulnerabilities in specific DNS implementations

e traffic flooding attacks (e.g., DNS DDoS amplification attacks [6])

e traffic that violates a security policy; for example, an organization may wish to
control DNS traffic by

o Destination and source IP address,

Query type (e.g., to prevent zone transfers), and

Protocol operation type.

Protocol composition (e.g., to block DNS messages exceeding the

maximum message size specified in RFC 1035)

O OO

It is also worthwhile to note that host intrusion detection software may be installed on
name servers. Such security software may process and inspect DNS messages for security
purposes as well, and may detect and block traffic in the same manner as intermediate
devices.
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Local Name Server

Root Name Servers
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Internet

Intermediate systems
inspect DNS messages
for security or policy

enforcement purposes

Figure A-5: Communications Paths between Name Servers (conceptual)

The Root Hints File

A recursive name server's iterative resolver must know the IP address of at least one root
name server to function properly. Commonly, name server software provides sufficient
configuration information during installation to assure that a host connected to the
Internet can query a root name server by including a hints file. (Note: Some
implementations, including BIND version 9, include root hints in the binary distribution.
Such implementations may use a hints file if one is present.)

The hints file contains the name of one or more root name servers and the IP address(es)
assigned to the root name server(s). For example, the cache . dns file in the folder
C:\winnt\System32\DNS contains the root hints information for the DNS service of
Microsoft Windows Server 2003 [10]. For the BIND DNS server, LINUX and BSD
distributions include root hints information in a file typically in the directory
/var/named. The file name varies across distributions but is commonly one of
named.cache, named.root, or db.cache.

Creation and Maintenance of the Root Hints File

By convention, root name server domain names are assigned single letter labels within
the domain ROOT-SERVERS . NET; specifically, the root name servers are assigned third-
level labels A through M. Root name server operators [11] are responsible for assigning IP
addresses to root name servers. Only thirteen root named server names can serve the root
zone. The number thirteen was imposed as an upper limit to allow a specific DNS
message response called the priming response to fit within the maximum DNS message
size specified in RFC 1035. Note that the number thirteen relates to the number of
domain names assigned to root name servers. In several cases, a single root server name
represents multiple actual name servers using a technique called anycast addressing,
where one IP address can be bound to many geographically diverse network endpoints.
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All the root name servers have IPv4 addresses. Some root name server operators have
assigned IPv6 addresses as well. These addresses do not yet appear in the root hints file.

Root name server operators are responsible for notifying IANA when they add or change
the addresses of the name servers they administer. The IANA maintains the authoritative
root hints file. Changes to root hints information are made at the explicit request of root
name server operators and are reflected in root hints by mutual agreement between
ICANN and the U.S. Department of Commerce.

The root hints are published at ftp://ftp.internic.net/domain/ [12] under the
popular names named. cache, named.root, and db. cache to facilitate this method.
VeriSign, the company that hosts the ftp.internic.net server, hashes and signs these files
for integrity protection and authentication purposes using PGP encryption software (the
signature files can be found at ftp://ftp.internic.net/domain/, as well), thus
automated methods can be used with some confidence by programming to verify both the
hash and digital signature prior to replacing the local file. The root hints file is
reproduced in Appendix C.

Maintaining Accurate Root Hints Information

Iterative resolvers must have accurate information about root name servers to operate
properly. Maintaining the accuracy of root hints information on a resolver or a recursive
name server has two dimensions. The first — maintaining the accuracy of any pre-
configured information regarding the names and IP addresses of root name servers — is a
configuration matter. The second — verifying the accuracy of pre- or statically configured
root hints information — is a bootstrap procedure performed by many resolvers when
name service is initialized (or according to a pre-defined time interval) and involves a
DNS protocol exchange called priming. Strictly speaking, recursive name servers are not
required to perform a priming exchange, but the practice is very common and is thus
worth discussing.

Updating and Maintaining Root Hints Files

Historically, name server administrators were responsible for updating root hints
information on their respective servers. Today, administrators continue to perform this in
several ways:

1) Manual process. An administrator can manually replace the local copy of the
root hints file with one he downloads from ftp://ftp.internic.net/domain/.

2) Scripted process. An administrator can schedule a program to periodically check
the accuracy of the local copy of the root hints file [13]. If the local copy is
incorrect, the program can automatically replace it with one it can download from
ftp://ftp.internic.net/domain/.

3) Commercial OS vendor updates. Administrators can rely on software updates
by commercial vendors to update root hints files. Microsoft, for example, updates
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the cache.dns file in a service pack distribution [14].

4) DNS software updates. A new installation or an upgrade of existing DNS
software obtained from the vendor will often include the root.hints file current
when the distribution was packaged [15].

DNS Priming Exchange

Name server administrators perform the actions described in the previous section to keep
static configuration current. Since there are margins for error in all the common practices
described above, many resolver implementations attempt to verify the root hints
information at hand. This verification process is called a priming exchange.

The priming exchange makes use of standard DNS query and response messages. A DNS
query may be represented as a 3-tuple of {QNAME, QTYPE, QCLASS}. QNAME is the
domain name about which we are interested in obtaining information: for the priming
query, this is ".", meaning the root. QTYPE specifies the type of resource record we seek,
e.g., a name server resource record (NS). QCLASS specifies the class of resource record,
typically IN.

The priming query is for (QNAME=".", QTYPE="NS", QCLASS="IN"). The answer
contains NS records in the authority section and the corresponding A records in the
additional section. All DNS messages share a common format, as follows:

| Header Section | Protocol parameters

| Question Section | The question or query from the client (what is being asked)

| Answer Section | Resource records that answer the question

| Authority Section | Resource records identifying the domain authority
Additional Section Resource records containing additional information that

complement the answer, these are answer-dependent

A name server begins the priming exchange by sending a DNS query message for a
resource record of type NS to one or more of the root name servers identified in the root
hints file.
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DNS Priming Query

In the case of the priming exchange, the name queried is "." and the class is "IN". Figure

A-6 provides a screen snapshot of how a packet capture utility would decode and display
the priming exchange, and thus illustrates the exact composition of the priming query as

hosts transmit it today:

In the priming query, a name
server asks one question: "what
are the authoritative name
servers for the root zone?"

Figure A-6. DNS Priming Query

The priming query is sent to at least one root name server. Commercial and open source
operating systems and name server resolver implementations behave differently with
respect to which and how many root name servers they will query during this bootstrap
process [13, 15]. A name server administrator can also influence this behavior using
scripts or by modifying the default configuration of name service on a host he
administers.

If the DNS priming exchange fails to complete, name servers will use locally available
"hints" information.
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DNS Priming Response

A root name server responds to the DNS priming query message (type NS) with a
response message listing the NS resource records for the root. The priming response
message conveys important information in the Answers and Additional Sections.

The Answer Section

The Answer Section contains the name, type, class, and TTL (time to live) of all the root
name servers. Figure A-7 illustrates the DNS priming response message with the Answer
section expanded for closer examination:

In the priming response, the
root name server queried
returns the NS records for all 13
root name servers in the
Answer Section

The first answer record
contains a Fully Qualified
Domain Name (31 bytes); the
remaining twelve only contain
the 3 level single letter label
(15 bytes)

Figure A-7. DNS Priming Response (Answers expanded)

A root name server returns a fully qualified domain name in the first NS resource record,
which occupies 31 bytes of the message. To conserve space, the root name server only
returns the third level label in the second through thirteenth NS resource records in the
Answer Section of the priming responses (using name compression, only four bytes are
required instead of the twenty required for the fully qualified domain name). Each
compressed NS resource record occupies 15 byes of the message.
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Additional Section

In addition to the Answer section, the DNS priming response message will contain data
in the Additional Section. Each record in the Additional Section provides the name,
type, class, TTL, and IPv4 address (resource record type A) of a root name server
identified in the Answer Section:

Figure A-8 illustrates the DNS priming response message with the Additional Section
expanded for closer examination:

{@ DNS PRIMING EXCHANGE - Ethereal

Analyze  Statistics  Help |

ER¢» T2 QAQQ POEX O |

File Edit Wew Go Capture

B 5E x®

Mo, - | Tirme: | Source | Destination | Protocol | Info
13 15.643058 172.17.1.50 172.17.0.7 DNS standard gquery A a.root-servers.net
14 15.645427 172.17.0.7 172.17.1.50 DhS Standard guery response A 198.41.0.4
15 15.652738 172.17.1. 50 158.41.0.4 DNS Standard query NS <RoOOt>

16 15.730541 198.41.0.4

Standard guery response nNS

H. ROOT-SERWVERS.

[ Frame 16 (478 bytes on wire, 478 bytes captured)
l» Ethernet II, sSrc: 00:90:7f:28:30:49, Dst: 00:0d:56:a0:df:6h
I Internet Protocol, src addr: 198.41.0.4 (198.41.0.4), Dst addr: 172.17.1.50 (172.17.1.50)
> User Datagram Protocol, Src Port: domain €530, Dst Port: 1227 (1227)
= Domain Mame System (responsel
Transaction ID: Ox0029
P Flags: 0x8500 (Standard guery response, No errar)
Questions: 1
Answer RRs: 13
Authority RRs: O

R In the priming response, a root
N name server returns the IPv4

» additional

records

(Type A) records of all 13 root =

= H.ROOT-SERVERS.MET: type A, class inet, addr 128.63.2. . Ong
Name: H.ROOT-SERVERS. NET name servers in the Additional
Type: Host address .
class: inet Section
Time to Tive: 41 days, 16 hours
pata length: 4
Addr: 128.63.2.53

> C.ROOT-SERVERS.NET: type A, class inet, addr 192.33.4.12

[ G.ROODT-SERVERS.NET: type A, class inet, addr 192.112.36.4

[+ F.ROOT-SERVERS. NET: type A, <lass inet, addr 192.5.5.241

[> B.ROOT-SERVERS.NET: Type A, class inet, addr 192,228.79.201

[» J.ROOT-SERVERS.NET: type A, class inet, addr 192.58.128.30

> K.ROODT-SERVERS.NET: type A, class inet, addr 193.0.14.129

[+ L.ROOT-SERVERS. NET: type A, <lass inet, addr 198.32.84.12

[> M. ROOT-SERVERS, NET: Type A, class inet, addr 202.12.27.33

> I.ROOT-SERVERS.NET: type A, class inet, addr 192.36.148.17

> E.ROODT-SERVERS. NET: type A, class inet, addr 192.203.230.10

[+ D.ROOT-SERVERS. NET: type A, <lass inet, addr 128.8.10.90

[ A, ROOT-SERVERS.NET: Type A, class inet, addr 198,41.0.4

[ friteD: 16 M D

Figure A-8. DNS Priming Response (Additional Records expanded)

The DNS priming response message illustrated in both Figures A-7 and A-8 only returns
IPv4 addresses of root name servers.
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DNS Priming Response Message Size

A DNS priming response message is encapsulated in a UDP datagram that is transmitted
in an IP datagram having a total length of 464 bytes. Subtracting the IPv4 and UDP
headers (20 bytes and 8 bytes, respectively), the length of the DNS message (e.g., the
UDP payload) is 436 bytes, allocated as illustrated in Table A-1:

DNS Priming Response Message (IPv4 only) # Bytes
Required Headers: 12
e Transaction ID, Flags, Questions, Answer RR count,
Authority RR count, Additional RR count

Query 5
e Name "." Type NS, Class INET

Answers:

e First answer contains name, type, class, time-to-live (TTL) and 31

Data length (value 20), plus the Fully Qualified Domain Name
(FQDN) of a root name server (e.g., HLROOT-SERVERS.NET)

e Second through 13" answers contain only name, type, class, TTL
and Data length (value 4) plus the Relative Domain Name (RDN)
of a root name server (e.g., the single letter G, F, E...) and
occupy 15 bytes
(Thus, we have 12 answers and each is 15 bytes long). 180

Additional:

e Each of the 13 A records in the Additional contains name, type,
class, TTL and Data length (value 4) and an 4-byte IPv4 address
and occupies 16 bytes
(13 records times 16 bytes per record equals 208 bytes) 208

Total length 436 bytes

Table A-1 DNS Priming Response Message (IPv4 only)

Note that root name servers use name compression in the DNS protocol to reduce the
number of bytes required to return the domain names of all 13 root name servers. This
allows the overall length of the DNS priming response message to fit within the 512 byte
maximum UDP-encapsulated DNS message size specified in RFC 1035, and assures that
a UDP-encapsulated response will not be fragmented over any link that supports the
default IP maximum datagram size of 576 bytes (see RFC 879, [16]).

IPv6 Addressing

IPv6 addresses are 128 bits long and, like IPv4 addresses, are assigned to network
interfaces of Internet hosts [17, 18]. IPv6 addresses are represented as eight groups of
sixteen bits. Each group of sixteen bits is represented as four hexadecimal digits,
separated by colons, e.g., FEDC:BA98:7654:3210: FEDC:BA98:7654:3210. FOr
readability, leading zeroes in any subfield may be omitted, thus, writing
1080:0:0:0:8:800:200C: 4174 IS equivalent to writing the IPv6 address as
1080:0000:0000:0000:0008:0800:200C:417A. One can further compress IPv6
addresses when writing them by using "::" to indicate multiple groups of 16-bits of zeros
(Note: this convention may only be used once in an address).
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The introduction of IPv6 into the Internet affects the DNS and several extensions to DNS
standards are defined [19] to accommodate IPv6. A new resource record type for IPv6,
the AAAA RR, maps domain names to IPv6 addresses, and a new domain, 1pe6.ARPA, IS
defined for reverse lookups using IPv6 addresses. Modern DNS servers can now process
Additional Sections containing both IPv4 and IPv6 addresses record types (A and
AAAA, respectively).

DNS Message Composition and Size Considerations

RFC 2181, Clarifications to the DNS Specification [20], describes how name servers
should compose UDP-encapsulated DNS messages in the event that a response will not
fit within the maximum message size of 512 bytes specified in RFC 1035:

e |f a name server cannot fit a complete resource record set (RRset) that is required in
the Answer or Authority Section without exceeding the maximum UDP payload, the
name server marks the response as truncated by setting the Truncation bit (TC) in the
header of the DNS response message. This would apply, for example, to a name
server record in the Answer section of a type NS response message.

e Upon receipt of a DNS message response that is marked as truncated, the resolver
ignores the contents of this response. The resolver can retry the DNS query using
TCP to accommodate the larger sized message.

e Inthe event that all the RRsets required for the response will fit but the entirety of the
additional data a name server could return will not fit within the 512 byte maximum
DNS message size specified in RFC 1035, the name server may return abbreviated
additional data. In this case, the truncation bit is not set.

e Upon receipt of abbreviated data, and if the resolver needs missing data, the querying
resolver can issue an additional DNS query using UDP to explicitly request the
additional data that the name server was unable to include in the original query.

These guidelines clarify existing DNS protocol requirements. In addition, to
accommodate longer DNS messages for both IP version 6 and DNS Security extensions,
the DNS protocol was augmented by Extension Mechanisms for DNS (EDNSO, [21]).
EDNSO defines a method a host may use when it composes a DNS query message to
indicate that the querying host is capable of receiving and processing UDP-encapsulated
DNS messages greater than the maximum message size of 512 bytes specified in RFC
1035.

The extensions allow the host to indicate exactly how large a DNS response message it is
prepared to handle. Hosts that have indicated they are able to use EDNSO in a DNS query
message but do not receive a DNS response message within a timeout period often retry
the query without advertising EDNSO. This is useful in topologies where intermediate
systems block DNS messages that exceed 512 bytes to thwart forms of DDoS attacks that
make use of IP fragmentation. Iterative resolvers also retry without EDNSO when the
queried name server doesn't support EDNSO.
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Appendix C. Root Name Server Hints File

This file is made available by InterNIC under anonymous FTP as

file /domain/db.cache

on server FTP.INTERNIC.NET
-OR- RS.INTERNIC.NET
last update: Jan 29, 2004

related version of root zone: 2004012900

formerly NS.INTERNIC.NET

3600000 1IN NS A.ROOT-SERVERS.NET.
A.ROOT-SERVERS.NET. 3600000 A 198.41.0.4

formerly NS1.1S1_EDU

3600000 NS  B.ROOT-SERVERS.NET.
B.ROOT-SERVERS. NET. 3600000 A 192.228.79.201

; formerly C.PSI._NET

: 3600000 NS  C.ROOT-SERVERS.NET.
C.ROOT-SERVERS . NET. 3600000 A 192.33.4.12

> formerly TERP.UMD.EDU

; 3600000 NS  D.ROOT-SERVERS.NET.
D.ROOT-SERVERS. NET. 3600000 A 128.8.10.90

> formerly NS.NASA.GOV

; 3600000 NS  E.ROOT-SERVERS.NET.
E.ROOT-SERVERS. NET. 3600000 A 192.203.230.10

> formerly NS.ISC.ORG

; 3600000 NS  F.ROOT-SERVERS.NET.
F.ROOT-SERVERS.NET. 3600000 A 192.5.5.241

; Formerly NS_NIC.DDN.MIL

3600000 NS G.ROOT-SERVERS.NET.
G.ROOT-SERVERS.NET. 3600000 A 192.112.36.4

; Formerly AOS._ARL._ARMY.MIL

3600000 NS  H.ROOT-SERVERS.NET.
H.ROOT-SERVERS . NET. 3600000 A 128.63.2.53

> formerly NIC.NORDU.NET

; 3600000 NS 1.ROOT-SERVERS.NET.
1 .ROOT-SERVERS . NET. 3600000 A 192.36.148.17

operated by VeriSign, Inc.

3600000 NS J._ROOT-SERVERS.NET.
J_ROOT-SERVERS.NET. 3600000 A 192.58.128.30
; operated by RIPE NCC
i 3600000 NS K.ROOT-SERVERS.NET.
K.ROOT-SERVERS.NET. 3600000 A 193.0.14.129
; operated by ICANN
i 3600000 NS L.ROOT-SERVERS.NET.
L.ROOT-SERVERS.NET. 3600000 A 198.32.64.12
; operated by WIDE
j 3600000 NS M_.ROOT-SERVERS .NET .
M_ROOT-SERVERS .NET . 3600000 A 202.12.27.33

; End of File
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Appendix D. Emulating a DNS Priming Exchange Using
the dig program

Microsoft Windows XP

[Version 5.1.2600]

C:\dig>dig @a.root-servers.net ns

7
2
I
7
2
I
7
I

~HQADPUOUHHIIEERGgWS. -

Ne Ne Ne Ne N

7

.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.

<<>> DiG 9.2.3 <<>> @a.root-servers.net ns
global options:

Got answer:

->>HEADER<<- opcode:

flags:

gr aa rd; QUERY: 1,

QUESTION SECTION:

ANSWER SECTION:

ADDITIONAL SECTION:

Query time:
SERVER: 198

NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
125 msec

printcmd

QUERY,

518400
518400
518400
518400
518400
518400
518400
518400
518400
518400
518400
518400
518400

3600000
3600000
3600000
3600000
3600000
3600000
3600000
3600000
3600000
3600000
3600000
3600000
3600000

status:
ANSWER:

IN

IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN

IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN

WHEN: Tue Aug 29 09:06:25 2006

MSG SIZE
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rcvd:

436

NOERROR,

13, AUTHORITY: O,

NS

NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS

i i -

.41.0.4#53 (a.root-servers.net)

id: 41

TRQADPUHHIIERQW

192
192
193.
198.
202
192
192
128
198
128.
192
192

.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.
.ROOT-SERVERS.

.228.79.201
.58.128.30
0.14.129
32.64.12
.12.27.33
.36.148.17
.203.230.10
.8.10.90
.41.0.4
63.2.53
.33.4.12
.112.36.4

192.5.5.241

ADDITIONAL:

NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.

13
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Appendix E. Results Reported: Testing Recursive Name
Servers for IPv6 and EDNSO Support

The following results have been reported to the SSAC fellow:

DNS Software

BIND
4.9.3-REL [5]

BIND
4.9.11-REL

BIND
8.2.2-P5

BIND 9.2.4

BIND 9.3.2
BIND 9.3.4
BIND 9.4.0 rc2

djbdns
dnscache 1.05

DNS
Commander [4]

DNSJava

JDNSS [1]

MaraDNS
1.2.12.04 [2]

Men & Mice
Suite 5.x with
current BIND 8
or BIND 9

Mice & Men
QuickDNS v1.0
-3.0

Microsoft DNS
Server

Microsoft DNS

34

Bootstraps

Operating Wwhen
System

Redhat Fedora

Core 6 Linux YES
Redhat Fedora

Core 6 Linux YES

SunOS Blakey 5.8 YES

Debian

GNU/Linux YES
Mac OS X version
10.4.8 YES
FreeBSD 6.2 YES
FreeBSD 6.2,

Suse Linux 10.1 YES
Redhat Fedora

Core 6 Linux YES
Windows NT/XP, YES
Linux, Solaris

Java (any OS with N/A
Java support)

Java (any OS with N/A
Java support)

BSD, Linux,

Windows NO
Windows
2000/Windows
2003/Linux/FreeB | YES
SD/

MacOSX/Solaris

Apple MacOS

Classic (System 7 INO
to MacOS 9)

Windows 2000
5.00.2195 SP4 | 'ES
Windows 2003 YES

AAAA RRs
presentin
hints file

Primes
using
IPv4
transport

YES

YES

YES

YES

YES
YES
YES

YES

N/A

N/A

N/A

NO

YES

YES

YES
YES

Supports
EDNSO

NO
NO
NO
YES

YES
YES
YES

YES
YES
YES
NO

NO

YES

NO

NO
YES

Parses
AAAA

RRs

NO

YES

NO

YES

YES
YES
YES

NO

YES

YES

YES

YES

NO

NO
YES

Functions

properly

following

a priming Source
exchange

with a test

root name

server

YES User

YES User

YES User

YES User

YES User

YES User

YES User

YES User

N/A Vendor
N/A Developer
N/A Developer
N/A Developer
YES Vendor
NO Vendor
YES User

YES User
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Server
Nominum CNS

1.6.5.0 Solaris 10 YES YES YES YES YES Vendor
Posadis DNS i1 dows XP SP2 YES NO NO YES |YES User
version 6
PowerDNS Debian
Recursor 3.1.4 |GNU/Linux YES YES YES YES YES User
. Windows
S)uflé E/)vll\'iﬁ 35 2000/Windows
’ 2003/Linux/FreeB YES YES YES YES YES Vendor
current BIND 8
SD/ MacOSX/
or BIND 9 .
Solaris
SimpleDNS User
version 4.00.06 |Windows XP SP2 | YES YES NO YES YES !
[3] Vendor

[1] Used as a leaf or stub resolver. Does not perform recursive lookups and does not
prime.

[2] Recursive resolver does not have IPv6 support; recursion must be disabled to bind to
IPv6 address.

[3] Priming is performed according to a preconfigured time interval (default once every 7
days).

[4] This product does not perform a priming query and relies on root hints configured for
the name server.

[5] Server operates correctly despite error messages recorded in syslog.
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Appendix F. Results Reported: Testing Firewalls for IPv6
and EDNSO Support

The following results have been reported to the SSAC fellow:

. Action when
Action when large DNS
Product Version AAAA RR 9 Source
message
encountered :
received

ARKOON Fast360 3.0/1 to 3.0/22 Allow Deny vendor
ARKOON Fast360 2'8’ 23 and above, | 50 Allow vendor
Checkpoint Firewall-1 NG, R55 Allow Allow user
Check Point FW-1 NGX
R61 HEA 1 on Nokia IPSO 4.1-BUILD013 | Allow Allow user
Cisco C2600 10S 12.2(37) Allow Allow user
Cisco FWSM 2.3(4) Allow Allow user
Cisco PIX Version 6.2.5 Allow Deny vendor
Cisco PIX Version 6.3.5 Allow Allowl vendor
Cisco PIX Version 7.2.1 Allow Allow vendor
Clavister Security Gateway Allow Allow vendor

(All models)
Eland Systems SYS-2,
SYS-2 SOHO 3.x,4.x Allow Allow vendor
Fortinet Fortigate 60 Version 3.0.x Allow Allow user
FreeBSD OpenBSD pf | 6.2-PRERELEASE | Allow Allow user
GajShield Infotech gicuregate VErsion " Allow Allow vendor

ScreenOS Versions
Juniper/Netscreen 5.4r2, 5.30r3, Allow Allow user

4.0.3r4.0
Kobelt Development 3.1.0p11-Pro Allow Allow vendor
NetSentron
Linux 2.6 kernel
Shoreline Shorewall 2.4.1-3 Allow Allow user
Firewall
Linux kernel - Debian
iptables 2.6.17.1 2.6.17.1 Allow Allow user
Firewall
Lymdata Lucigate 3.14 Allow Allow vendor
Firewall
Mandriva Linux 2006
OpenBSD 4.0 pf Allow Allow user
NetStealth Firewall StealthOS Not supported Not supported vendor
Secure Computing Versions 5.2.1,
Sidewinder 6.1.2.00 Allow Allow user
Shiva/Eicon 3105 v 8.42 Allow Allow user

36

2007-01-26-v1.0



Sonicwall

Sepehr 3400
Sepehr 4100

Watchguard Firebox X
1000

Watchguard Firebox X
Edge

XNet Solutions SN330
XNet Solutions EN400

2007-01-26-v1.0

SonicOS Standard
3.1.0.7-77s

GOS 3.0
GOS 3.0

Fireware v8.2

8.0

Version 1.2.1
Version 1.0.0

Allow

Allow
Allow

Allow

Allow

Allow
Allow

Allow

Allow
Allow

Allow

Allow

Allow
Allow

user

vendor
vendor

user

user

vendor
vendor
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Geoff Huston, Telstra

Johan Ihrén, Autonomica

Daniel Karrenberg, RIPE

Akira Kato, WIDE Project

Mark Kosters, VeriSign Labs
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Advisory Committee

16 March 2007

SACO019: SSAC Response to Comment Sought on DNS Root Zone Glue Policy

SSAC welcomes the opportunity to assist IANA as it reviews practices associated with
maintaining [P address information in the root zone, commonly known as “glue”.

SSAC offers the following principles to guide IANA's glue policy.

1.

Whenever a TLD operator adds a name server, the root zone should be Achanged
to include a name server (NS) record for that name server. Whenever a TLD
operator ceases to host its TLD zone on that name server, the NS should be
removed from the root zone.

Address records (A or AAAA) for name servers that host TLD zones must be
included in cases where they are required for correct operation. IANA is free to
employ a minimum or maximum glue strategy, so long as he address records
always reflect the current, correct address(es) of the name servers hosting TLD
zones. When TLD name server addresses change, the change should be reflected
promptly and accurately in the root zone.

If a name server has been used by multiple TLDs to host zones and is no longer
used by any TLD operator, IANA should remove all resource records (NS, A and
AAAA) associated with that name server from the root zone.

Name server operators provide network and system administration for TLD
operators and assign addresses to name servers as part of this service. Whenever
a name server operator changes the address of a name server, the root zone should
be changed to reflect the new address. TLD operators should provide advisory
information to IANA and then IANA should verify address information directly,
preferably in an automated fashion.

Some name servers provide service to multiple TLDs. IANA should seek to
inform all of the TLD operators about an impending change of address for a name
server, but it need not require approval from any of them.

In some cases, two TLD operators may host zone files at the same name server,
and they may assign different host names to the same host (and hence same IP
address). In such cases, the root zone contains multiple NS and glue records as
illustrated in the following example.



se. I N NS a. ns. se.
fr. I N NS a.ns.fr.
a. ns. se. I N A 1.2.3. 4
a.ns.fr. IN A 1.2.3. 4

In situations where an IP address change is requested by one TLD operator (e.g.,
where the IP address of a. ns. se. changes), IANA should verify whether the
requested action is a "split" operation (only the name service for SE is to be
affected by the change) or "move" operation (both SE and FR are affected by the
change, i.e., the IP address of the name server that hosts both zones is changing.
IANA should add addresses quickly but take care in deleting addresses. TLD
operators and name server operators occasionally mistakenly delete NS, A or
AAAA records for operational name servers. IANA should verify that deletions
are intentional to avoid compounding the effects of a mistake.

IANA should be careful to make the procedures timely enough for operational
purposes. If third parties need to be consulted anywhere, proper timeouts must be
part of the procedure. In case conflicting requests from a TLD administrator and a
name server operator cannot be resolved, the wish of the TLD administrator shall
be executed.

IANA should consider some method of providing notices of pending NS and glue
record changes to (all) TLD, name server, and root name server operators. These
parties are invested in maintaining correct name service and are in the best
position to provide an additional and early error detection.

To the maximum extent possible, IANA should automate the process of
maintaining the glue records. The automated process should be completely
visible to the community.
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SAC 021 — Survey of IPv6 Support in Commercial Firewalls

About the Security and Stability Advisory Committee

The Security and Stability Advisory Committee (SSAC) is an advisory committee to the
Internet Corporation for Assigned Names and Numbers (ICANN). The Committee’s
purpose is to offer independent advice to the [CANN board, the [CANN staff and the
various ICANN supporting organizations, councils and committees as well as to the
technical community at large on matters relating to the security and integrity of the
Internet's naming and address allocation systems. The Committee has no official authority
to regulate, enforce or adjudicate. Those functions belong to others. The advice offered by
the Committee should be evaluated on its merits, not on the status of the Committee or its
members.

About this Report

This report was prepared by the SSAC Fellow, Dave Piscitello, under the direction of

Stephen Crocker. The SSAC Fellow designed and executed the survey; the Committee
reviewed and approved the work. The report represents output from the committee as a
whole. Appendix A contains the current list of members and contributors to this report.
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SAC 021 — Survey of IPv6 Support in Commercial Firewalls

Executive Summary
This report surveys the commercial firewall market for IPv6 security service availability.
The report attempts to answer the following questions:

1. How broadlyis IP version 6 (IPv6) transport supported by commercial firewalls?

2. Is support for IPv6 transport and security services available from commercial
firewalls available for all market segments - home and small office (SOHO), small-
to-medium business (SMB), large enterprise and service provider networks (LE/SP)
— or is availability lagging in certain segmernts?

3. Among the security services most commonly used at Internet firewalls to enforce
an organization's security policy, which are available when IPv6 transport is used?

4. Can an organization that uses IPv6 transport enforce a security policy at a firewall
that is commensurate to a policy supported when IPv4 transport is used?

For this survey, commercial firewall vendors were contacted and asked to completea
survey regarding IPv4 and IPv6 networking and security service support in currently
available products. Considerable efforts were made to contact all commercial firewall
vendors; however, it is possible that some were inadvertently excluded from the list.
Vendor responses were analyzed and key findings are illustrated throughout this report.
This report presents all findings and statistics in an aggregated fashion. No individual
vendor responses are reported. The survey results suggest that an organization that adopts
IPv6 today may not be able duplicate IPv4 security feature support.
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SAC 021 — Survey of IPv6 Support in Commercial Firewalls

Introduction

This report surveys the commercial firewall market for IPv6 security service availability.
The report attempts to answer the following questions:

1. How broadly is IP version 6 (IPv6) transport supported by commercial firewalls?

2. Is support for IPv6 transport and security services available from commercial
firewalls available for all market segments - home and small office, small-to-
medium business, large enterprise and service provider networks — or is availability
lagging for certain segments ?

3. Among the security services most commonly used at Internet firewalls to enforce
an organization's security policy, which are available when IPv6 transport is used?

4. Can an organization that uses IPv6 transport enforce a security policy at a firewall
that is commensurate to a policy currently supported when IPv4 transport is used?

The report presents the results of an industry survey conducted by the SSAC Fellow from
June — September 2007. Only commercial firewall products commonly used to enforce a
security policy are included; specifically,we do not include personal firewalls for popular
commercial operating systems, nor do we include open source firewalls that could be
installed on Intel-based computer systems and deployed as Internet firewalls.

Commercial firewall vendors were contacted and asked to complete a survey regarding
IPv6 networking and security service support in currently available products. The survey
listed security features that are commonly used to enforce security policy in [Pv4 networks.
The survey asked vendors to state which features are also supported by their products when
[Pv6 network layer is used.

A complete list of vendors contacted, along with a list of those that responded, is provided
as Appendix A of this report. Considerable efforts were made to contact all commercial
firewall vendors of which the author was aware; however, it is possible that some were
inadvertently excluded from the list. Readers familiar with the commercial firewall market
should concur with SSAC's estimation that firewalls representing in excess of 95% of the
installed base of commercial firewalls are included in this study.

Vendor responses were analyzed and key findings are illustrated throughout this report.
This report presents all findings and statistics in an aggregated fashion. No individual
vendor responses are reported. Publication of such responses could be construed as an
endorsement or disapproval of a vendor or product, which is outside the scope of SSAC's
study.

SSAC bases its findings on what firewall vendors reported in their responses to the survey

questions. SSAC has not performed any formal testing to confirm that a firewall performs
as its vendor reported. Such testing is beyond SSAC's scope. SSAC did attempt to
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SAC 021 — Survey of IPv6 Support in Commercial Firewalls

corroborate vendor claims by contacting knowledgeable third parties in cases where the
committee received multiple, conflicting or incomplete information from a vendor. Where
available, the Fellow reviewed administrative and user documentation available for firewall
products; in particular, technical specifications and user guides were the primary source for
determining security feature support when IPv4 transport is used and for compiling the list
of features included in the survey. The efforts to corroborate what vendors reported do not
provide the same empirical results that formal testing might; however, they provide the
committee with a greater measure of confidence that vendors responded accurately and
honestly to the survey questions.

Background: Why perform this study, now?

SSAC elected to study the availability of security services support for [IPv6 networks
following a presentation during an open session at the July 2007 ICANN Public Meeting in
San Juan Puerto Rico. In that presentation, Ray Plzak, CEO of ARIN, described the
accelerated depletion rate of [Pv4 addresses and the growing difficulties the Regional
Internet Registries (RIRs) are experiencing in allocating contiguous address blocks of
sufficient size to service providers. Mr. Plzak also described how fragmentation in the IPv4
address space is taxing and stressing the global routing fabric, and how the RIRs will
impose more restrictive IPv4 allocation policies and promote a rapid adoption of [IPv6
addresses. SSAC members took note of anecdotal observations that organizations may not
be able to achieve the same security baseline for IPv6 networks as they are currently able to
achieve for IPv4 networks. Noting that no formal study had been recently conducted to
assess the availability of security services for IPv6 networks, SSAC determined to fill that
void.

Methodology

SSAC composed a list of commercial vendors to survey using search engines, popular
security portals that list security products and vendors (e.g., networkintrusion.com), and
contact lists compiled by security product certification testing organizations. We collected
information to complete the survey using vendor publications (web sites, white papers,
product specifications, admmistrative and user manuals), vendor email responses to a
survey email message, telephone conversations with sales, marketing and technical support
personnel. In several cases, SSAC corresponded directly with technical staff responsible
for product developmert.

SSAC attempted to corroborate vendor claims by contacting multiple parties in cases where
the committee received conflicting or ambiguous responses. In certain cases, we contacted
experts at large, colleagues at reputable testing laboratories, or firewall administrators. The
SSAC fellow also consulted vendor documentation (e.g., configuration and administration
guides that were accessible via a vendor's technical support web portal), where available.

SSAC contacted many vendors using general contact email addresses, e.g., addresses

extracted from the general contact information vendors publish at web sites for prospective
customers (info@company .com, sales@company.com, support@company.can,
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prodinfo@company.com). This list was supplemented as often as possible with direct
technical contacts. SSAC solicited direct technical contact information for a number of
firewall vendors by posting a general inquiry to popular firewall and security mailing lists,
(e.g., bugtrag@securityfocus.com, firewall-wizards@listserv.icsalabs.com,
pen-test@securityfocus.com).

ICSA Laboratories shared technical contact information for firewall vendors who have
participated in its certification programs.In most cases, I[CSA staff graciously provided
email introductions. These introductions proved to be invaluable in eliciting accurate
responses and SSAC is indebted to ICSA for their assistance. SSAC also attempted to
contact by telephone vendors who did not respond to email. Calls were initially placed to
contact telephone numbers obtained from vendor web sites (general, sales, marketing, or
technical support). Through these efforts, SSAC obtained survey respases and gathered
complementary information for 42 of 60 products vendors identified.

The survey listed security features that SSAC believes to be commonly used at firewalls to

enforce security policy in IPv4 networks. The survey asked vendors to state which features
are supported by their products within a given market segment when IPv6 transport is used.
The networking and security features requested in the survey are included in Table 1.
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Security service or feature

Description

IPv6 transport

- Forward IPv6 traffic

Can the product forward native IPv6 packets between internal
and external (public) interfaces?

- IPv6 routing

Can the product participate in IPv6 neighbor discovery
exchanges oract as a peer in IPv6 routing protocol
exchanges?

Traffic filtering

- Static packet filtering

Can the product enforce a security policy by applying a fiter on
individual IPv6 packets?

- Stateful inspection

Can the product enforce a security policy by applying a fiter on
all IPv6 packets associated with a given connection or flow?

- Proxies orinspection
engines run on top of
IPv6 network protocol

Can the product enforce a security policy on protocols
encapsulated in IPv6 packets (e.g., ICMP, TCPMUDP, and
application protocols such as HTTP, SMTP, DNS...) using
either application layer gateway (proxy) or stateful inspection of
application protocols and payloads?

IDS/IPS

Can the product provide intrusion detection and intrusion
prevention measures on IPv6 traffic?

DDoS Protection

Can the product protect networks from IPv6, ICMP, and TCP
flooding and malformed packet attacks?

Network Address Translation and Tunneling

IP masquerading

Can the product map IP addresses assigned to endpoints on
internal networks to a single IP address on the external (public)
interface (and thus prevent the disclosure of the internal
network addressing and topology information )?

- 4to6

Can the product encapsulate (tunnel) IPv4 packets in IPv6
packets? This is useful when it is necessary to bridge two or
more IPv4-only hosts or networks that do not use IPv6 and the
only available transport between those hosts or networks is
IPv6.

-  bto4d

Can the product encapsulate (tunnel) IPv6 packets in IPv4
packets? This is useful when it is necessary to bridge two or
more |IPv6-only hosts or networks that do not use IPv4 and the
only available transport between those hosts or networks is
IPv4.

- Flow monitoring

Can the product monitor flows of traffic, detect and respond to
known-to-be malicious or suspicious/anomalous traffic
patterns?

- Log IPv6 traffic

Can the product record security events when the transport is
IPv6?

- IPsecv6 Can the product support IP Security whenthe transport is
IPv6?

- DHCPv6 Can the product support dynamic address assignment when
the transport and addressing scheme is IPV6?

- RADIUS Can the product support authentication, accounting and

auditing (AAA) features in conjunction with a RADIUS-capable
server when the transportis IPv6?

Table 1. Network and Security Features Surveyed for this Report
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Survey Results

We present the results of the survey using charts accompanied by brief analyses. SSAC
obtained survey responses and gathered complementary information for 42 of 60 vendors
identified, representing an aggregate of 81 product placements across the three defined
market segments analyzed. In the charts, we label the bar representing these respondents
with "ALL" and calculate percentages based on a total of 42 responses. Several products
were reported as serving multiple market segments (e.g., SOHO/SMB or SMB/LE/SP);
specifically, 19 products were classified as serving a SOHO market, 35 as serving a SMB
market, and 27 as serving a LE/SP market. In the charts, we calculate percentages for
SOHO, SMB, and LE/SP based on the unique totals for each segment (19, 35, and 27,
respectively).

Breadth of IPv6 Networking support among commercial firewalls

The first survey question asked was, How broadly is IPv6 transport supported by
commercidl firewalls?

Firewalls must nominally be capable of basic IPv6 traffic forwarding between internal and
external interfaces, or able to accept IPv4 datagrams arriving from internal networks and
hosts that are IPv4-only, encapsulating these as payloads in [Pv6 datagrams, and
forwarding these to [Pv6 destinations (the latter feature is considered separately, see the
section entitled Availability of NAT and Tunneling). Chart 1 illustrates the survey results:

IP Transport
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50%

40%

oo ]

20% - — — — -
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0%
All SOHO SMB LE/SP
Market Segment

Chart 1. Firewall support, IPv4 and IPv6 transport

All firewalls surveyed support IPV4 transport. All 42 surveyed firewallssupport IPv4
transport; among these, 13 (31%) support IPv6 transport. Support among SMB (12 out of
35, or 34%) products is slightly higher than among LE/SP (8 out of 27, or 30%) and SOHO
products (6 out of 19, or 32%)).
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LE/SP firewalls, and to a lesser extent, SMB firewalls are often used in more complex
topologies that are designed to satisfy an organization's redundancy, failover and high
availability needs. Such organizations may run firewalls in transparent or bridging mode, or
they may choose to have the firewall participate as a peer in an adaptive routing or
neighbor discovery protocol. Chart 2 illustrates support for neighbor discovery and peer
routing protocols.

IP Routing
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Chart 2. Firewall Support, IPv4 and IPv6 Routing

Sixty percent of all firewall products surveyed (25 of 42) are able to participate as peers in
IPv4 routing exchanges or perform neighbor discovery.Only 10 of 42 (24%) are able to do
so when IPv6 transport is used. The lowest number of firewalls that support IPv6 routing or
neighbor discovery is found in the SOHO segment (4 out of 19, or 21%). Thisis expected,
as most SOHO firewalls are deployed in single and "stub" networking topologies (e.g., a
broadband residential or small business access circuit) and thus require minimal routing
configuration (e.g.,a default gateway). The percentages of firewalls that support IPv6
routing among SMB and LE/SP products surveyed (both at 26%) suggest that certain
organizations couldnot include currently deployed firewallsas peers in IPv6 routing
topologies today. These organizations would na be able to implement adaptive recovery
from link failure when IPv6 transport is used as they do currently with IPv4. (Note: the
survey did not ask about whether products supported high availability and failover features.
This feature should be included in future studies.)

Several firewalls included in the study are classified by their vendors as a hybrid of
application level firewall and intrusion prevention system for large enterprise and service
provider markets. IPv6 transport and routing support is lower among these products.
Adaptive routing requirements for SP/LE environments are more extensive than SOHO and
SMB networks. The development cost is much higher and this may contribute to the
smaller percentage.
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Availability of Traffic Inspection Methods

Commercial firewalls are commonly used to enforce a security policy that controls the
types of traffic that may pass between an organization's internal networks and public
(external) networks. Three forms of traffic inspection are commonly available when [Pv4
transport is used: static packet filtering, stateful packet inspection, and application layer
inspection.

Static packet filtering is the most basic form of security policy enforcement performed at
firewalls. This method examines each packet individually to determine if it complies with a
policy. If the packet complies, it is allowed to pass through the firewall; if not, it is
typically blocked and discarded. Chart 3 illustrates that 40 of 42 (95%) of all surveyed
firewall products provide static packet filtering in all market segments when IPv4 transport
is used, whereas only 29% (12 of 42) provide static filtering when IPv6 transport is used.
The breakdown according to market segmernt shows a relatively consistent pattern of
availability at this percentage: 6 out of 19 (32%) for SOHO, 11 out of 35 (31%) for SMB,
and 8 out of 27 (30%) for LE/SP.

Static Traffic Filtering
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Chart 3. Firewall Support, IPv4 and IPV6 Static Packet Filtering

Stateful inspection of IP layer packets is a more sophisticated, more effective, and hence
more desirable form of security policy enforcement. Stateful inspection considers all IP
datagram payloads associated with a given TCP connection, UDP stream, etc. and is
capable of applying packet filtering policy more accurately onto complete traffic flows.
Chart 4 illustrates that 38 of 42 (90%) of all firewall products surveyed providestateful
inspection when IPv4 transport is used, whereas only 10 of 42 (24%) do so when IPv6
transport is used. This is a marked difference and is not strongly biased by any one
segment: 4 out of 19 (21%) for SOHO, 8 out of 35 (23%) for SMB, and 7 out of 27 (26%).
The limited support for this important firewall feature when IPv6 transport is used is
significant; especially when one considers that many vendors extend stateful packet
inspection techniques to provide additional application level protection measures.
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Stateful Inspection
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Chart 4. Firewall Support, IPv4 and IPv6 Stateful Inspection

The third form of traffic inspection, application level protection, merits additional
discussion and context for readers unfamiliar with firewall evolution. Historically, attackers
focused on vulnerabilities of commercial operating system and server applications. OS and
server application software vendors have, over time, learned to mitigate vulnerabilities and
distribute patches in an arguably reasonable time frame following disclosure of the problem
or actual exploitation of the vulnerability. In parallel, organizations became more proficient
in defending networks against the IP and transport level attacks that were commonly
attempted against commercial OSs.

In response, and in no small part due to the adoption of the World Wide Web, attackers
devote considerable attention to web-based applications that support messaging services
and streaming media, and that provide access to databases mission critical business
applications, and infrastructure servers(e.g., DNS and mail). Attackers also target end
users more aggressively today than ever before, and devise attacks that apply social
engineering techniques via content delivered to client applications(e.g., phishing, worm,
and spyware delivered via email, browser, and instant messaging applications).

Organizations have responded by deploying firewalls that offer application layer
inspection features that protect web, email, DNS, and other Internet servers and clients
from exploitation attacks. Certain firewall vendors provide application layer security
features using application layer gateways (also called proxies). Other vendors extend
stateful inspection to encompass application protocols and payloads as well as network and
transport level protocols. In the survey, SSAC asked whether vendors provide either
capability. Chart 5 illustrates the results.

Chart 5 illustrates that support for application layer gateway or stateful inspection of
application level traffic is found in approximately 34 of 42 (81%) products across all
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market segments when [Pv4 transport is used, but in only 7 out of 42 (17%) when IPv6
transport is used. This is again a marked difference and is not strongly biased by any one
segment: 3 out of 19 (16%) for SOHO, 6 out of 35 (17%) for SMB, and 5 out 0of 27 (19%)
for LE/SP.

Applicaton Level Inspection
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Chart 5. Firewall Support, IPv4 and IPv6 Application Level Inspection

This survey result merits additional comment. Application level protection is a terribly
overloaded term. Without enumerating a particular set of application level security
requirements, vendors of SOHO may have responded affirmatively based on the presence
of a single feature such as content blocking based on a URL blacklist, whereas LE/SP
vendors may have interpreted the question as a request for sophisticated application attack
detection features intended to protect web and other application servers. The latter features
are atypical requirements for SOHO networks, where hosting services is the exception
rather than the norm. The survey results for LE/SP products are perhaps a more accurate
measure of the availability of products that provide application level protection for
organizations that require such features. But even in this segment, support when IPv6
transport is used is low.

Advanced Security Features: Intrusion and DoS Protection

Commercial firewalls are also used to protect an organization from network, transport, and
application level exploitation and flooding attacks. Exploitation attacks use maliciously
crafted packets and traffic streams to identify an exploit a flaw in the programming logic of
a targeted application and cause the application to fail (cease operation) or respond in an
unintended manner; in particular, attackers use exploitation attacks with the expectation
that the application will somehow provide them with a means to take administrative control
of the attacked system. Such attacks arecalled escalated privilege attacks. Once an attacker
gains administrative control of a system, the attacker may install malicious executables that
can communicate back to an attacker's command and controlsystem (C&C). The C&C can
order remotely controlled systems to perform virtually any service (host a web server, send
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spam, etc.). Exploitation and attacks resulting from "gaining root" on exploited or
compromised systems are examples of host and network intrusions. Firewalls that provide
Intrusion Detection and Prevention Systems (IDS/IPS) are able to detect and block many
kinds of exploitation attacks.

Intrusion Detection and Prevention
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Chart 6. Intrusion Detection and Prevention Services

Chart 6 illustrates that 32 out of 42 (76%) of all firewall products surveyed provide
IDS/IPS when IPv4 transport is used, compared to 14% of products when IPv6 transport is
used. This survey resultis significantly biased by the availability of IDS/IPS among SOHO
products when IPv6 transport is used (1 out of 19, or 5%). IDS/IPS features are not
commonly available on SOHO products even when IPv4 transport is used (although this
market segment is growing in response to the continued increase in viruses, worms,
spyware and other malicious code incidents). The survey results for SMB and LE/SP
products — 5 out of 35 (14%) and 6 out of 27 (22%), respectively — are more accurate
measure of the availability of products that provide IDS/IPS when IPv6 transport is used
for organizations that require such features.

SSAC notes that this survey only considers firewalls that offer IDS/IPS functionality and
does not include the broader IDS/IPS market. The survey resultsmay not accurately
represent the state of IPv6 readiness for the broader IDS/IPS market and should not be
interpreted as doing so.

Flooding attacks are designed to exhaust the resources (processing, memory, or bandwidth
capacity) of a targeted application, system or network, and thus deny service to users.
Flooding attacks are the most commonly recognized forms of denial of service attacks and
vendors call specific attention to a product's ability to block the popular variants of denial
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and distributed denial of service (DDoS) attacks. Chart 7 illustrates that a higher percentage
of products across all market segmernts offer some form of rate-limiting when DoS and
DDoS attacks are detected than offer IDS/IPS protection when IPv6 transport is used: 9 out
of 42 overall (21%), 4 out of 19 (21%) for SOHO, 8 out of 35 (23%) for SMB, and 7 out of
27 (26%) for LE/SP. We speculate that this is because the methods vendors use to detect
and rate limit TCP and UDP-based DoS attacks instigated using IPv4 transport can be
applied when IPv6 transport is used as well.
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Chart 7: DDoS Protection

Tunneling Capabilities

[Pv6 implementation will be incremental; in particular, it is very likely that many systems
will not be upgraded to support IPv6 and thus "legacy" IPv4 transport implementations will
co-exist or operate in "islands" for many years if not decades. Many organizations will
require products that encapsulate (tunnel) IPv4 packets in IPv6 packets to intercannect two
or more [Pv4-only hosts or networks when the only available transport between those hosts
or networks is IPv6.

It is very unlikely that all service providers will adopt and provide ubiquitous IPv6
transport over access circuits. This means that some networks that use IPv6 transport will
be unable to connect to other [Pv6-enabled networks without traversing an [Pv4 network.
Users and organizations that adopt and prefer IPv6 transport may require products that
tunnel IPv6 packets in IPv4packets to connect to IPV6-enabled destinations when the only
available transport is [Pv4.

Chart 8 illustrates the availability of [Pv4-to-IPv6 (4to6) and IPv6-to-IPv4 (6to4) tunnels

on commercial firewalls. The 4706 survey results illustrate that 6 out of 42 (14%) of all
firewall products surveyed are able to tunnel IPv4 traffic in IPv6 transport. The breakdown
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according to market segmert is: 3 out of 19 (16%) for SOHO, 6 out of 35 for SMB (17%)),
and 4 out of 27 (15%) for LE/SP. This figure is lower than expected when compared
against the availability of IPv6 forwarding (see Chart 1). We cannot offer any explanation
based on the information collected from the survey.
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Chart 8. Tunneling Capabilities

A higher percentage of all firewalls surveyed are able to encapsulate [Pv6 traffic in [Pv4
tunnels (12 out of 42, 29%). The breakdown according to market segment is: 5 out of 19
(26%) for SOHO, 11 out of35 for SMB (31%), and 7 out of 27 (26%) for LE/SP. This is
arguably an easier tunneling implementation, and allows organizations to cortinue to make
use of security features available when IPv4 transport is used when they connect "islands"
of IPv6 hosts and networks. Some vendors indicated that they were able to perform
IDS/IPS on 6to4 tunneled traffic but the number of vendors providing this additional
information was insufficient to draw any conclusions regarding availability of this feature.

IPv6 availability among firewall market share leaders

The commercial firewall market is dominated by a very small number of network and
security vendors. SSAC identified the companies it believes comprise the top ten market
share holders. Conveniently, all these companies responded to this survey. SSAC then
analyzed the survey results using only these sets of data.

Charts 9-12 illustrate the survey results from these vendors. Several vendors in this survey
have multiple firewall product lines, and we requested that vendors provide a separate
survey response for each product line. All of the product lines reported by vendors that we
identify as market leaders are included in Charts 9-12. For these charts, "ALL" represents
13 products, SOHO includes 5 products, SMB includes 11 producs, and LE/SP includes 10
products.
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Chart 9 illustrates that support for IPv6 transport is stronger among the market leaders,
with 7 of 13 (53%) of all product lines providing IPv6 transport. The percentages of
products providing [Pv6 transport support hover around 50% across market segmerts, with
a slightly higher percentage (60%) among LE/SP products and slightly smaller (40%)
among SOHO products. Since several large router and firewall vendors expanded their
product lines through acquisitions of companies who targeted the SOHO market, the small
drop in support among SOHO product is perhaps attributed to market consolidation.
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Chart 9. IPv6 transport support (Market Leaders)

Chart 10 illustrates that the availability of all forms of traffic inspection for IPv6 transport
improves when only market leader products are considered (Compare to Charts 3, 4, and
5). The availability of static packet inspection across all market segments improves from
29% to 54%. The availability of stateful packet inspection across all market segments
improves from 21% to 38%, and the availability of application level protection across all
market segments improves from 17% to 27%.
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Traffic Inspection - Market Leaders
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Chart 10. Traffic Inspection (Market Leaders)

Comparing Charts 6 and 7 to Chart 11, we see the availability of IDS/IPS increases from
14% overall to 38% overall when only products from market leaders are considered, and
that the availability of DDoS protection increases from 21% to 38%.
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Chart 11. Advanced Security Features (Market Leaders)

Comparing Chart 12 to Chart 8 we see that the availability of tunneling improves when we
only consider product lines of market leaders; specifically, if an organization has or intends
to purchase and deploy a market leader firewall, the likelihood of finding tunneling support
increases to 31% for 4106 and 62% for 6to4 .
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hart 12. Tunneling Capabilities

Collectively, charts 9-12 illustrate that the availability of [Pv6 transport and security
feature support improves when consumer choice is narrowed to the market leaders but that
the availability of more sophisticated traffic inspection and advanced security features are
improved but still not prevalent.

Additional Survey Results and Anecdotal Information

During the collection and processing of the survey, several additional results and
information shared anecdotally by vendors provide additional insight into the present state
of security feature availability as well as the market attitude.

Generally, if a product supports IP transport and one or more forms of traffic inspection,
that product logs IP level events. This holds true for both IPv4 and IPv6 transport. Future
studies might compare the breadth and depth of IPv6 logging against IPv4 logging. For
example, it might be useful to ask whether logging can be enabled for each of the features
and services surveyed, and whether logging facilities accommodate accounting, exception
handling and external notification (e.g., pager, email).

While many firewall products support DHCPv6, RADIUS,and flow monitoring when IPv4
transport is used, few of the vendors who responded to survey questions concerning these
services indicated that they provide support when IPv6 transport is used.

Generally, if a product supports IP transport and one or more forms of traffic inspection,
that product supports [Psec (true for IPv4 and IPv6). Several vendors commented that
[Psecv6 support was limited; for example, some vendors support fewer Internet Key
Exchange (IKE) peer authentication options, or only support manual keys for IKE, or
support [Psecv6 only through a command line interface.

Several vendors commented that IPv6 transport can only be configured using a command

line interface (as opposed to the vendor's graphical user interface, i.e., a Microsoft
Windows application or HTTPS- or Java-enabled web interface.
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Some vendors commented that the signature sets for IDS/IPS inspection engines for [Pv6
were not as extensive as the signature sets for IPv4. Similarly, some vendors indicated that
the number and kinds of denial of service attacks they can detect and block were fewer
when IPv6 transport was used instead of [Pv4.

Vendors who commented that they had no IPv6 support typically claimed that they have
received few if any requests for products that support IPv6. Some vendors indicated that
IPv6 implementation was underway and that product support would appear mid-to-late
2008, whereas others admitted that IPV6 support was not included in product development
time tables in their survey response.
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Conclusions

Based on the results of this survey, SSAC answers the questions posed at the beginning of
this survey report:

How broadly is IP version 6 (IPv6) transport supported by commercial firewalls?

IP version 6 (IPv6) transport is not broadly supported by commercial firewalls. On average,
less than one in three products support IPv6 transport and security features. Support among
the firewall market share leaders improves this figure somewhat.

Is support for IPv6 transport and security services available from commercial firewalls
available for all market segments - home and small office, small-to-medium business, large
enterprise and service provider networks — or is availability lagging for certain segments ?

Support for IPv6 transport and security services is available from commercial firewalls for
all market segments, however, availability of advanced security features is lagging in
SOHO and SMB segments and strongest in the LE/SP segment.

Among the security services most commonly used at Internet firewalls to enforce an
organization's security policy, which are available when IPv6 transport is used?

Overall, relatively little support for IPv6 transport and security features exists. However,
some form of traffic inspection, event logging, and IP Security (IPsecv6) are commonly
available among products that support IPv6 transport and security services.

Can an organization that uses IPv6 transport enforce a security policy at a firewall that is
commensurate to a policy currently supported when IPv4 transport is used?

Internet firewalls are the most widely employed infrastructure security technology today.
With nearly two decades of deployment and evolution, firewalls are also the most mature
security technology used in the Internet. They are, however, one of many security
technologies commonly used by Internet-enabled and security-aware organizations to
mitigate Internet attacks and threats. This survey cannot definitively answer the question,
"Can an organization that uses IPv6 transport enforce a security policy at a firewall that is
commensurate to a policy currently supported when [Pv4 transport is used?" The survey
results do suggest that an organization that adopts IPv6 today may not be able duplicate
[Pv4 security feature and policy support.

The observations and conclusions in this report are based on collected survey results.
Future studies should consider additional and deeper analyses of security technology
availability for IPv6. Such analyses are best performed by certification laboratories and
security assessment teams. Before attempting further testing and analysis, the community
must alter the perception among technology vendors in general (and security vendors
specifically) that the market is too small to justify IPv6 product development.
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Appendix A. Vendors Surveyed for this Report

Vendor Response Vendor
2-Wire, Inc Yes iPolicy Networks
3Com No Jungo
Amaranten No Juniper/Netscreen
Arkoon Yes Kerio
ASCE Networks Yes Lucidata
Astaro Yes Mako Networks
Barbedwire Technologies No Microsoft
BlackBox Yes MultiTech
Cecurux No Netbox Blue
Celestix No NetContinuum
Check Point Software Yes Netgear
Cisco Linksys Yes Netopia
Cisco (108 firewall) Yes NetSentron
Cisco (PIX) Yes NetSoft
Clavister Yes NetStealth
Crossbeam Systems Yes Network-1

Yes Nortel Networks
Cybernet Linux Firewall (1000, 3000 series)
D-Link Yes PresiNet Systems

Yes Secure-Computing (Cyber-
DrayTek Guard)

Yes Secure Computing
Eland Systems (Sidewinder)

No Secure Computing
EliteCore Cyberoam (SnapGear)
eSoft No Sepehrs
Evidian Networks No SonicWall
Fortinet Yes Stonesoft
Forum Systems No Symantec (7100)
GajShield Yes Telco-Tech
GateProtect No Tipping Point
Global Technology Assoc. Yes US Robotics
Green Computer No VarioSecure
HotBrick Yes Vortech
IBM ISS Yes WatchGuard Technologies
inGate Yes Zyxel
Internet-Security (ProxySen Yes
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Executive Summary

This Advisory considers the opportunity for a party with some form of insider informa-
tion to track an Internet user’s preference for registering a domain name and preemptive-
ly register that name. SSAC likens this activity to front running in stock and commodities
markets and calls this behavior domain name front running. In the domain name indus-
try, insider information would be information gathered from the monitoring of one or
more attempts by an Internet user to check the availability of a domain name.

When the domain name of interest for which an availability check is made is registered
shortly after such a check, the individuals making the availability check may reasonably
assume that the organization operating the web site or service they used to determine the
availability of the name preemptively registered the name. Registrants have filed com-
plaints with ICANN, registrars, and with Intellectual Property attorneys that suggest do-
main name front running incidents may have occurred. SSAC does not yet have any hard
data to draw conclusions regarding the frequency (if any) of the occurrence of domain
name front running.

SSAC acknowledges that a perception exists within the community that monitoring or
spying is taking place when would-be registrants check the availability of a domain
name. Much of the information presented before SSAC regarding domain name front
running is anecdotal and incomplete. The information SSAC has reviewed allows us to
observe that some part of the community believes monitoring practices that result in pre-
emptive registration of domain names have occurred and that such practices are not ac-
ceptable. SSAC is concerned that, whether real or perceived, preemptive registration por-
trays an unfavorable image of the domain name industry. This Advisory is therefore a
preliminary study and is intended to put the issue before the community for discussion
and to solicit well-documented incidents, if any can be obtained.

In this Advisory, SSAC begins with a premise that checking the availability of a domain
name can be a sensitive act which may disclose an interest in or a value ascribed to a do-
main name. SSAC suggests that any such domain name availability lookups should be
performed with care. Our premise is that a registrant may ascribe a value to a domain
name; that unintended or unauthorized disclosure, or disclosure of an availability check
by a third party without notice may pose a security risk to the would-be registrant; and
that availability checks may create opportunities for a party with access to availability
check data to acquire a domain name at the expense of the party that performed an avail-
ability check, or to the benefit of the party that monitored the check. We attempt to assess
these risks and suggest ways that information could be collected and used to engage in
domain name front running activities.

SSAC observes that there does not appear to be a strong set of standards and prac-
tices to conclude whether monitoring availability checks is an acceptable or unac-
ceptable practice. We conclude this Advisory with a call for public comment; specifical-
ly, we invite registrants, registrars and other parties who have information regarding pos-
sible domain name front running incident to report that incident to the committee with as
much information as possible to assist SSAC in studying this matter further.
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Introduction

This Advisory considers the opportunity for a party with some form of insider
information to track an Internet user’s preference for registering a domain name and
preemptively register that name. This type of activity has been called domain name
grabbing and preemptive registration in other contexts. SSAC compares this activity to
front running in stock and commodities markets and thus calls this similar behavior
domain name front running. In the domain name industry, insider information would be
information gathered from the monitoring of one or more attempts by an Internet user to
check the availability of a domain name.

Several possible incentives have been suggested to SSAC as motivations to engage in do-
main name front running. One possibility is that a domain name that is of interest to one
or more Internet users has potential for domain name monetization'. A second possibility
is that a domain of interest to an Internet user may have a commodity value in a sec-
ondary (resale) market; in particular, the domain name front runner might seek to sell the
domain name registration to the party whose queries prompted the preemptive registra-
tion of that domain name.

Alternative explanations have also been suggested. Apparent instances of domain name
front running may be mere coincidence or a consequence of domain name tasting®. Do-
main name tasting usually occurs during the 5 day Add Grace Period (AGP) so that the
taster can cancel domain names deemed to be unprofitable before the AGP expires and
recover the cost of registration. In any given month, over a million domain names can be
tested for their potential to be profitable for monetization, and there is a reasonable
chance that some of these names may coincide with names that have been subject to
some form of a domain name availability check during that month.

Background

When the domain name of interest for which an availability check is made is registered
shortly after such a check, the individuals making the availability check might (incorrect-
ly) assume that the web site or service they used to determine the availability of the name
preemptively registered the name. Registrants have filed complaints with ICANN, regis-
trars, and with Intellectual Property attorneys that suggest domain name front running in-
cidents may have occurred. At this time, SSAC has preliminary information from an in-
tellectual property attorney regarding two alleged incidents of domain name front run-
ning. The attorney, however, has asked that SSAC refrain from disclosing the domain
names and parties involved while the law firm continues to investigate these incidents.
SSAC has also requested information from other sources who claim they have been vic-
timized by domain name front running activities and is involved in ongoing discussions

! Domain Name Monetization is a practice whereby a set of pay-per-click (PPC) links and

associated websites are automatically created for each domain name, each of the links generating an
income to the domain registrant when users arrive at the website and click any of the links or associated
websites.

Domain Name Tasting is a practice where a party registers a domain name and tests to see
whether a web site hosted using the name can attract traffic and earn revenue via advertising.
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with other law firms; members of the registrar and registry communities; and security and
domain name experts.

SSAC does not yet have any hard data to draw conclusions regarding the frequency (if
any) of the occurrence of domain name front running. We do know that Internet users
have filed complaints of suspected domain name front running incidents with registrars
and ICANN. Some complainants offer (pre- and post-incident) WHOIS query results to
support their claim. These data alone are often insufficient to determine whether the do-
main name was preemptively registered, how the data used to preemptively register this
particular domain name were acquired, or whether this was an intentional or coincidental
act.

Several factors contribute to difficulties SSAC and others have experienced when at-
tempting to collect detailed information concerning these incidents. No strong set of stan-
dards and practices exists to conclude whether monitoring availability checks is an ac-
ceptable or unacceptable practice. To date, domain name front running complaints have
been processed independently by the contacted parties, e.g., registrar and ICANN staff.
No common reporting mechanism or agreed-upon characterization of what constitutes a
domain name front running incident has been established by the community. Registrants
who do not suspect abuse do not carefully document availability checks as they perform
them, and are not familiar enough with the details of domain name registration to know
what to document and report should they suspect that domain name front running has oc-
curred. Registrants do not even know that they could be a target of domain name front
running.

This Advisory defines and characterizes domain name front running using information
collected from members of the registrar, registry and DNS communities, ICANN staff,
and members of the community at large. These sources (or their organizations) have been
contacted by registrants who have filed complaints regarding what they conclude to be a
domain name front running incident. These sources (or their organizations) have
investigated incidents that registrants claim to be characteristically similar to what SSAC
defines here as domain name front running activities. Based on the currently available
information, SSAC has developed a composite list of methods domain name front
runners might employ to analyze DNS and WHOIS query data, identify domain names of
interest, and preemptively register those domain names.

Domain Name Front running

During the latter half of the 19" century, certain settlers to what is now the southwestern
region of the United States devised ways to preemptively file or jump a claim on a parcel
of land prior to the official start of land runs established following the Indian
Appropriation Act of 1889. Preemptive claim filing was also common during the North
American Gold Rushes of this period. Settlers and miners who engaged in claim jumping
shared several common characteristics: they had access to information (surveys, maps,
geology reports), information holders (engineers, cartographers, territorial officials), or
the land itself that allowed them to speculate and choose which land was most valuable;
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they had advanced notice of a time when a claim would be filed for that land; and they
had the means to filing the claim before another party could do so.

A practice known as front running was exposed long ago in the stock and commodities
markets. Front running occurs when a broker fills an order for a security in his personal
account based on trades or information disclosed by the broker's client (who is often
privy to "insider" information) prior to filling his client's order. Front running trades are
illegal under U.S. and other securities trading laws.

A domain name front running opportunity shares characteristics attributed to claim jump-
ing and to front running trading as well. Domain name front runners, if such actors exist,
exploit an opportunity to gather information, often in near real-time and from various
sources; use that information to deduce whether a domain name is currently of interest to
one or more parties; and preemptively register the domain name.

Methods of Monitoring and ldentifying Domain Names of
Interest

Registrants as well as interested parties in registrars, registries and staff at [CANN
describe various opportunities for monitoring and identifying domain names of interest.
SSAC has compiled this list to help the community appreciate the several means a front
runner has at his disposal and to assess the risk that domain name front running poses.
We include all the opportunities mentioned here; however, SSAC does not claim that any
or all these methods are currently being used, or that this list is exhaustive, only that these
represent plausible opportunities for gathering and monitoring domain names of interest
to prospective registrants, and that these have been related to SSAC by parties who have
anecdotal or partial information regarding a possible domain name front running incident.

Client software. Free- and shareware WHOIS client applications, Browser Helper
Objects (BHOs), extensions, plug-ins and cookies are all essentially application software.
Such applications can be programmed to record WHOIS queries, domain name queries,
search engine arguments, etc. and relay these over covert connections — back channels —
to the software developer or affiliated 3" party of the developer. The query data could be
used by the developer, an affiliate, or sold to a domain name front runner.

3" Party WHOIS query portals. Any web server can host applications to perform
WHOIS queries. Internet users may use such portals to check domain name availability.
A party at any of these portals can use the query data directly or sell it to a domain name
front runner.

Unauthorized executables. Email-delivered worms infect hundreds if not thousands of
client computers daily. Malicious software delivered via email often includes trojan
executables, programs that masquerade as legitimately installed applications or services
but actually perform unauthorized and malicious activities. Trojan software can be
programmed to collect URLs, DNS activity or keystrokes. End user (client) systems are
not the sole targets of malicious code: inadequately secured DNS, web and other
application servers may also be compromised by attackers, who then install trojan
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software (e.g., "root kits") that can be programmed to monitor DNS, WHOIS and other
system and user activities. The attacker can use the query data directly or sell it to a
domain name front runner.

DNS operators. Some Internet users query the DNS rather than WHOIS services to
determine whether a domain is in use, choosing to determine whether a domain name is
available based on the receipt of a non-existent domain (NxD) response to a DNS query.
This is generally a less accurate method than querying a registry or WHOIS, as a domain
name can be registered, but is sometimes not published in the DNS. However, a party at
any public DNS operator or a service provider who provides name service to subscribers
can collect and use NxD data to register domain names in its own name or sell the NxD
information to a domain name front runner.

Registrars (and resellers). Registrars perform domain name availability checks on
behalf of customers and visitors to their registration portals. Many registrars use the EPP
<check> command to query a domain name from one or more registries. Some registrars
also offer proprietary application programming interfaces (APIs) to resellers, which
extend the EPP <check> command to the reseller. These are intended uses. A party who
is able to monitor EPP activity can collect and use the query data directly or sell it to a
domain name front runner.

Name Spinners. When a prospective registrant checks the availability of a domain name
(e.g., example.com) using a registrar's domain name availability checking service, that
registrar may send an availability check for the second-level label (example) to COM and
additionally to any other registries whose TLD labels they market (including

ccTLDs). The registrar performs this cross-TLD availability check as a service to the
registrant: e.g., if a prospective registrant asks whether example.com is available and it is
not, the registrar is able to provide a list of TLDs under which the desired 2™ level label
(example) is available. A party in this query chain can monitor and collect availability
checks and sell the mined data to a domain name grabber.

Registries. Registries that receive checks for the availability of domain names in their
TLDs can determine the list of names checked versus the list of names not yet registered,
and make such a list available to domain name front runners.

Information leaks, social engineering. An employee may unintentionally or
prematurely reveal a service mark, television or movie title, or product slogan his
company intends to register as a domain name during a conversation in a public area, and
a passer-by might speculatively register the name.

The number and variety of means and opportunities included in this list illustrate that
domain name front running can be performed by many parties, using a wide variety of
collection and monitoring techniques. Indeed, other entities (search engines, browser
developers, ISPs) might conceivably engage in domain name front running if it was
feasible and profitable. The existence of such means and opportunities, however, is not
sufficient to conclude that any of these are being exploited. At this time, SSAC does not
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have sufficient information to claim any of these opportunities are currently being
exploited, but the committee continues to seek and solicit information related to
suspected domain name front running incidents.

Coincidence

What appears to a prospective registrant as an intentional act may prove to be a
coincidence. It is possible that two or more parties may become interested in a domain
name a nearly the same time, especially if that domain name includes a popular instant
messaging acronym (e.g., rofl., afaik, tyvm, bbiab, nvm) or suddenly popular phrase (e.g.,
"what were you thinking", "go ahead make my day"). The current volume of domain
names tasted on a daily basis must also be considered; for example, an individual may
imagine that a domain name is unique, but that name may have been previously
registered, and previously registered names as well as permutations based on a key word
in a domain name are commonly tasted. It is also worth noting that WHOIS services are
not necessarily “real time”. A domain name may be registered at noon on a given day but
WHOIS queries later that afternoon may still indicate that the domain is available.

Domain Name Front Running and Acceptable Conduct

An important question for the community to consider is "How do we characterize domain
name front running?" SSAC makes several observations based on the methods and
opportunities enumerated above.

1. Activities performed by software installed without authorization and consent (via
viruses) and activities performed following unauthorized access to a computer system
are considered to be illegal in certain jurisdictions. Domain name front running that is
facilitated by such illegal activities might also be considered illegal activity.

2. Domain name mining activities performed by client software, browser helpers, or 3™
party WHOIS portals may be disclosed in the application's End User License
Agreement (EULA) or at the developer's or operator's web site. In such
circumstances, the user has been provided notice and has given consent. Even if the
data collection were not disclosed, it is not clear whether this is universally
considered to be an illegitimate act. Back channels themselves are topics of
considerable debate: some security experts argue that if an application uses a back
channel, the EULA must provide a truthful disclosure explaining what information
will be collected and how it will be used and shared, while others would argue that
such a disclosure is only needed if personal identifying information is collected.

3. Public DNS operators may be entitled to use or sell DNS utilization and logging
information. Commonly, few agreements other than an Acceptable Use Policy (AUP)
exist between operators and subscribers. AUPs may not disclose what types of
logging and analysis activities the operator performs and how the operator will use
log records. Service level agreements often exist between enterprise customers and
service providers, but these typically focus on performance and availability metrics
and may not address DNS and WHOIS data query collection, analysis or resale.
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4. ICANN's Registrar Accreditation Agreement and Registry Agreements do not
expressly prohibit registrars and registries from monitoring and collecting WHOIS
query or domain name availability query data and either selling this information or
using it directly. In the absence of an explicit prohibition, registrars might conclude
that monitoring availability checks is appropriate behavior. A counter assertion can
be made that having registrars monitor availability checks is inappropriate, that
domain name front running is an unanticipated and undesirable consequence of the
existing registration process, that "spying" on a customer (or a customer's customer)
is unethical and violates a trust relationship between registrant and registrar (and
between registrar and registry), and that such behavior undermines consumer
confidence in the registration process and all those who participate.

5. Information leaks, social engineering and coincidence are outside the scope of any
action that SSAC could recommend to ICANN and the community other than to
suggest that checking the availability of domain names is one of many areas where
individual discretion and a thoughtful appreciation for confidentiality is required.

These observations reveal several challenges we face as we study domain name front
running. Based on currently available information, the various acts of collecting names of
interest from DNS, WHOIS, domain name availability checks, and other resources to
preemptively register a domain name may appear be unfair, improper and even criminal
to registrants but none of these assertions have been established by fact, policy or law.

SSAC also observes that many domain name front running methods lie outside ICANN's
influence and thus ICANN's policies may have limited effect (or no effect whatever if
registrars and registries are not domain name front running participants).

Preliminary Findings

Of immediate concern to SSAC is protection of industry image for all parties to the
domain name registration process and maintaining consumer confidence in the
registration process. SSAC has sufficient information to observe that registrants perceive
that parties affiliated with domain name registrations are participants in domain name
front running but has no hard data to debunk or corroborate this perception. The
perception of preemptive registration portrays an unfavorable image of the parties
associated with the domain name registration process in specific, and of the domain name
community in general. As such, SSAC feels obliged to study the matter further.

SSAC offers the following preliminary findings:

1. Checking the availability of a domain name can be a sensitive act which may disclose
an interest in or a value ascribed to a domain name

2. Some potential registrants perceive that parties associated with the domain name
registration process participate in domain name front running. SSAC believes that
preventing this perception from evolving to accepted wisdom is an important
consideration for the domain name community.
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3. At this time, no Internet user has presented sufficient information to conclude that any
party associated with the domain name registration process engages in domain name
front running. Members of the SSAC have contacted attorneys who are studying
cases of possible domain name front running activity and are involved in ongoing
discussions with other law firms; members of the registrar and registry communities;
and security and domain name experts.

4. No single process to handle domain name front running complaints exists today, thus
the actual number (and even a reasonable estimate) of complaints reported is difficult
to gather. The absence of a formal process also creates an information gap for a
domain name tasting victim, who has no guidelines for the kinds of information that
must be presented to corroborate a claim.

5. There does not appear to be a strong set of standards and practices to conclude
whether monitoring domain name availability checks is an acceptable or unacceptable
practice. Redressing domain name front running claims is left to the discretion of
(primarily) the registrar, who may not have any credible reason to process such a
complaint.

6. Even if formal policies or processes were to exist, it is possible to collect data to
facilitate domain name front running from a variety of sources. This introduces
considerable complexity and variability for anyone attempting to resolve the
complaint (or design mitigation strategies). Moreover, a number of collection sources
have no formal relationships with ICANN and are not obliged to comply with any
policies prohibiting domain name front running. Thus, policy action alone will not
mitigate domain name front running.

7. Various acts of collecting names of interest from DNS, WHOIS, domain name
availability checks, and other resources to preemptively register a domain name may
appear to be unfair, improper and even criminal to registrants but these conclusions
are not necessarily established facts.

Call for Public Comment

SSAC believes that domain names are a highly speculated and potentially valuable
commodity for monetization and sale. Further we believe that availability checking may
have unanticipated consequences, depending on the methods a would-be registrant uses
to perform such checks and the parties that the would-be registrant uses.

SSAC offers this Advisory as a vehicle for providing a context for public comment and
discussion. SSAC invites individual users, registrants, registrars and other parties who
have information regarding possible domain name front running incidents to report that
incident to the committee with as much information as possible to assist SSAC in
studying this matter further.
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For each instance of suspected domain name front running, the type of information that
would be most useful in studying the case includes but is not limited to:

e  Method used to check domain name availability (e.g., web browser, application).

e  Local access ISP.

*  Provider or operator of the availability checking service.

e Dates and times when domain name availability checks were performed.

e Copy of the information returned (e.g., WHOIS query response) in the response to the availability
check.

e Whether the domain name was reported as previously registered or never before registered in the
response returned from the availability check.

¢ Copy of the information returned (e.g., WHOIS query response) indicating the name had been
registered.

e Copies of any correspondence sent to or received from the registrant perceived to be a front runner.

e Correspondence with the registrar or availability checking service.

*  Any information indicating a potential relationship between the availability checking service and the
registrant that grabbed the name

Please submit incidents to the SSAC Fellow at SSAC-DNFR@ICANN.org.

Based on the information received, SSAC will either issue a subsequent report or give
notice that insufficient information was collected to pursue the matter.

Call for Policy Consideration

SSAC suggests that the domain name community (including registries, registrars,
registrants, civil society and academic study groups) examine the existing rules to
determine if the practice of domain name front running is consistent with the core values
of the community, and if not, to consider implementing measures (including new
policies, regulations and codes) to restrict domain name front running It would be useful
if other organizations such as the ccNSO, APTLD, LACTLD, RALOs, and others were
able to conduct surveys of their members, and contribute to the SSAC analysis.
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About the Security and Stability Advisory Committee

The Security and Stability Advisory Committee (SSAC) is an advisory committee to the
Internet Corporation for Assigned Names and Numbers (ICANN). The Committee’s
purpose is to offer independent advice to the ICANN board, ICANN staff and various
ICANN supporting organizations, councils and committees as well as to the community
at large on matters relating to the security and integrity of the Internet's naming and
address allocation systems. The Committee has no official authority to regulate, enforce
or adjudicate. Those functions belong to others. The advice offered by the Committee
should be evaluated on its merits, not on the status of the Committee or its members.

About this Report

This report was prepared by the SSAC Fellow, Dave Piscitello, under the direction of
Ram Mohan, who designed and executed the study, and the Committee and represents
output from the committee as a whole. Appendix A contains the current list of members
and contributors to this report.
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Executive Summary

In the SSAC’s prior work on WHOIS (SAC 003, 2003), the Committee stated that "it is
widely believed that WHOIS data is a source of email addresses for the distribution of
spam." The US Federal Trade Commission conducted a study at approximately the same
time. In Email Address Harvesting: How Spammers Reap What You Sow, FTC
researchers reported that "email addresses posted in instant message service user profiles,
'"WHOIS' domain name registries, online resume services, and online dating services did
not receive any spam during the six weeks of [their] investigation."' This SSAC study on
WHOIS considers again whether the WHOIS service is a source of email addresses for
spammers.

Source: http://www.fic.gov/bcp/conline/edcams/spam/pubs/harvestchart.pdf

To accomplish this task, the SSAC conducted an experiment to see the effects of two
services registrars now offer to protect registrant email addresses from publication and
abuse. For the sake of brevity, these services are referred to as Protected-WHOIS and
Delegated-WHOIS. For the study, SSAC registered and monitored email delivery to
randomly composed strings as second-level labels in four Top Level Domains: COM,

The report may be found at http://www.security.iia.net.au/downloads/spamalrt-ftc.pdf. An excerpt of
the FTC study is included as Appendix B.
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DE, INFO, and ORG. The domain names were registered in February 2007. The recipient
chosen for the registrant email address for each of the registration records was also
chosen randomly. These were neither used in correspondence nor published
electronically in any form (web, IM user, online service...). Thus, the only practical
vectors to obtain these specific email addresses other than brute force derivation (or
guessing) was via a WHOIS service or through the registrar or reseller in whose
database(s) the email address were stored. SSAC collected and analyzed all email
messages delivered to these addresses for a period of approximately three months.

Based on the data collected, the Committee finds that the appearance of email addresses
in response to WHOIS queries is indeed a contributor to the receipt of spam, albeit just
one of many.

This report is narrowly focused on the relationship between WHOIS services and spam,
and not on the broad set of issues related to spam. The Committee members involved in
the WHOIS study do not believe that the WHOIS service is the dominant source of spam.
The Committee did not conduct any work on the proportion of spam received as a result
of email addresses appearing in WHOIS responses as compared to other methods of
email address discovery.

The Committee offers the following findings for consideration:

Finding (1) The appearance of email addresses in responses to WHOIS is a contributor to
the receipt of spam, albeit just one of many.

Finding (2) For an email address that is not published anywhere other than the WHOIS,
the volume of spam delivered to email addresses included in registration records is
significantly reduced when Protected-WHOIS or Delegated-WHOIS services are used.
Moreover, the greatest reduction in the delivery of spam to email addresses included
in registration records is realized when both protective measures are applied.

Finding (3) Of the two forms of protective measures registrants can obtain through
registries/registrars, the Delegated-WHOIS appears to be somewhat more effective than
Protected-WHOIS.

Finding (4) Spam messages were delivered to the email address registered as the contact
for a domain name and to other (non-existent, non-published) recipient email addresses in
the registered domain as well. SSAC draws no conclusions specific to WHOIS services
from these deliveries and leaves the matter to the reader to interpret the data.
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On the basis of these Findings, the Committee draws the following conclusions:

Conclusion (1) Registries and registrars that implement anti-abuse measures such as rate-
limiting, CAPTCHA, non-publication of zone file data and similar measures can protect
WHOIS data from automated collection.

Conclusion (2) Anti-spam measures provided with domain name registration services are
effective in protecting email addresses not published anywhere other than the WHOIS
from spam.

Conclusion (3) The appearance of email addresses in responses to WHOIS queries
virtually assures spam will be delivered to these email addresses.

Conclusion (4) The combination of Protected-WHOIS and Delegated-WHOIS services
as defined in this report is an effective way to prevent an email address published in the
WHOIS service from being used as a source of email addresses for spammers.

Conclusion (5) SSAC concludes that further studies may be needed to investigate
whether spammers have preferential targets. Suggested studies might ask such questions
as:

* Are certain TLDs more attractive to spammers?

* Are large or small registrars more commonly targeted for automated collection?

* Do spammers favor registrars who have a reseller or retail business model?

* Does the price of a TLD affect its popularity for use in spam?

e (Can the registries adopt any measures that would reduce the level of spam?

* s there any material difference in the spam level for ccTLDs vs. gTLDs?
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1. Introduction

Unsolicited bulk email® (UBE, or spam) has evolved from an intrusive and productivity-
hampering misuse of a critical application to a serious security threat that affects a higher
percentage of users than any other form of Internet attack. Spam is a common vector for
malicious attacks against computers, scams, deception, fraud, and identity theft. Through
the use of a variety of impersonation and deception techniques delivered by email, parties
who send spam (spammers) infect computers with viruses and malicious code that turns
the infected system into an agent for the spammer. This agent may act as an email relay
or spyware. Criminals also use unsolicited email to lure recipients into visiting a web site
that impersonates a legitimate site such as an online banking, e-merchant, or e-payment
site. The bogus but convincing site often dupes the victim into disclosing personal and
financial information which is subsequently fraudulently used for theft and unauthorized
purchases. Spam is also used to impersonate network and system administrator-generated
email to dupe employees into disclosing organizational account information which can be
used to impersonate authorized users and abet attacks against the organization.

The Internet community has invested considerable time, talent and expense to develop
numerous spam defenses and countermeasures, governments at local and national levels
have enacted laws criminalizing many forms of spam, and law enforcement and activist
groups have redoubled efforts to identify and defeat "spam gangs", but spammers
continue to evade and confound efforts to bring spam to a halt.

Nearly all Internet email accounts receive some spam. This is an unfortunate
consequence of any form of communication where a correspondent's address is made
public or can be discovered. Spammers need little sophistication and only a small
investment in automated software to collect or "harvest" email addresses and use these to
send (tens of) millions of copies of a message containing one or more forms of attack.

Spammers harvest email addresses from many sources. In this report, SSAC considers
whether the WHOIS service is one of several widely-perceived sources for collecting
email addresses. The report also considers whether measures to thwart automated access
to WHOIS and services registrars offer to protect registrants from email abuse are
effective methods for mitigating spam. The report begins with background and
terminology relevant to the evolution of the protocols, data elements, and services
collectively referred to as WHOIS. Readers familiar with this material are encouraged to
skip to Section 3.

Unsolicited Bulk Email, or UBE, is Internet mail ("email") that is sent to a group of recipients
who have not requested it. A common term for UBE is "spam", although that term encompasses a wider
range of intrusive transmissions. Note: The term Unsolicited Commercial Email (UCE) was originally
chosen because much of the early debate about UBE was centered in the United States where commercial
speech can be regulated by the government but political and religious speech cannot. However, on
reflection, because UBE is an international problem, the term "UCE" was changed to "UBE".

Source: http://www.imec.org/ube-def.html
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2. Background and Terminology

The WHOIS service and protocol were originally developed and deployed in1982 as a
transaction based service to provide a registry (directory) for "each individual with a
directory on an ARPANET host, who is capable of passing traffic across the
ARPANET".[1]

Originally, network operators were asked by the US Defense Communications Agency
(DCA) to submit the following information to the registry.

* full name

* middle initial

e U.S. Postal mailing address (including mail stop and full explanation of
abbreviations and acronyms)

e ZIP code

* telephone (including Autovon and FTS, if available)

* one network mailbox [1]

The set of Network Information Center names and contacts constituted the first set of
what we today call WHOIS service data elements. DCA encouraged network operators to
provide users with access to this network service. The query to this service was dubbed
"WHOIS" and the contact information was informally referred to as "NICNAMES".

The original service listened to TCP port 43 (NICNAME/WHOIS) for single command-
line queries submitted in ASCII and completed using carriage-return and line-feed
symbols (ASCII CR and LF).

The WHOIS protocol standard was modified in 1985 (RFC 954,[2]) and again in 2004
(RFC 3912, [3]), in part to remove historical references to protocols (e.g., NCP) and
authorities (e.g., US DCA) and to generalize the applicability of WHOIS to the Internet
community rather than selected networks (e.g., DDN, ARPANET), but also to
acknowledge the range of information services WHOIS had evolved to support’.

2.1 WHOIS Service and gTLD Registry Agreements

Organizations that have entered into an gTLD Registry Agreement provide a WHOIS
information service in accordance with a Public WHOIS Specification. ICANN
accredited registrars are obliged by the Registrar Accreditation Agreement (RAA, [4]) to
collect and display WHOIS information. These specifications identify the forms of user
access registries and their registrars are to provide, the WHOIS service data elements and

*  From RFC 3912: "While originally used to provide 'white pages' services and information about

registered domain names, current deployments cover a much broader range of information services."
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output fields (known as Domain Records), and the procedures for providing access and
data preparation.*

The data elements that comprise a domain name registration record at an [CANN
accredited registrar include:

« The name of the domain name registered;

« The IP addresses of the primary name server and secondary name server(s) of the
name registered;

« The corresponding names of those name servers;

« The identity of the registrar;

« The original creation date and term of the registration;

« The name and postal address of the Registered Name Holder;

« The name, postal address, email address, voice telephone number, and (where
available) fax number of the technical contact for the name registered; and

« The name, postal address, email address, voice telephone number, and (where
available) fax number of the administrative contact for the name registered.

This information must be provided by a registrant to a registrar to register a domain
name. ICANN has implemented policies and measures to improve the accuracy and
availability of domain name registration records, including

* the WHOIS Data Reminder Policy (WDRP, [5]),

* the WHOIS Data Problem Reporting System (WDPRS, [6]), a problem reporting
system that allows parties to report allegedly inaccurate WHOIS data and requires
that registrars verify the data with the registrant, and

e annual WDRP compliance audits, and will commence a WHOIS data accuracy
audit in 2007 [7].

2.2 WHOIS Service and ccTLD Registries

WHOIS services are not covered under accountability frameworks between ICANN and
ccTLDs. Readers are encouraged to solicit information regarding WHOIS services
directly from individual ccTLD operators.

2.3 WHOIS Access

Domain name registration information is often referred to as "WHOIS data". This loose
terminology perpetuates a misconception that all registration records are held in a central
repository. In practice, domain name registration information is stored in multiple
databases maintained by registries and registrars. These databases can be queried through
interfaces provided by registrars and registries. Two forms of access are provided:
individual and bulk record access.

4 Examples of Public WHOIS Specifications can be found in the .BIZ [32], .ORG [33], and .NET [34]
agreements.
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2.3.1 Query-based WHOIS Access

Registries, registrars, and resellers provide access to individual domain name registration
information through one or more forms of query-response applications. Registries and
registrars commonly support individual domain name queries via a World Wide Web
browser interface. Many commercial and community web portals also provide a web-
based WHOIS access by accepting queries from an end user, forwarding these to a
registrar or registry, and directing the response from the registrar or registry back to the
end user.

A successful query to a “thick” registry (such as .ORG or .INFO) will return the
following information, referred to as the Domain Record:

*  Domain Name
e  Domain ID
* Sponsoring Registrar
* Sponsoring Registrar [TANA ID
* Domain Status
* Registrant, Administrative, Technical and Billing Contact Information including
- ID
- Name
- Organization
- Address
- Geographic Location Code
- Phone Number
- Facsimile Number
- Email
* Name Server(s)
* Created by Registrar
» Last Updated by Registrar
* Domain Registration Date
* Domain Expiration Date
* Domain Last Updated Date

A successful query to a “thin” registry (such as .COM) will return the following informa-
tion.

domain domain name
nameserver nameserver name
registrar registrar name and whois server

A summary of the matching record is shown and the sub-display follows directly after.
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The following keywords restrict a search to a certain TYPE of field in the database:

name server Finds name server records. Find name server name, registrar
name, IP addresses, Whois Server name and URL. For example,
'name server NS.EXAMPLE.COM' or 'name server
101.198.1.101".

registrar Finds records for "registrar". Find Registrar name, email address,
phone number and contact information. For example, "registrar
ABC Registrar, Inc."

Command line and graphical user interface (GUI) -based applications available for
popular operating systems may also be used to access WHOIS service. These use the
WHOIS protocol (RFC 3912) at TCP Port 43/NICNAME. These commercial and
freeware applications allow users to compose domain name and IP address queries and to
view all or some of the data returned in the responses. WHOIS access is frequently
incorporated into network diagnostic and vulnerability assessment utilities, web and
security system log analysis applications, and software used by administrators and
secondary domain name speculators to monitor and track domain registrations and status.

2.3.2 Bulk WHOIS Access

Section 3.6.6 of ICANN's Registrar Accreditation Agreement (RAA) obliges registrars to
provide third-party bulk access upon request to the following data elements (this applies
to gTLD registration data):

Data Element Relevant Section of
ICANN's RAA
The name of the Registered Name §3.3.1.1
The names of the primary and secondary domain name §3.3.1.2
server(s) for the Registered Name T
The identity of registrar §3.3.1.3
The original creation date of the registration §3.3.14
The expiration date of the registration §3.3.15
The name and postal address of the registered name holder §3.3.1.6
The name, postal address, email address, voice telephone
number, and fax number of the technical contact for the §3.3.1.7
registered name
The name, postal address, email address, voice telephone §3.3.1.8
number, and fax number of the administrative contact for the
registered name
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§3.3.6.4 - §3.3.6.6 of the RAA identify usage and resale restrictions registrars must
impose on third parties who are permitted one form of bulk access (see also the WHOIS
Marketing Restriction Policy, WMRP [8]). Any party who requests bulk access must
agree to the registrar's terms, which may include an annual fee for this form of access.
Registrars are not restricted from offering bulk access under other terms and conditions.

2.3.3 GNSO WHOIS Activities and SPAM

The GNSO and particularly the GNSO WHOIS Task Force have studied a broad set of
issues related to the amount of contact information ICANN requires registrars to display.
Areas the WHOIS Task Force are actively studying include the protection of personal
data, mechanisms for notifying registrants of inaccurate WHOIS data, improving the
accuracy of WHOIS data, and dealing with WHOIS data abuse. Issues related to dealing
with WHOIS data abuse are referenced in the Final Task Force Report on WHOIS
Services 12 March 2007 [9] in a quote from an email by Ross Rader [10]:

"the amount of data that ICANN requires registrars to display in the
WHOIS is facilitating undesirable behaviors like renewal scams, data-
mining, phishing, identity theft, ..."

An OPoC (Operational Point of Contact) proposal recommended by the WHOIS Task
Force is now being developed by the GNSO. A WHOIS Working Group was created in
March 2007 to continue this work. The OPoC proposes that some registrants (such as
natural persons) use a new set of contact elements, OPoC, in place of the current
administrative and technical contact details in the published WHOIS. This would allow
some registrants to only publish the contact details of the OPoC, rather than the
administrative and technical contact details. In the case of an issue with the domain name,
the OPoC would contact the registrant.

The registrant can opt to have an OPoC displayed instead of the registrant's contact
information, including the registrant's email address. Note that registrars are not required
to publish the registrant’s email address currently. The registrant's name and jurisdiction
would still be displayed. Note: It is envisioned that such services as anti-spam or other
email filtering features would be provided at the discretion of the registrars. The OPoC
proposal can be read in its entirety in [9].
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3.

Uses of Domain Records

In this section, we attempt to list the known and speculated uses and abuses of WHOIS
services.

To contact network administrators for resolution of technical matters related to
networks associated with a domain name (e.g., DNS or routing matter, origin and
path analysis of DoS and other network-based attacks).

To diagnose registration difficulties. WHOIS queries provide information that is often
useful in resolving a registration ownership issue, such as the creation and expiration
dates and the identity of the registrar.

To contact web administrators for resolution of technical matters related to web
associated with a domain name.

To obtain the real world identity, business location and contact information of an
online merchant or business, or generally, any organization that has an online
presence..

To associate a company, organization, or individual with a domain name, and to
identify the party that is operating a web or other publicly accessible service using a
domain name, for commercial or other purposes.

To contact a domain name registrant for the purpose of discussing and negotiating a
secondary market transaction related to a registered domain name.

To notify a domain name registrant of the registrant's obligation to maintain accurate
registration information”.

To contact a domain name registrant on matters related to the protection and
enforcement of intellectual property rights®.

To gather information about a company, organization, or individual as part of the
footprinting and target acquisition phase of an Internet attack. Internet footprinting
involves searches and queries of available publicly accessible databases, including
web pages, the U.S. Securities Exchange Commission's Electronic Data Gathering,
Analysis, and Retrieval (EDGAR) database, WHOIS, and DNS’

To establish or look into an identity in Cyberspace, and as part of an incident
response following an Internet or computer attack, security professionals and law

WHOIS Data Reminder Policy [5]
Comments from the American Intellectual Property Law Assocation, regarding the preliminary reports

of the WHOIS Task Forces [35]

Hacking Exposed, by McClure, Scambray, & Kurtz, Osborne Press, ISBN 0-07-212127-0; in particular,

see Chapter 1, Footprinting — Target Acquisition, pp 7-14. This phase of an Internet attack is sometimes
called reconaissance.
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enforcement agents use WHOIS to identify points of contact®

- To gather investigative leads (i.e., to identify parties from whom additional
information might be obtained). Law enforcement agents use WHOIS to find email
addresses and attempt to identify the location of an alleged perpetrator of a crime
involving fraud’.

- To investigate spam, law enforcement agents look to the WHOIS database to collect
information on the website advertised in the spam'.

- To collect or "farm" email addresses for the purpose of delivering unsolicited
electronic mail''.

This list is not exhaustive. The Committee makes no claims here except that the sources
1dentified claim that domain records have been used in the manners described.

8 Incident Response: Investigating Computer crime, Mandia & Procise, Osborne Press, ISBN 0-07-

213182-9, pp 435-439.
®  How the FTC uses WHOIS Data [37]
' The Importance of WHOIS data bases for spam enforcement [38]
" FAQ: How do spammer's get people's email addresses? [39]
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4. WHOIS and SPAM

Spam is an Internet pandemic. Depending on the sources of data, between 40 and 90
percent of email that is delivered can be classified as spam by the recipient [11, 12, 13,
14]. Estimates vary in part due to phenomena called spam outbreaks that introduce
dramatic fluctuations in spam delivery, as illustrated below:

Effects of spam outbreaks on spam volume

Percent of email considered spam (data: CommTouch, graph: Swivel.com [15])
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Spam is the commonly adopted term for Unsolicited Bulk Email, or UBE. The Internet
Mail Consortium defines UBE as Internet mail ("email") that is sent to a group of
recipients who have not requested it. In practice, the term spam encompasses a wider
range of intrusive transmissions.

Estimates also vary depending on who and how spam statistics are collected, how
stringently spam enforcement policies are set (i.e., what constitutes spam at a detection
point). Anecdotal comparison of statistics published by commercial anti-spam vendors
suggests that estimating that 80 per cent of email delivered is spam.

Legal and technical definitions of spam vary, but generally (according to the Electronic
Frontier Foundation and anti-spam organizations such as The Spamhaus Project) two
characteristics can be used to distinguish spam from legitimately transmitted email. First,
spam is unsolicited. The email recipient has not granted (verifiable) permission to the
originator to send email. This characteristic alone is insufficient to classify an email
message as spam, as it encompasses such legitimate email purposes as a business or
personal inquiry, an electronic introduction, and generally other initial forms of contact
where the sender is not known to the recipient.

Spam email is also bulk delivered, i.e., it is delivered to large numbers of recipients.
However, bulk delivery alone is also insufficient to classify email as spam. Email
messages that are delivered to large lists of recipients who subscribe to a newsletter or
electronic mailing list are bulk-delivered, but these are not spam. The community
generally regards email that is both unsolicited and bulk delivered as spam. The technical
definition of spam offered by The Spamhaus Project summarizes this description
effectively:

An electronic message is "spam" IF:

(1) the recipient's personal identity and context are irrelevant because the
message is equally applicable to many other potential recipients;

AND

(2) the recipient has not verifiably granted deliberate, explicit, and still-
revocable permission for it to be sent. [16]

The definition of spam can be further defined by the relationship between the sender and
the recipient. If the sender has no consideration or care for the recipient, then the email
message 1s spam.

A considerable portion of spam email serves as a snare for fraudulent activity. Spam is
used to elicit user accounts and passwords as well as personal, financial, and credit card
information from recipients; to entice recipients into purchasing bogus health products; to
lure recipients to invest in falsely represented stocks and commodities; and to convince
recipients to participate in (scam) lotteries.
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The cost of sending spam to large numbers of recipients (per message sent) is extremely
small compared to bulk postal delivery. Much of spam originates from programs that
have been installed without authorization on inadequately protected computers. The
programs are able to send email through open email relay systems throughout the
Internet. Open email relay systems will forward (relay) email from any sender email
address without restriction or filtering. While open email relays are widely discouraged,
the number available remains more than sufficient to support the spam industry.

Email users are more aware of the dangers of spam today. Awareness combined with
more widespread use of anti-spam measures in email client software and at security
gateways operated by service providers and private organizations improves users' email
experience by decreasing the amount of spam that is delivered to recipients. A side effect
of more effective anti-spam measures is that spammers resort to sending email to more
recipients. To do so, spammers aggressively search for email addresses.

4.1 How Do Spammers obtain email addresses?

Spammers obtain email addresses from a variety of sources, using many automated
techniques. Some known and speculated techniques are briefly introduced here.

Spambots. Spambots are automated software designed to search web sites and harvest
email addresses. Spambots vary in sophistication. Some spambots will search for HTML
"mailto" tags whereas others will grab any character string containing the @ symbol.

Usenet, news groups, social networks, IRCs, and mailing list scanners. Some
spammers subscribe to Usenet, news groups, chat rooms, social networks, and electronic
mailing lists, then use automated software to collect email addresses from the {From:,
Reply-To:, CC:} headers of email delivered by those list servers or to spam the news
group or social network.

Spammer Viruses. Many viruses are programmed to access the address book on an
infected computer and use the email addresses found there to propagate and infect other
computers. Similar programming techniques are included in viruses (Sobig, Mimail) to
collect the contents of address books from infected computers.

Directory Harvest Attacks. Using automated programming, the spammer will establish
a Simple Mail Transfer Protocol (SMTP) session to an organization's email servers and
attempt to construct an organization's email directory, based on positive responses to
attempts to send email to recipients at that domain. Spammers use simple brute force (all
possible alphanumeric combinations) or dictionary techniques (individual and
concatenated common given and surnames) to generate the user element of a standard
user@domain email address. The "harvest" is the list of user elements for which the
SMTP server returns a positive acknowledgement when queried.
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List Merchants. Parties who have accumulated millions of legitimate email addresses
sell their lists to spammers.

ENUM harvesting. ENUM is an application of the Dynamic Delegation Discovery
System using Telephone Numbers to look up Uniform Resource Identifiers in the
Domain Name System (RFC 3245, RFC 3761). ENUM is still regarded as an emerging
service but industry experts have speculated that URNs could be harvested for contact
information such as email addresses by a new generation of spambots.

WHOIS service. Registrants are required to provide email addresses of the registrant as
well as technical and administrator contacts for a domain name. These email addresses
are routinely used by law enforcement agents, network administrators, and security
practitioners to identify spammers and enforce anti-spam laws. Security experts believe
WHOIS is commonly used for footprinting and target acquisition as well as a source for
collecting email addresses [17].

4.2 How Do Registries and Registrars Protect Against
Automated Access?

Registries and registrars employ various countermeasures to thwart automated collection
of domain records via query-based WHOIS services. In such cases, web user interfaces
challenge the querying party with a visual display and prompt for a response that is not
easily automated.

CAPTCHA [18] —

Completely Automated

PublicTuring Test To

Tell Computers and

Humans Apart —

challenges the querying

party with an image

(typically, a distorted

text) and requires that

the querying party type

the text in an input form.

ESP-PIX [19] challenges the querying party with a set of images and prompts the party to
choose a word that applies to all the images in the set.
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Some registries, registrars and resellers may employ anti-scripting and other mechanisms
to thwart automated collection of registrant email addresses. Measures as simple as
prompting the querying party to explicitly acknowledge having read and accepted a
"conditions of use" statement through some web input object method (radio button,
checkbox, menu pull down, etc.) can thwart certain automated collection efforts.

Registrars may also rate-limit WHOIS queries based on an identity such as the source IP
address. Rate limiting interferes with rapid collection of email addresses. This measure
can be applied to applications that access WHOIS service at TCP Port 43/NICNAME as
well as web-based WHOIS services.

Some registries do not publish their zone file data to the public. While operators who are
under contract with ICANN (gTLD registries) must provide free zone file data, policies
concerning publication of zone file data vary by ccTLD. One TLD included in our study,
the DE registry (DENIC), does not provide zone file data.

In this report, we generically apply the term Protected-WHOIS to these and other forms
of protection against automated access.

4.3 Safeguards against email address abuse

Some registrars offer services that allow registrants to protect email addresses and other
contact information against public disclosure. The registrar collects and maintains
accurate domain records for the registrant who paid for the domain name registration to
be registered by the proxy service, who then licenses the use of the name to the end-user.
As a service to the original registrant, the registrar substitutes their own address details in
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the Registrant fields when the domain name is queried using WHOIS. Spam blocking
measures (e.g., spam filtering applications or gateways) are commonly incorporated into
such services to further reduce spam delivered to the registrant. Thus, the benefits of this
service to a registrant are twofold:

1) The email address returned in response to a WHOIS query is not the registrant's email
address. If the registrant is able to prevent his own email address from being published where
it is exposed to other harvesting methods, the registrant is less likely to receive spam.

2) Active anti-spam measures applied on the registrar-administered email address will mitigate
spam. The effectiveness of such measures, depending on how aggressively the measure is
configured, is often between 95-99%. (Note: this percentage periodically drops as spammers
learn and apply techniques to evade spam detection, and rises again as anti-spam measures
detect such techniques.)

Such services may also protect other registrant contact information and are advertised as
methods to mitigate several forms of domain-related attacks (identity theft, fraud,
stalking, harassment, data mining) [20, 21, 22, 23].

Certain registrars who offer such services provide a side-by-side comparison illustrating

the differences between the contact information displayed in response to a WHOIS query.
An example of such side-by-side comparisons is illustrated below [24]:
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In this report, we generically apply the term Delegated-WHOIS to these services.

4.4 Is the WHOIS service a source of email addresses for
spammers?

A US Federal Trade Commission study concluded that WHOIS is not used as a source
for collecting email addresses [25]. FTC investigators wanted to determine which sources
spammers considered most useful for collecting (harvesting) email addresses. The
investigators planted special "undercover" email addresses in different locations on the
Internet, including web pages, newsgroups, chat rooms, message boards, online
directories for web pages, instant message user profiles, domain names, online resumes
and online dating service personal listings.

The FTC investigators reported that very high percentages of email addresses included in
web pages in the conventional user@domain format received spam, and that addresses
used in email posted to newsgroups and chat rooms received spam as well. The report
also made the following assertion:

Addresses posted in instant message service user profiles, "WHOIS" domain name
registries, online resume services, and online dating services did not receive any spam
during the six weeks of the investigation.

The FTC study is now nearly five years old. SSAC observes that registrars offer a variety
of "protection" services including "WHOIS Spam Catcher" service [26], email masking
[27], and proxy registration services [28]. Evidently, a market exists for the sale of
services that protect email addresses from open publication in various locations,
including the WHOIS. Registrars also offer anti-abuse and anti-spam measures to
registrants who purchase these services.

SSAC also notes that scripts can be written in common programming and batch
languages to automate command-line WHOIS applications to harvest email addresses
from the domain records returned in responses to queries, although this behavior is
sometimes thwarted by the deployment of rate limiting and/or IP address blacklisting
schemes. SSAC also observes that the commercial mass email software market includes
products that offer a domain owner email extractor'? [29, 30].

Given the continued, global interest in defeating spam, SSAC determined that the topic of
"WHOIS service and spam" merited additional attention so the committee undertook a
study to determine whether spammers use WHOIS services as a means to collect email
addresses for spam.

2 One extraction program [31] is described as being "designed to search through global WHOIS database
to extract owners' personal data. Current version of the program is capable of retrieving all contact e-mail
addresses, phone and fax numbers, country name and expiration dates."
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5. Objectives of the Study

This study attempts to answer the following questions:

1. Do spammers (or data harvesters who sell lists to spammers) collect email addresses
from domain name registration records using query-based WHOIS services?

2. For an email address that is not published anywhere other than the WHOIS, do
measures to protect query-based WHOIS access from automated collection
(Protected-WHOIS) result in a decrease in the quantity of spam delivery to a
registrant?

3. For an email address that is not published anywhere other than the WHOIS, do email
substitution and anti-spam services provided by registrars (Delegated-WHOIS) result
in a decrease in the quantity of spam delivery to the end-user/licensee of the domain,
who has retained the registrar as his agent to be the public-facing domain name
registrant?

4. Does the combination of measures described in (2) and (3) result in a decrease in the
frequency of spam delivery to a registrant?

5. Do spammers favor one Top Level Domain over others when they attempt to collect
email addresses?

This report is narrowly focused on the relationship between WHOIS and spam, and not
on the larger aspect of email address harvesting by spammers. In particular, SSAC
makes no claims regarding whether the WHOIS is exclusively or even preferentially
used by spammers as a source for email addresses for spam. The Committee
members involved in the WHOIS study do not believe that the WHOIS service is the
dominant source of spam. The Committee did not conduct any work on the
proportion of spam received as a result of email addresses appearing in WHOIS
responses as compared to other methods of email address discovery.
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6. Methodology

This SSAC study on WHOIS set out to establish whether the WHOIS service was a
source of email addresses for spammers.

For the study, SSAC registered and monitored mail delivery to domains in four Top
Level Domains: COM, DE, INFO, and ORG. These domain names were registered
during the month of February 2007. SSAC then collected and analyzed all email
messages delivered to these addresses for a period of approximately three months. This
included the specific email addresses recorded in the domain name registration as well as
any recipients to which email was delivered. Spam delivered to email addresses recorded
in domain name registration records was counted separately from all other addresses that
received email for the purpose of analysis. In each of the cases where a specific email
address was used, commonly guessable email addresses such as “admin”, “info”, “user”,
“support” were not used. In some cases, the registrant names were common first names
or last names, which were used in emails, and could have been “guessed” by a dictionary
or name directory attack.

To minimize the possibility of introducing a variable (name bias) to the study sample,
SSAC composed second level labels of the domain names using two techniques. We
created one set of names by extracting words at random from a newspaper and
concatenating several words to create a label of a minimum of ten (10) letters and a
second set of names by interleaving letters and numbers to compose second-level labels
(e.g., sla2m3p4l5e). We also used randomly generated strings for the user or recipient
component of each registrant email (the string that precedes the “@” sign).

The email domains were hosted on systems operated by registrars. The email addresses
recorded in the domain name registration records were not published in any form or
forum. In particular, they were neither used in correspondence nor published
electronically in any locations on the Internet where FTC investigators planted email
addresses in their 2003 study, including web pages, newsgroups, chat rooms, message
boards, online directories for web pages, instant message user profiles, domain names,
online resumes and online dating service personal listings. Thus, any email delivered to
the email addresses recorded in the domain name registration records and not originating
from the registrar was considered unsolicited. Further, since it is implausible that any
party might be attempting to contact any individual having email addresses assigned in
these domains, we assume that email delivered to these specific addresses was a copy of a
bulk-addressed message.

This study began on 12 February 2007 and continued through 12 May 2007 (90 days).
Email deliveries to recipients at each domain name were collected and counts were

accumulated using automated scripts.

The SSAC conducted two sets of experiments.
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Experiment 1 attempted to determine the effects on spam delivery when Protected-
WHOIS or Delegated-WHOIS services are used. The cases studied in this set of
experiments are as follows:

Case #1: Five (5) domain names were registered in the COM and INFO registries with
neither Protected-WHOIS nor Delegated-WHOIS.

Case #2: Five (5) domain names were registered in the DE and ORG registries with
Protected-WHOIS but not Delegated -WHOIS.

Case #3: This case used the same TLD registries as Case #1 with Delegated-WHOIS
service offered by the registrar but not Protected-WHOIS".

Case #4: This case used the same TLD registries as Case #2 with both Protected-
WHOIS and Delegated-WHOIS services available to the registrant via the registry or
registrar'®,

Experiment 2 attempted to classify the kinds of spam delivered to email addresses at the
domain name. For this study, 15 additional domains were included in the analysis to
measure the incidence of spam emails arriving at either the email address recorded in the
registration record and to any recipient email address at the domain name. For this study,
neither Protected-WHOIS nor Delegated-WHOIS were used. These names were not
used in other parts of the study.

1 INFO rate limits WHOIS queries based on source IP address at the registry web site for port 43 but not
for web based queries. COM runs a "thin" registry so WHOIS queries are made directly to the registrar's
web site.

* ORG rate limits WHOIS queries based on source IP address at the registry web site for both port 43 and
web based queries. The Protected-WHOIS service used by the DE registry challenges visitors with a
Conditions of Use which requires an explicit (accept) response from the requestor.
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7. Effect of Protected & Delegated WHOIS Services

In this section, we summarize the results of the studies in tabular and graphical formats.
The actual second-level labels used in the study are not presented here (SSAC may use
these for continued testing or for other as-yet-to-be-determined purposes); rather, we use
the representative string "RandomlyChosenName" concatenated with a number, e.g.,
RandomlyChosenNamel. We separate spam delivered to the email address recorded in
the registration records (denoted in the tables as Published Address") from email
delivered to all other recipients at the domain name (denoted in the tables as All other
recipient addresses). Readers should take note that in some cases, the same second-level
labels have been registered in multiple TLDs (e.g., RandomlyChosenNamel.ORG and

RandomlyChosenName1.DE). This was intentional.

7.1 Case #1, Neither Protected-WHOIS nor Delegated-WHOIS

used

For this case, SSAC registered domain names with generic TLDs (INFO and COM) and
used neither Protected WHOIS nor Delegated-WHOIS services.

# of spam Spam Spam delivered
NO Protected-WHOIS messages | delivered to all other
delivered to recipient
NO Delegated-WHOIS Published addresses
Address
RandomlyChosenName6.info 11700 4446 7254
RandomlyChosenName6.com 57870 10995 46875
RandomlyChosenName?7.info 3870 929 2941
RandomlyChosenName7.com 40770 8154 32616
RandomlyChosenName8.info 4590 1561 3029
RandomlyChosenName8.com 28890 12712 16178
RandomlyChosenName9.info 36270 6529 29741
RandomlyChosenName9.com 76500 27540 48960
RandomlyChosenName10.info 1710 1402 308
RandomlyChosenName10.com 16200 8748 7452
Total 278370 83016 195354
Percent of Total 20.82% 70.18%

% Ie., randomlychosenusername@randomlychosenname.<tld>
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In nearly all cases, the volumes of spam delivered to recipients in these domain names
were extraordinarily large compared to all study cases where one or multiple protection
services were used.

The number of spam messages delivered to two email addresses is atypical from others
included in this case. Our data provide no insight into why the email address
RandomlyChosenName10.INFO received a small volume of spam compared to other
names in this study. We observe that multiple parties collect email addresses for use in
delivering spam and that all or only parts of email lists are sold to multiple parties who
send spam messages. It is possible that some spammers use every email address they can
purchase, whereas others may be resource-limited (e.g., they may not use very large
botnets to send spam), and may send fewer spam messages). This and other variables are
outside the control of this study and outside the scope as well.

While the majority of domain names registered under COM did receive more spam than
names registered under INFO, RandomlyChosenName9.INFO affects the mean volume
of spam delivered to the names registered under INFO and its deviation from the mean is
unique in this sample. A larger sample of email addresses and a study across a greater
number of TLDs is necessary to determine whether the amount of spam delivered to
RandomlyChosenName9.INFO is a statistical anomaly or whether spammers favor one
TLD over another. The majority of the results, however, suggest that the TLD itself does
matter to spammers as they attempt to harvest email addresses.
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7.2 Case #2: Protected-WHOIS used but no Delegated-WHOIS

For this case, SSAC registered domain names with a gTLD (ORG) and a ccTLD (DE).
Here, we took advantage of the Protected-WHOIS service offered but did not use a

Delegated-WHOIS service.

# of spam Spam Spam delivered
Protected-WHOIS messages delivered to all other
but delivered to recipient
NO Delegated-WHOIS Published addresses
Address

RandomlyChosenName6.org 80 18 62
RandomlyChosenName6.de 38 12 26
RandomlyChosenName7.org 230 41 189
RandomlyChosenName7.de 23 13 10
RandomlyChosenName8.org 322 277 45
RandomlyChosenName8.de 54 12 42
RandomlyChosenName9.org 1220 671 549
RandomlyChosenName9.de 403 161 242
RandomlyChosenName10.org 384 88 296
RandomlyChosenName10.de 125 110 15
Total 2879 1404 1475
Percent of Total 48.77% 51.23%

On average, two orders of magnitude less spam email messages were delivered to

recipients in these domains than those in Case #1; specifically, where domains in Case #1
received thousands or tens of thousands counts of spam, the registrant's email address in
the majority of domains in Case #2 received only tens or hundreds.

The results for some email addresses are atypical and unexpected. However, our data
provide no insight into why these addresses received a higher volume of spam than other
names in this study group. One possibility is that these are examples of situations where a
user name was derived by brute-forced or guessed, and once it was used with success, the
email address was added to a spam list that was used on more than one occasion and
possibly by more than one spammer.
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7.3 Case #3, Delegated-WHOIS used but no Protected-WHOIS

For this case, SSAC registered domain names with generic TLDs (INFO and COM) and
took advantage of the Delegated-WHOIS service offered but did not use Protected

WHOIS services.

# of spam Spam Spam delivered
NO Protected-WHOIS messages delivered to all other
but delivered to recipient
Delegated-WHOIS Published addresses
Address

RandomlyChosenName1.info 8 1 7
RandomlyChosenName1.com 37 12 25
RandomlyChosenName2.info 39 20 19
RandomlyChosenName2.com 75 16 59
RandomlyChosenName3.info 18 7 11
RandomlyChosenName3.com 54 35 19
RandomlyChosenName4.info S 1 4
RandomlyChosenName4.com 11 5 6
RandomlyChosenName5.info 14 4 11
RandomlyChosenName5.com 23 17 6
Total 284 118 166
Percent of Total 41.55% 58.45%

On average, three orders of magnitude less spam was delivered to recipients in these
domains than to recipients in the domains in Case #1, and (on average) the volume of
spam delivered to domains in Case #3 was an order of magnitude smaller than the spam
volume delivered to domains in Case #2. This suggests that a private registration (and
associated anti-spam measures) may be somewhat more effective in combating spam than
measures to prevent automated querying of WHOIS for email addresses.
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7.4 Case #4: Protected-WHOIS and Delegated-WHOIS used

SSAC registered domain names with a generic TLD (ORG) and a ccTLD (DE) and took
advantage of the Protected-WHOIS and Delegated-WHOIS services offered. As the table
illustrates, virtually no spam email messages were delivered to the email address
recorded in the registration records from email delivered to all other recipients at the

domain name.

# of spam Spam Spam

Protected-WHOIS messages delivered to | delivered to

+ delivered Published all other

Delegated-WHOIS Address recipient
addresses
RandomlyChosenName1.org 2 2 0
RandomlyChosenName1.de 0 0 0
RandomlyChosenName2.org 5 4 1
RandomlyChosenName2.de 2 1 1
RandomlyChosenName3.org 7 4 3
RandomlyChosenName3.de 8 4 4
RandomlyChosenName4.org 3 3 0
RandomlyChosenName4.de 3 0 3
RandomlyChosenName5.org 7 0 7
RandomlyChosenName5.de 4 1 3
Total 41 19 22
Percent of Total 46.34% 53.66%
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7.5 Comparison of Results across Cases

The results of the four cases are shown in the graph below. Specifically:
1. Unprotected registrant email addresses received significant amounts of spam.

2. When a domain name is registered at a registry/registrar that offered protected-
WHOIS without Delegated-WHOIS, our study indicates it is possible to achieve two
orders of magnitude better defense against spam.

3. When a domain name is registered at a registry/registrar that did not offer Protected-
WHOIS but offered Delegated-WHOIS, our study indicates it is possible to achieve
three orders of magnitude better defense against spam.

4. When a domain name is registered at a registry/registrar that offered Protected-
WHOIS and Delegated-WHOIS, our study indicates it is possible to achieve close to
four orders of magnitude better defense against spam.

Although the data suggests Protected-WHOIS is somewhat more effective than

Delegated-WHOIS, our study is not detailed enough to provide a firm basis for such a
conclusion.
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8. Analysis of Spam Delivered to Domains Studied

We conducted a second experiment to classify the kinds of spam delivered to email
addresses at the domain name.

We grouped spam into categories familiar to many email users, using the following spam
assessment criteria:

» Keywords in email headers and message bodies that associate a message with a
particular kind of offer or scam

* Hyperlinks that led to redirect pages (interpreted as a phishing site)

* Matches of domains and hyperlinks in messages to known phishing domains

The categories we most frequently encountered in the spam delivered to the addresses
used in the study are listed below:

* Direct marketing of discounted products such as watches, printer ink/toner
* Pharmaceuticals and weight loss products

* Discounted commercial software

* Phishing

* Male enhancement and ED products

* Financing offers

* Mortgage offers

* Stock market offers

* Image and other spam

From the spam received, we observe the following:

- Contrary to popular belief, the spam is not limited to sex and pornography. From the
spam received at email addresses monitored during the study, we note that
approximately 43% of spam messages seek to lure recipients to sites offering illegal
pharmaceuticals, bogus products, and unlicensed software.

- While spam associated with known phishing sites accounts for only 9% of overall
spam, including spam associated with refinancing, mortgage, and stock scams as
possible phishing lures increased the percentage of spam that may be used to obtain
credit and financial account information to over 40%.

SSAC offers these observations as complementary information to the studies performed.
Simply stated, having collected many samples of unsolicited bulk email, we chose to
analyze spam delivered to email addresses published via the WHOIS service to see if any
patterns or anomalies might emerge. At this point, we draw no conclusions from our data
other than to observe (and corroborate similar claims) that spam is increasingly used as a
vehicle to support criminal activities.
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Protected- Protected- NO Protected- NO Protected-
WHOIS WHOIS WHOIS WHOIS
+ but but
Delegated- NO Delegated- Delegated- NO Delegated-
WHOIS WHOIS WHOIS WHOIS
Category # of spam messages delivered
Watches, Ink 10 518 45 42194
Pharmacy, Weight 6 605 78 52661
Loss
Software 3 173 34 35876
Phishing 3 86 6 12121
Viagra 2 345 28 36391
Finance 7 403 14 25490
Mortgage 5 288 34 31076
Stock Scam 1 29 4 6833
Undetermined 4 432 40 28527
41 2879 284 271170
Category Percent of spam messages delivered per category
Watches, Ink 24.4% 18.0% 16.0% 15.6%
Pharmacy, Weight 14.6% 21.0% 27.4% 19.4%
Loss
Software 7.3% 6.0% 12.0% 13.2%
Phishing 7.3% 3.0% 2.0% 4.5%
Viagra 4.9% 12.0% 10.0% 13.4%
Finance 17.1% 14.0% 5.0% 9.4%
Mortgage 12.2% 10.0% 12.0% 11.5%
Stock Scam 2.4% 1.0% 1.5% 2.5%
Undetermined 9.8% 15.0% 14.0% 10.5%
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9. Findings and Conclusions

The Committee offers the following findings for consideration:

Finding (1) The appearance of email addresses in responses to WHOIS is a contributor to
the receipt of spam, albeit just one of many.

Finding (2) For an email address that is not published anywhere other than the WHOIS,
the volume of spam delivered to email addresses included in registration records is
significantly reduced when Protected-WHOIS or Delegated-WHOIS services are used.
Moreover, the greatest reduction in the delivery of spam to email addresses included
in registration records is realized when both protective measures are applied.

Finding (3) Of the two forms of protective measures registrants can obtain through
registries/registrars, the Delegated-WHOIS appears to be somewhat more effective than
Protected-WHOIS.

Finding (4) Spam messages were delivered to the email address registered as the contact
for a domain name and to other (non-existent, non-published) recipient email addresses in
the registered domain as well. SSAC draws no conclusions specific to WHOIS services
from these deliveries and leaves the matter to the reader to interpret the data.
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On the basis of these Findings, the Committee draws the following conclusions:

Conclusion (1) Registries and registrars that implement anti-abuse measures such as rate-
limiting, CAPTCHA, non-publication of zone file data and similar measures can protect
WHOIS data from automated collection.

Conclusion (2) Anti-spam measures provided with domain name registration services are
effective in protecting email addresses not published anywhere other than the WHOIS
from spam.

Conclusion (3) The appearance of email addresses in responses to WHOIS queries
virtually assures spam will be delivered to these email addresses.

Conclusion (4) The combination of Protected-WHOIS and Delegated-WHOIS services
as defined in this report is an effective way to prevent an email address published in the
WHOIS service from being used as a source of email addresses for spammers.

Conclusion (5) SSAC concludes that further studies may be needed to investigate
whether spammers have preferential targets. Suggested studies might ask such questions
as:

* Are certain TLDs more attractive to spammers?

* Are large or small registrars more commonly targeted for automated collection?

* Do spammers favor registrars who have a reseller or retail business model?

* Does the price of a TLD affect its popularity for use in spam?

e (Can the registries adopt any measures that would reduce the level of spam?

* s there any material difference in the spam level for ccTLDs vs. gTLDs?
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Appendix B. Excerpt from U.S. FTC Commission Study,
Email Address Harvesting: How Spammers Reap What
You Sow

From http://www.security.iia.net.au/downloads/spamalrt-ftc.pdf:

To find out which fields spammers consider most fertile for harvesting, investigators
"seeded" 175 different locations on the Internet with 250 new, undercover email
addresses. The locations included web pages, newsgroups, chat rooms, message boards,
and online directories for web pages, instant message users, domain names, resumes, and
dating services. During the six weeks after the postings, the accounts received 3,349
spam emails. The investigators found that:

* 86 percent of the addresses posted to web pages received spam. It didn't matter
where the addresses were posted on the page: if the address had the "@" sign in it,
it drew spam.

* 86 percent of the addresses posted to newsgroups received spam.

* Chat rooms are virtual magnets for harvesting software. One address posted in a
chat room received spam nine minutes after it first was used.

Addresses posted in other areas on the Internet received less spam, the investigators
found. Half the addresses posted on free personal web page services received spam, as
did 27 percent of addresses posted to message boards and nine percent of addresses listed
in email service directories. Addresses posted in instant message service user profiles,
"WHOIS" domain name registries, online resume services, and online dating
services did not receive any spam during the six weeks of the investigation.
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Advisory Committee

23 July 2007

SAC020: SSAC Response to IDN Program Director regarding ICANN's proposal for IDN
deployment at the root level of the DNS

The Security and Stability Advisory Committee has been invited to comment on ICAN-
N's proposal for IDN deployment at the root level of the DNS (http://www.icann.org/an-
nouncements/announcement-2-19jun07.htm).

The committee offers the following comments and observations:

* SSAC concurs with the RSSAC 18 March 2007 public statement that that policies
regarding IDNs are out of the committee's scope and takes no position on compo-
sition of strings (except that they be unique) and the number of strings per TLD.

e SSAC further concurs with RSSAC that the root zone can accommodate a factor
of 2-5 times the number of TLDs without introducing technical instability.

* SSAC favors the introduction of a set of IDN labels associated with the . TEST
TLD to provide ongoing testing of IDN deployment at the root level of the DNS.

* SSAC is content to leave the duration of the test to the discretion of the parties en-
gaged in testing but recommends that an end date be specified.

With regards to technical and operational issues, SSAC has considered the findings from
18 March RSSAC meeting in the Praha and concurs with said findings regarding the ad-

dition of standard delegations (NS records) to the root zone to instantiate IDN at the root.
SSAC will also work with RSSAC should either committee be asked to provide input on
the matter of aliasing of domain names in the root zone.

SSAC requests the courtesy of continued notices from ICANN during the course of test-
ing, from inception to conclusion, and looks forward to the opportunity to review find-

ings from the tests, including data or measurements provided by the root server operators
during the course of the testing.

Stephen Crocker, Chairman

(On behalf of the Security and Stability Advisory Committee)
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ICANN | Terms of Reference: Independent Review of ICANN's Accou... http://www.icann.org/transparency/owt-report-tor.htm

1ofl

Terms of Reference: Independent Review of ICANN's Accountability and
Transparency

29 March 2007

As part of its ongoing commitment to improvement, ICANN has engaged the One World Trust (OWT) to
provide advice to ICANN on its standards of accountability and transparency with a view to helping ICANN
develop an action plan for continued improvement. This action plan will cover all aspects of accountability and
transparency in ICANN (including Board, staff, Supporting Organizations and Advisory Committees). It will
cover the structures and principles that have been put in place through the bylaws and other documents and
the actual practice within ICANN.

OWT will examine ICANN’s standards of transparency, participation, evaluation and complaint handling. Under
these headings, it will cover issues such as:

Decision making processes
Reporting processes
Accessibility to information
Policy development processes
Evaluation processes
Complaint response processes

In undertaking this project, OWT will:

Review organisational documents and other relevant internal and external materials

Review comments made by the ICANN community during the recent comment period on accountability
and transparency

3. Conduct semi-structured interviews with Board members, members of Supporting Organizations and
Advisory Committees, senior management and other staff

4. Conduct semi-structured interviews with key external stakeholders

N =

OWT will prepare a suggested action plan for ICANN to build upon its existing accountability and transparency
measures based on this research.

The suggested action plan will be used as the basis for further discussion with the ICANN community at the
Lisbon meeting.

1/14/08 3:01 PM
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Independent Review of ICANN’s Accountability
and Transparency — Structures and Practices

Commissioned by the Internet Corporation of Assigned Names and Numbers
(ICANN)

London, March 2007

One World Trust



The One World Trust promotes education, training and research into the changes required
within global organisations in order to make them answerable to the people they affect and
ensure that international laws are strengthened and applied equally to all.

One World Trust
3 Whitehall Court
London SW1A 2EL
United Kingdom

Tel: ++44 (0)20 7766 3470

Email: accountability@oneworldtrust.org
Website: www.oneworldtrust.org
Charity Number 210180
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1. Executive Summary

1.1 Introduction

The mission of ICANN is to coordinate, at the overall level, the global Internet's
system of unique identifiers, and in particular to ensure the stable and secure
operation of the Internet's unique identifier systems.  As such, ICANN plays a key
role in the emerging network of structures that govern the functioning of the Internet.

Reflecting this unique position, ICANN has developed a unique governance
structure. It is a not-for-profit corporation that through a multi-stakeholder, bottom-up
process engages the diverse stakeholder groups that make up the Internet
community in the development of policy on Internet domain names and IP addresses.

Key to ICANN’s legitimacy and effectiveness is its accountability and transparency. In
order to facilitate meaningful stakeholder engagement, and to prevent the capture of
the organisation by any single set of interests, ICANN needs to be giving an accurate
and timely account of what it is doing, taking into account the diverse views of its
stakeholders and allowing itself to be held to account for the commitments it makes.

As part of its efforts to strengthening accountability and transparency, ICANN
engaged the One World Trust to benchmark its standards of accountability and
transparency against other international organisations with a view to identifying areas
for improvement.

The review we have undertaken covered both the structures and principles that have
been put in place through ICANN’s By-Laws to facilitate accountability and
transparency and the actual practice.

While comprehensive, this does not represent a definitive review of ICANN’s
accountability and transparency. Accountability is a normative concept and the
framework used for the review represents just one way of approaching the issue.

1.2 Analytical Framework

The analytical framework used to conduct the review was drawn from the One World
Trust Global Accountability Framework. A four-part framework', developed over four
years of multi-stakeholder dialogue that identifies the core dimensions of
accountability that organisations need to have in place in relation to internal and
external stakeholders:

e Transparency refers to the provision of accessible and timely information to
stakeholders.

» Participation is the active involvement of internal and external stakeholders
in organizational decision making. Participation must allow for change; it has
to be more than acquiring approval for, or acceptance of, a decision or
activity.

« Evaluation makes it possible for organisations to assess activities, outputs,

! Blagescu, M, de Las Casas, L. & Lloyd, R (2005) Pathways to Accountability: The GAP Framework,
One World Trust, London (UK)
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outcomes and impacts, with contribution from relevant stakeholders.

» Complaint and response mechanisms provide the means for raising
questions about an organisation’s performance and for sanctioning failures
to deliver on commitments.

These four elements enable an organisation to give an account to, take account of,
and when necessary be held to account by, stakeholders. All four must be integrated
into organisational policies, procedures and practice, at appropriate levels and stages
of decision making and implementation, in relation to both internal and external
stakeholders.

1.3 Summary of findings

The review of ICANN identified a number of areas where ICANN practices observe
principles of accountability, and a number of areas where there is room for
improvement. Below is a summary of the main findings:

Overall, ICANN is a very transparent organisation. It shares a large quantity of
information through its website, probably more than any other global organisation.
What ICANN should consider addressing however is the accessibility of this
information and consistency with which it is made available. The ongoing efforts to
redesign the ICANN website will go a long way to making information more
accessible, but to address the issue of the consistency ICANN should consider
providing clearer guidelines to its constituent bodies on what, when and how
information should be made available.

When benchmarked against other global organisations, the overall level of
transparency of the ICANN Board is also high; where ICANN should improve their
practice is in explaining more clearly how stakeholder input is used when making
decisions.

As a multi-stakeholder organisation, ICANN engages in participatory decision
making. The participation of stakeholders in the development of policy for example,
is mandated by the By-Laws; few other global organisations make a commitment
such as this in their governing documents. To strengthen its approach to participation
however, ICANN should focus their efforts across a number of areas. Given the
importance of public engagement to the legitimacy and relevance of ICANN
decisions and policy, ICANN should ensure the public are being engaged
consistently across the different constituent bodies according to principles of good
practice. If basic good practice principles such as explaining to stakeholders how
their inputs made an impact on the final decision are not met, levels of engagement
will fall.

Another area where ICANN should focus its efforts is in providing additional
administrative support to the Board, so as to facilitate better engagement of Directors
in the governance of the organisation. As with much of ICANN, the Board is made
up of volunteers who need to balance their ICANN responsibilities with full time jobs.
To ensure Directors are able to participate effectively and efficiently in the decision
making they need to be provided with additional support by ICANN staff.

ICANN have numerous formal procedures in place for monitoring and evaluating
activities. For example they have a system for tracking performance in relation to
their operational plan. They also conduct regular Independent reviews of the ICANN
Supporting Organisations and Advisory Committees. Both are important for helping
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the organisation meet stated goals and commitments. Where ICANN should focus
their efforts is on encouraging more self-evaluation and learning within the
organisation.

While some Supporting Organisations and Advisory Committees already self-
evaluate it is done on an ad hoc basis. And while ICANN is developing ways of
disseminating lessons across different parts of the organisation (staff, volunteers,
Supporting Organisations and Advisory Committees) these are not institutionalised to
the same extent as in other global organisations. ICANN should therefore take steps
towards creating structures and processes that foster greater learning within the
organisation.

In relation to complaint and response procedures, ICANN has developed three
separate but interrelated mechanisms: the Ombudsman, Reconsideration
Committee, and Independent Review Panel of Board actions. Together they offer a
robust approach to complaints handling; providing internal oversight of Board
decisions and staff actions, and thus reducing the likelihood of litigation. While each
of these mechanisms need further strengthening, their existence is in compliance
with good practice. Where ICANN should focus their efforts is in creating greater
coherence across the complaints functions, and better communicating their
integrated nature externally. They also need to consider the accessibility of the
different functions and ensure language and cost are not a barrier to their use by
stakeholders. Specifically, in relation to the Independent Review Panel, ICANN
should also consider developing this into a more institutionalised and stable oversight
mechanism.
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2 Introduction

2.1 Background

1. The mission of ICANN is to coordinate, at the overall level, the global Internet's
system of unique identifiers, and in particular to ensure the stable and secure
operation of the Internet's unique identifier systems. As such, ICANN plays a key
role in the emerging network of structures that govern the functioning of the Internet.

2. The Internet has become a central part of our lives. It is a defining feature and a
foundational pillar of globalisation. Given its responsibility for coordinating a crucial
element of the Internet, ICANN provides a critical global public resource.

3. Reflecting this unique position, ICANN has developed a unique governance
structure. It is a not-for-profit corporation that through a multi-stakeholder, bottom-up
process engages the diverse stakeholder groups that make up the Internet
community in the development of policy on Internet domain names and IP addresses.

4. The multi-stakeholder nature of ICANN is the cornerstone of the organisation’s
legitimacy. The involvement of a wide range of stakeholders in ICANN activities
ensures policy making and operational functions are conducted in the interests of the
Internet community and not captured by the interest of one specific group.

5. In this respect, accountability and transparency are central to ICANN. To facilitate
the multi-stakeholder process, ICANN needs to be giving an accurate and timely
account of what it is doing, taking into account the diverse views and need of its
different stakeholders and allowing itself to be held to account for the commitments it
has made.

6. Accountability and transparency featured prominently in the 2006 Joint Project
Agreement that ICANN signed with the US Department of Commerce. This
agreement provides the mechanisms and procedures that will affect the transition of
the Internet domain name and addressing system to the private sector.

7. In response to this ICANN has already undertaken a number of initiatives:
* ICANN has engaged members of its community about what accountability
and transparency mean in the ICANN context, and what standards might

be appropriate.

« The ICANN website has been redesigned to make core processes more
accessible and transparent.

» The ICANN Board has made efforts to improve its reporting by providing
more detailed minutes and voting transcripts

8. As part of these efforts, ICANN also engaged the One World Trust to benchmark
its standards of accountability and transparency against similar international
organisations with a view to identifying areas for improvement.

9. ICANN is intending to bring all of this work together into a set of Management
Operating Principles that will be discussed and agreed by the ICANN community.
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2.2 Purpose

10. The review covered both the structures and principles that have been put in
place through ICANN’s By-Laws and other documents to facilitate accountability and
transparency and the actual practice. As such, the review looked at

o The decision-making and selection processes of the Board
o Reporting processes / Access to information

o Policy development processes

o Evaluation processes

o Complaint handling processes

11. The review encompassed the Board, Supporting Organisations, Advisory
Committees and staff. Given the independent reviews that are being undertaken
over the next year for many of these bodies, this evaluation does not delve into the
detail of how each individual body functions, but focuses on the connections between
these bodies and the accountability and transparency issues that cut across them.

12. This does not represent an exhaustive or a definitive review of ICANN’s
accountability and transparency. Accountability is a normative concept and the
framework we have used represents just one way of approaching the issue.

13. The focus of this review has specifically been on organisational and
procedural accountability. We acknowledge that there is also the issue of political
accountability. There have been historical arguments about oversight of ICANN and
the role that national governments should play in this. These are important issues,
but fall outside the scope of this study.

2.3 Methodology

14. The review was undertaken by the One World Trust. The team was composed
of Monica Blagescu, Robert Lloyd and Jeff Oatham, with independent review from
two peers. The team is grateful for the support and assistance it received from staff
and volunteers of ICANN and the wider ICANN community, as well as for
contributions from external stakeholders.

15. The review used several parallel methods and activities to gather information
and triangulate findings. These included:

»  Semi-structured interviews with ICANN Board members, members of
Supporting Organizations and Advisory Committees, senior management and
other staff, volunteers and external stakeholders. In total, over 26 people were
interviewed (see Appendix 6).

» A review of ICANN by-laws, policies and other documents, as well as other
relevant official statements.
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* Review of comments made by the ICANN community during the recent
consultation on accountability and transparency, and other external reviews. In
total, over 60 documents were consulted (see Appendix 7).

* Review of good practice in accountability at other global / transnational
organisations.

2.4 Outline

16. The Report is divided into 6 main sections. Section 3 presents the analytical
framework that was used to undertaken the review. Sections 4 through to 7 contain
the body of the review and looks at what process and procedures ICANN has in
place to bring about accountability and transparency, how these works in practice
and what our recommendations are for improvement.

17. Section 8 brings together the key conclusions, identifies a number of high level
recommendations, and also highlights a number of high level issues that were not
covered in our review, but which ICANN should consider when moving forward with
their accountability. Section 9 lists all of the recommendations and groups them
according to if they are technical or strategic reforms.

18. The Main report is followed by a number of appendices which ground the
recommendations in concrete example of practice from other global organisations.
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3. Analytical Framework

19. One World Trust undertook research on what constitutes good practice of
accountability and engaged with transnational organisations from the corporate, non-
governmental and intergovernmental sectors and their stakeholder groups to identify
contemporary principles of accountability. After nearly five years of empirical
research, our work resulted in a four-part framework?® on the inter-active elements of
accountability that organisations need to have in place in relation to internal and
external stakeholders:

e Transparency refers to the provision of accessible and timely information to
stakeholders. Reporting and disclosure systems and processes that enable
information sharing are central to an accountable organisation. Examples
include an information disclosure policy, audited accounts and annual
reports. Transparency mechanisms need to be based on the principle of
presumption of disclosure, i.e. all information will be made available in the
absence of a narrowly defined set of conditions for non-disclosure.

« Participation is the active involvement of internal and external stakeholders
in organizational decision making. Participation mechanisms include regular
consultations with stakeholders or including stakeholder representatives on
Boards of Directors. Participation must allow for change; it has to be more
than acquiring approval for, or acceptance of, a decision or activity.
Underpinning this is the principle that stakeholders have the right to
contribute to decisions that affect them.

« Evaluation makes it possible for organisation to assess activities, outputs,
outcomes and impacts, with contribution from relevant stakeholders.
Monitoring and assessing results generate judgments about the success of
organizational efforts in meeting its performance promises. Examples
include organizational monitoring and evaluations systems, independent
program evaluations, and social audits. The overarching principle is to
integrate learning from evaluation into future planning and to report on the
results of the process.

« Complaint and response provide vehicles for raising questions about an
organisation’s performance and for sanctioning failures to deliver on
performance promises. Review panels, juries and ombudsmen are examples
of ways to create such opportunities. Principles of independence,
confidentiality and non-retaliation need to underpin complaints mechanisms;
valid complaints will always receive a response.

20. These four elements enable an organisation to give an account to, take
account of, and when necessary be held to account by, stakeholders. All four must
be integrated into organisational policies, procedures and practice, at appropriate
levels and stages of decision making and implementation, in relation to both internal
and external stakeholders. While each of these four elements is necessary for and
contributes to accountability, alone none is sufficient.

2 Blagescu, M, de Las Casas, L. & Lloyd, R (2005) Pathways to Accountability: The GAP framework,
One World Trust, London, UK
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4. Transparency and access to information

21. There are two key elements to transparency: the provision of timely and
accessible information to stakeholders and the opening up of organisational decision-
making procedures and policy-making processes to stakeholder scrutiny. As an
organisation dependent on the active engagement of stakeholders for ensuring its
legitimacy, ICANN needs to continue being open about how decisions are made and
disclosing relevant information in a timely manner.

22. ICANN is in many ways a very transparent organisation. It shares a large
quantity of information through its website, probably more than any other global
organisation. Their practice of transparency is supported by provisions in the By-
Laws, which state that, “l{CANN and its constituent bodies shall operate to the
maximum extent feasible in an open and transparent manner and consistent with
procedures designed to ensure fairness.” The example of the policy development
process is indicative: throughout each of the stages of the process Supporting
Organisations disclose the different versions of the policy, input from stakeholders
and the minutes of the Council meetings where the policy is discussed and formal
recommendations to the Board are developed.

23. However, while openness is undoubtedly common practice within the
organisation, there remain a number of areas where ICANN'’s transparency could
benefit. Cutting across the different constituent bodies of ICANN are issues of
information accessibility, consistency in what information is disclosed, and consistent
compliance with stated commitments in the disclosure of information.

4.1 Organisation-wide transparency

24. Key to being a transparent organisation is not only that information is made
available, but that there is consistency in the way that different constituent bodies
disclose information. While ICANN is committed to transparency, it suffers from a
lack of consistency in relation to the type and detail of information that is made
publicly available by its different bodies. For example, although all Supporting
Organisations make the minutes of their meetings available (this is mandated in the
By-Laws) only the RSAC and the ALAC advisory committees do so. Likewise, while
the Board makes its minutes publicly available, only one of its eight subcommittees
posts their minutes on the website.

25. The same holds for meeting agendas; as a basic good practice principle for
transparent decisions making, meeting agendas need to be made available to
relevant parties in advance of the meeting. In ICANN this principle is currently only
applied by the Board and the GNSO Council.

26. Other basic information such as members, the rules of procedures and work
plans should also be available at all levels within ICANN. This is basic information
that irrespective of the specific purpose of the body should be disclosed to enable
stakeholders to understand how the body functions and to be able to follow its
activities (see Table 1).
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Table 1. Information Disclosure basic information across a selection of ICANN bodies

Selection of ICANN Bodies Minutes pre-meeting Work Meeting list of Rules of
Agenda plan schedule members Procedure

Board Y Y N Y Y Y
Nominating Committee N N Y Y Y Y
Conflict of Interest Committee Y N N N Y N
Executive Committee Y N N N Y N
Governance Committee N N N N Y N
President's Strategy Committee N N N N N N
GNSO Council Y N° N Y Y Y
ccNSO Council Y N N N N N*
ASO Council Y N Y Y Y Y
ALAC Y N° N NE Y In

development
GAC N N Y’ N Y Y
SSAC N N Y N Y In

development

8 In

RSAC Y N N N N

development

27. Ensuring consistency in information disclosure is a challenge faced by all
global organisations. The bottom up tradition of ICANN makes it even more

challenging. While ICANN needs to respect the independent nature of each of its

supporting bodies and advisory committees, the organisation could benefit from
taking a more active role in defining what information needs to be made publicly
available by its different bodies. Other global organisations have addressed this

issue through developing an Information Disclosure Policy. In the case of ICANN,
such policy would provide guidance to staff and volunteers on what, when and how
information will be made pubilic; but this will also allow external stakeholders to know
what type of information they can expect to have access to. This way, expectations
will be better managed on all sides.

* GNSO provide an agenda after the meeting

* ccNSO have Rules of Procedure but do not post them online

°> ALAC provide an agenda after the meeting

® ALAC have a Calendar of Events but it has not been updated since 2005

" GAC have a work programme but it is buried in another document with delivery timetable

8 RSAC admit their meetings usually follow IETF but do not provide the schedule of IETF meetings or a
link to the IETF meetings
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Recommendation 1.1°: So as to foster the consistent disclosure of information
throughout the organisation, ICANN should consider developing a formal Information
Disclosure Policy that clearly states what, when and how information will be made
available at different levels of the organisation (see Appendix 1 for key elements of
an Information Disclosure Policy).

28. While ICANN strives for high levels of openness and transparency both at the
Board level and among its supporting organisations and advisory committees, there
are instances in each of these bodies where due to legal, contractual or security
issues, certain discussions and information needs to remain confidential. This is
entirely acceptable, as full transparency can at times be detrimental to an
organisation’s decision-making processes or activities. For example, if the disclosure
of information could potentially undermine the ability of the organisation to pursue its
mission (in the case of ICANN the security and stability of the Internet’s system of
unique identifiers), such information should not be made publicly available. Butto
ensure consistency, there needs to be clarity around when these instances apply.
Moreover, to match the existing commitment to information disclosure, these
instances need to be narrowly defined.

29. Currently the By-Laws state that the Board can keep confidential information
“relating to personnel or employment matters, legal matters (to the extent the Board
determines it is necessary or appropriate to protect the interests of ICANN) [and]
matters that ICANN is prohibited by law or contract from disclosing publicly”. While
these conditions are somewhat narrow, the qualification that any “other matters that
the Board determines, by a three-quarters vote of Directors present at the meeting
and voting” can also be redacted from the preliminary report or minutes represents a
significant loophole. The fact that this can only be enacted through a % vote of
Directors provides a safeguard to its abuse; however, its existence brings uncertainty
in disclosure. The need for such a loophole would be significantly reduced if the
Board developed a more specific and comprehensive set of conditions for non-
disclosure, as organisations such as the Asian Development Bank and the United
Nations Environmental Programme have done.

30. Furthermore, the provisions in the By-Laws around confidentiality are
currently focused on the Board, while our review suggests that questions of what
should be made public and what should be kept confidential exits in other parts of the
organisation as well. Greater guidance at these levels would be beneficial not the
least to staff. For example, confidentiality issues are pertinent for much of what the
SSAC does, while issues of confidentiality emerge especially in relation to issues of
re-delegation. A newly developed set of conditions for non-disclosure should
therefore be applicable not only to the Board, but across the entire organisation.

Recommendation 1.2: ICANN should develop an Information Disclosure Policy that
identifies a set of clear and narrowly defined conditions for non-disclosure that apply

° The numbering used for the recommendations mirrors the numbering in the Summary of
Recommendations at the end of the report
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throughout the organisation (see Appendix 1 for examples of narrowly defined
conditions for non-disclosure).

31. To ensure compliance with any organisational policy, it is important that there
is high level oversight and leadership. Without this, implementation will only ever be
piecemeal. To ensure implementation of the information disclosure within ICANN
therefore, responsibility for overseeing the policy should be assigned to a senior
manager.

32.  Supporting this, a set of indicators should be developed to monitor the
implementation of the policy, and an annual review should be undertaken which
identifies how ICANN is complying with the policy, where there are problems, and the
steps that are to going be taken to address these (see recommendation 5.1 in
section 8.)

Recommendation 1.3: ICANN should consider assigning responsibility for
overseeing organisation-wide compliance with the Information Disclosure Policy to a
publicly named senior manager; and making publicly available an annual review that
documents compliance with the policy.

33. ICANN discloses large amounts of information that, while reflecting the
organisation’s openness, makes locating information difficult. Redesigning the
website will make information more accessible; yet ICANN should also consider
putting in place a function to support stakeholders in finding information. This could
be similar to a ‘contact us’ function by enabling an individual to contact an ICANN
staff member whose responsibility includes assisting stakeholders to locate
information. The support function could include fields where an individual could
specify the type of document they are trying to find to help narrow the search
parameters. For example, the function could include fields for the supporting
organisation; whether the document is policy related or other.

Recommendation 1.4: ICANN should consider assisting stakeholders in locating
online information through a function that enables them to contact a staff member
with a specific document query.

34. As mentioned above, accessibility of information is key to transparency.
Given the wide range of stakeholders that are affected by the decisions and activities
of global organisations, many have adopted multiple working languages. Publicly
disclosing information in more than just one language is now common practice.

35. Currently, on its website ICANN has translated basic information about the
organisation and its operations, and has done this in 10 languages (including
English). Across other documents, however, there is less consistency. Naturally, the
organisation cannot translate everything; it must identify the key documents that
need to be accessible to a wide range of stakeholders to foster informed engagement
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in the policy development process, but also to enable stakeholders to exercise
scrutiny of ICANN.

36. To approach this issue in a structured and consistent way, ICANN should
develop a translation policy. This might identify what documents and publications
should be translated, into what languages and how they would be disseminated. It
could be broken up into the following categories for example: documents and
publications that address ICANNSs overall business strategy (e.g. annual reports;
operational policies, procedures, and guidelines; and strategy papers); documents
that are provided to an audience for public consultation; and Web content.

Recommendation 1.5: To foster accessibility of documentation and processes
throughout all ICANN constituent bodies, ICANN should consider developing a
translation policy that identifies which documents are translated and includes
provisions on management and infrastructure issues for translation (see Appendix 2
for key elements of a translation policy).

4.2 Transparency of high level governance and decision making

37. Transparency is also about the degree to which stakeholders are able to
follow the course of a decision and understand the rationale behind how it was made.
Openness about decision making at Board level becomes a key indication of an
organisation’s transparency.

38. Compared with other global organisations, the ICANN Board meets standards
of good practice. Itis committed to disclosing a preliminary report five working days
after every Board meeting, and this identifies any actions taken. It discloses minutes
that provide a detailed summary of official business conducted (including identifying
speakers by name) and voting transcripts. The background documentation
disseminated to the Board is also provided. While there have been issues in the past
with the preliminary report of the Board being disclosed within the five-day period
(with requests for reconsideration being filed on the issue), the overall level of
transparency of the ICANN Board is high when benchmarked against other global
organisations. Of the ones listed below, ICANN'’s is the only Board that discloses
voting records.
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Table 2: Benchmarking of ICANN Board Reporting against other global organisations™

Information provided in Board Global
Reporting ICANN | ILO | GEF FAO |WHO | GAVI | Fund
Minutes* Y Y Y Y Y Y Y
Lists participants Y Y Y Y Y Y Y
List of documents Y Y Y Y Y Y Y
voting record Y N N N N N N
Includes name of those

speaking Y Y N N Y N N
Available in various languages N Y Y Y Y N Y

*A record of official business conducted and formal decisions taken

39. Despite this general openness, there remains a lack of clarity among many in
the ICANN community as to how and why the Board reaches certain decisions;
specifically, how it weighs up the input of different stakeholders (Supporting
organisations, advisory committees and the public) and how it incorporates these into
the decision-making process.

40. As is the case with most global institutions, given the vast array of
stakeholders that engage with ICANN, it is not possible for the Board to adapt
decisions that address each and every concern. This would lead to paralysis within
the organisation. However, ICANN needs to be more open and communicate more
clearly how and why stakeholder concerns are or are not taken into account.

41. Ambiguity around how input and feedback are used can create distrust
among stakeholders, frustration with the process of engagement and can ultimately
lead to declining levels of participation. Stakeholders need to know they have been
heard. The Board needs to more explicitly acknowledge how various pieces of input
have had an impact on the final decision.

42. The By-Laws already state that, after taking action on policies that
substantially affect the operation of the Internet or third parties (including the
imposition of any fees and charges) the Board needs to “publish in the meeting
minutes the reasons for any action taken, the vote of each director and the
statements of directors requiring publication of such statement.” While ICANN needs
to ensure this provision is implemented consistently, the Board should take further
steps in its reporting. While providing a reason as to why a decision was made, it is
important that the Board also provides an explanation as to why stakeholder input
was considered or not as relevant to the decision-making process.

43. For the most important decisions, specifically those that relate to policy
considerations, the ICANN Board should produce a report (separate from the

'% International Labour Organisation (ILO); Global Environment Facility (GEF); Food and Agriculture
Organisation (FAO); World Health Organisation (WHO); Global Alliance for Vaccines and Immunisation
(GAVI); Global Fund To Fight AIDS Tuberculosis and Malaria (Global Fund)
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minutes) that summarizes the main comments and input received from stakeholders
— in instances where an issue provokes significant public comment, it may be
necessary to group these responses into broad themes — and clearly identifies how
the final decision was / was not affected by these. This will inevitably place an extra
burden on the Board, thus the detail deserves thorough consideration. Yet as a multi-
stakeholder organisation dependent on the engagement of stakeholders for its
continued success, ICANN needs to consider undertaking this step.

Recommendation 1.6: For the most important decisions, specifically those that
relate to policy considerations, the Board should consider producing a report
(separate to the minutes) that explains how all stakeholder input was used in coming
to a final decision.

44. Currently the main way through which the Board communicates future
decisions is through the Board agendas; these are disclosed seven days in advance
of the meeting (as stated in the By-Laws). While it is not practical to expect the
Board to disclose the final agenda earlier than this, stakeholders need to have
adequate warning of what issues are under consideration so as to prepare and
provide meaningful input into Board decisions; for this to happen, the current period
of agenda disclosure does not suffice.

45. Institutions such as the World Bank, International Monetary Fund and African
Development Bank have overcome this problem by developing a publicly available
schedule of Board discussions planned over a twelve-week period. In this, the
agenda for each meeting is updated on a day-to-day basis as items are added or
taken off. Such a schedule could be integrated into the Meeting schedule that
ICANN already has on the website for their Board meetings.

Recommendation 1.7: To provide stakeholders with advance warning of issues for
consideration by the Board, ICANN should consider developing a web-based
schedule of Board discussions that are planned over a twelve-week period where the
agendas are updated in real time.

46. While the ICANN Board is mandated by the By-Laws to disclose the minutes
of its meetings, its eight subcommittees are not. The Executive Subcommittee is the
exception: although not mandated by the By-Laws, this body discloses minutes of its
meetings.

47. The subcommittees play an important role in the governance of ICANN,
having all the legal authority of the Board except for the authority to change the By-
Laws, approve the budget and repeal a decision of the board. It is imperative that
they conform to the same standards of transparency as the rest of the organisation.

Recommendation 1.8: The subcommittees of the ICANN Board should consider
disclosing minutes of their meetings on the website. This should be guided by the

Page 17



Information Disclosure Policy.

4.3 Transparency within Supporting Organisations and Advisory
Commiittees

48. It is currently difficult to follow the course of the policy development process
(PDP) across each of the Supporting Organisations, because of how the information
and documentation is structured on the website. The ccNSO, for example, places all
the information related to a PDP under announcements (‘What’s New’ section of the
website). Over time, this information gets lost within the other news items

49. To enable stakeholders to follow the different stages of a consultation process
and how different input shaped and informed the policy document, Supporting
Organisations should organise the information and documentation provided online
that relates to a PDP in a more accessible and consistent manner.

Recommendation 1.9: Across Supporting Organisations, all documentation and
information provided online that relates to policy development processes should be
organised in a more accessible and consistent manner.

50. As a result of the ICANN bottom up process, each supporting organisation
and advisory committee works according to its own procedures. While this is
encouraging, it results in a lack of consistency in how information is presented across
each of the respective websites. To increase the accessibility of information from
supporting organisations and advisory committees, ICANN should develop a
common template for their websites that locates information in similar formats /
places.

51. For example, each website could categorize information according to a
number of common headers such as About Us, Governance, Policy, etc. A set of
common subsections could be used within each of these. For example, a Supporting
Organisation might list under Governance: Council Members, Council Meetings and
the rules of procedure. Under the Meetings subsection there might be a meeting
schedule and minutes and agendas of meetings.

52. Providing information within a shared framework offers visitors an easier way
to access information across the different constituent bodies. A common template
would increase the user friendliness across the different bodies of ICANN.

Recommendation 1.10: ICANN should consider developing a shared framework of
presenting online information across its Supporting Organisations and Advisory
Committees (e.g. rules of procedure, charter, minutes, agendas etc) to ensure user
friendliness of web pages (see Appendix 3).
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5. Participation

53. An accountable organisation understands and responds to the needs and
interests of its key stakeholders. This is best achieved through stakeholder
engagement and participatory approaches to decision making. Accountable global
organisations establish mechanisms that enable stakeholders to input into decisions
that affect them. This may require engagement at the policy level or the strategic
level as well as at operational level.

54, External stakeholder engagement must go beyond acquiring approval for, or
acceptance of, a decision or activity (or including stakeholders in operational
activities). Participation is about organisations taking into account what stakeholders
are saying and providing them with the opportunity to influence how and what
decision are made. A key principle of effective participation is that the organisation is
open to change.

55. As a multi-stakeholder organisation, ICANN draws its legitimacy from the way
it engages and balances the views and interests of different stakeholders in its
decision-making processes. This relates to high level decision making, as well as to
stakeholder engagement in policy and operations.

56. ICANN'’s approach to stakeholder engagement is in many ways already quite
developed. Take the policy development process for example; through its By-Laws
ICANN describes in detail the different stages at which stakeholders need to be
engaged in the development of policy. Few other global organisations make a
commitment of this type in their governing documents. The engagement of
stakeholders is further strengthened with stakeholder groups such as individual
Internet users also having formal representation in the ICANN structures through
bodies such as ALAC. The recent recruitment of a General Manager of Public
Participation is also good practice.

57. While ICANN is starting from a good position, there are a number of areas
where participation could be strengthened.

5.1 Organisation-wide public engagement

58. Public engagement is key to the legitimacy and relevance of ICANN decisions
and policy. Supporting Organisations and Advisory Committees undertake
consultations on policy, as does the Board. To foster consistency across the different
supporting organisations in how consultations are conducted and to ensure their
potential is maximised, ICANN should develop a set of guidelines on how to conduct
online public consultations (given that online consultation is one of the preferred
methods of external stakeholder engagement).

59. Other organisations that have taken this approach use the guidelines to
identify key considerations and principles that inform the different stages of the online
consultation process. Such guidelines increase awareness amongst staff of the key
principles of public consultations, enabling them to increase their effectiveness in
administering stakeholder engagement processes, and thereby improving the quality
of public participation. They provide stakeholders with a guide as to what they
should expect from any engagement, and enable them to hold the organisation to
account for this.
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60. Organisations such as the OECD have developed such document, which they
have found very useful. To encourage implementation of such guidelines across the
organisation, a senior member of staff is usually assigned responsibility for
overseeing dissemination and compliance.

Recommendation 2.1: To foster consistent engagement with the public across
ICANN constituent bodies, ICANN should consider developing a set of guidelines on
how to conduct an effective and meaningful online public consultation and assign
responsibility for oversight to a senior member of staff (see Appendix 4 for key
elements of guidelines on public engagement).

5.2 Participation of Board members in high-level governance and
decision making

61. To provide the Board of any organisation with the support they need to
undertake their responsibilities and make informed decisions, it is good practice to
have a secretariat. While a number of staff members within ICANN are assigned
support role to the Board, additional administrative support is required to facilitate
more effective participation of Directors in the decision making of ICANN.

62. For example, our review highlighted that timely and concise briefings for
Directors prior to Board meetings were sometimes lacking and that this lead to some
Directors feeling that they did not have adequate time to prepare for important policy
discussions. A secretariat would go some way towards mitigating this problem; it
would be responsible for channelling communications from staff to Board members
and ensuring information is disseminated to Directors in a timely manner.

63. Similar Board support is provided in other global organisations. In the case of
the United Nations Development Programme, for example, the secretariat to the
Executive Board reviews and edits all documentation for submission to the Board,
makes logistical arrangements for Board meetings each year and provides
information and other support services to Board members. It is staffed by four
people, a director, senior editor, documents officer and an administrative associate.

Recommendation 2.2; ICANN should consider establishing a small secretariat
function to support the Board. This would facilitate communication from Staff to the
Board, ensure documentation was disseminated in a timely manner and provide
general administrative support to individual Board members.

64. It is the role of the Board to understand and reflect the changing needs of the
organisation it governs. As the organisation grows and evolves and in parallel to
ensuring fair representation of membership, the Board also needs to take into
account the qualifications of its members to ensure that they have the skills and the
vision to respond to these evolving needs.

65. This is true for ICANN as it is of any other type of organisations. Given the
role of the Nominating Committee in the selection of Board members, it is therefore
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important that this body is aware of the skill needs of the Board when it nominates
the eight of the 21 Directors.

66. Greater communication between these two bodies on the skills needed on the
Board might in turn inform the development of new selection criteria. This could be
linked into an annual self-assessment of the Board'".

Recommendation 2.3: The ICANN Board should consider communicating its skill
needs to the Nominating Committee. This process should be linked into an annual
Board self-assessment (see Recommendation 3.3).

67. As well as selecting Board Directors, the Nominating Committee is also
responsible for selecting members to the GNSO and ccNSO Councils and ALAC.
Similar to the Board, these too need to ensure that they have the necessary skills on
their governing bodies. In this respect, it is also important that the Nominating
Committee is aware of the skill needs of the GNSO, ccNSO and ALAC when it
selects members to these bodies.

Recommendation 2.4: The GNSO Council, ccNSO Council and ALAC should
consider communicating their skill needs to the Nominating Committee.

68. The Nominating Committee forms for eight months of every year to select a
total of 19 positions throughout the ICANN structure. The workload that comes with
participation on this committee is considerable. A substantial amount of this work
falls on the Chair. For example, in the 2005-2006 Report on Nominating Committee
activities it is noted that “... [tlhe work load of each of these Committees has been
very substantial, and represents a major workload assumed by each member and
especially by the Chair.” As a consequence of this workload the Chair was unable to
produce the 2005 and 2006 Annual Reports on Nominating Committee activities (a
document mandated by the By-Laws) on time undermining provision in the By-Laws.

69. In light of this, ICANN should consider providing additional administrative
support to the Nominating Committee. Similar to the Board, this could be in the form
of a small secretariat that would provide basic support in the processing of
applications and the selection process.

Recommendation 2.5: ICANN should consider providing additional administrative
support to the Nominating Committee in the form of a small secretariat function.

" This self-assessment would be separate from the independent review of the Board. It would be less
formal, undertaken on a more regular basis and focused on learning.
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70. The role of the Nominating Committee Chair is complex as is the process of
selecting a new one each year. Given the importance of this body, ICANN should
consider extending the time that the Chair stays in their post from 1 year to 2 years to
allow time for them to acclimatise to the position and gain experience before moving
on.

Recommendation 2.6: ICANN should consider extending the time that the
Nominating Committee Chair stays in their post from 1 year to 2 years.

71. There is currently a lack of clarity around the roles and responsibility of
Directors on the ICANN Board. This is manifesting itself at two levels. Firstly at the
level of general duties that individual Directors need to fulfil as part of the wider
Board membership; and secondly, the roles that Directors play in relation to the
Supporting Organisations that elect them.

72. Directors elected by Supporting Organisations should bring the needs and
views of these constituencies to the attention of the Board without necessarily
endorsing or voting in favour of that view. Currently the By-Laws state that “Directors
shall serve as individuals that have the duty to act in what they reasonably believe
are the best interests of ICANN and not as representatives of the entity that selected
them, their employers, or any other organisations and constituencies.”

73. Although Directors are part of a collective governing body, they also have
individual duties. They are expected to attend meeting regularly, contribute actively
to deliberations and put the interests of ICANN above any other interests. A detailed
set of written expectations or a position description for Directors can help individual
Board members to better understand their role.

Recommendation 2.7: ICANN should consider ensuring more clarity around Board
Directors’ duties, roles and responsibilities. One option would be to introduce a
position description for Board members.

74. It is good practice to enable those formally a part of an organisation to hold
Directors to account for gross negligence, misconduct, or dereliction of duty.
Providing conditions under which Directors can be removed from the Board is
common among global companies. Shareholders have the authority to remove a
Director (usually with a super-super majority), but the initiation of the process to
dismiss a Director can start with a single shareholder placing the item on an annual
meeting’s agenda.

75. ICANN'’s By-Laws provide the Board of Directors with the authority to remove
other Directors by a % majority of all Directors. However, ICANN policies do not
expand on how the process to remove a Director is initiated and who can initiate the
process. To strengthen accountability to its constituent organisations, ICANN should
put in place procedures that enable them to initiate a process that may result in the
removal of a Director. Such a process can be as simple as contacting the Chair of
the Board or Ombudsman to highlight reasons for dismissal.
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Recommendations 2.8: ICANN should consider introducing a procedure to enable
members of Supporting Organisations and Advisory Committees to initiate a process
to dismiss Directors for negligence, misconduct, or dereliction of duty.

5.3 Participation in Supporting Organisations

76. The GNSO develops policies that have a significant impact on Internet users.
For this reason, it needs to engage more with this group. A non-voting liaison from
ALAC that currently sits on the GNSO Council does provide a communication link
between the two bodies, but this does not enable sufficient participation of individual
users. To facilitate this process, more effective channels of communication need to
be opened between the GNSO and ALAC. A more meaningful channel for ALAC to
input into the policy process of the GNSO needs to be developed.

Recommendation 2.9: The GNSO should consider ways of better integrating the
views and perspectives of individual Internet users, through ALAC, into its policy
activities.
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6 Monitoring, evaluation and learning

77. Evaluation is an essential component of accountability. It can show if and
how an organisation is accountable for its performance, how it is achieving its goals
and objectives and meeting agreed standards. Evaluation allows an organisation to
give an account to stakeholders of what it has achieved, and it also allows
stakeholders to compare an organisation’s performance to the promises it made.

78. Evaluation also enables an organisation to learn. The evaluation process and
findings should inform ongoing activities and decision-making processes, thus
allowing the organisation to address emerging issues and improve performance.

79. Evaluation within ICANN currently takes place at a number of different levels.
A monitoring system is in place to track the implementation of the ICANN operational
plan. Anindependent review is mandated of each of the ICANN supporting
Organisations and Advisory Committees. Self-evaluation takes place among a
number of the supporting organisations, advisory committees and governance
functions, but not all.

80. While acknowledging the work that ICANN is already undertaking in this area,
a number of improvements could be made, as follows:

6.1 Organisation-wide evaluation and learning

81. An organisation’s Annual Report is a main document for communicating to
stakeholders the activities and achievements undertaken over the past year.
Increasingly among corporations and non-governmental organisations, this is also
used as a channel through which organisations can communicate how they are
performing in relation to key objectives, and how they are learning from both
successes and failures.

82. The first ICANN Annual Report was published in 2006. This provided a
comprehensive summary of the activities of ICANN according to its divisions,
supporting organisations and advisory committees. An effort was also made to
communicate performance in relation to the responsibilities identified under the Joint
Project Agreement. While this represents an excellent first step and provides a level
of detail that surpasses that provided by many international non-governmental
organisations, there are a number of ways in which it could be further improved.

83. Notably, the Annual Report needs to focus more on communicating ICANN’s
performance in relation to its key objectives rather than listing activities. The
information presented at the back of the report (p32-37) is relevant, but it currently
lacks detail and does not enable the reader to track progress year on year.

Moreover, it only identifies what activities ICANN has undertaken to achieve its goals;
it makes no reference to where some of the more critical areas / problems emerge
and how the organisation proposes to address them in the year ahead.

84. Being open about the problems and proposing solutions is essential as this
provides an indication to stakeholders that the organisation is open and learning.
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Anglo American provides an example of good practice in relation to this'2. In their
2005 Sustainable Development Report they highlight 39 key targets into a table and
indicate if they were achieved, not achieved, if an interim target was achieved, or if
more work is required. In addition, they identify what changes will be made to
address problems and what next year’s targets are. Reporting along these lines
allows stakeholders to see an accurate picture of progress and also to track
performance year on year against a set of core targets.

85. ICANN already makes public their Operating Plan Status report. However,
this is not accessible to the average Internet user — it lists too much information (and
does not identify any of the challenges). In consultation with stakeholders, ICANN
needs to identify those objectives that are most important to the majority of the
ICANN community and report performance in relation to these in their Annual Report.

Recommendation 3.1: ICANN should consider engaging with the ICANN community
to identify organisational goals and objectives that are perceived to be most
important and report on performance (including successes, setbacks and solutions)
in relation to these in the Annual Report.

86. To facilitate organisational learning, it is important that processes are in place
to ensure lessons learnt within different departments or divisions, Supporting
Organisations and Advisory Committees are disseminated widely within the
organisation.

87. While as a small organisation ICANN could rely on more informal channels for
disseminating lessons, as the organisation grows, it will become necessary for more
formal mechanisms to be put in place. Mechanisms for disseminating lessons can
take a variety of forms such as practice notes, virtual knowledge networks, internal
newsletters, learning workshops. A number of examples of good practice exist within
other global organisations from across the public, private and non-states sectors.
The OECD for example, has an internal learning network called the Civil Society
Coordinators Network. This is a group of individuals working in OECD that are
involved in engaging with civil society; they have occasional meetings on
engagement issues, organise internal meetings with civil society members and have
regular exchanges through a distribution list. In other organisations such ActionAid
International, a specific person is responsible for summarising evaluation reports and
disseminating them across the entire organisation. Pfizer Inc has also created both
regional and function networks to share best practices and discuss learning. For
example, each geographic region (Asia, Europe, Latin America and Africa/Middle
East) has a regional infrastructure that supports meetings and communication.

Recommendation 3.2: ICANN should consider developing mechanisms to facilitate
the dissemination of lessons learnt across Supporting Organisations, Advisory
Committees, staff and volunteers.

'2 Anglo American plc (2005) Report to Society: A Climate of Change, see
http://www.angloamerican.co.uk/static/uploads/Anglo%20American%202005.pdf p. 6-7.
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6.2 Self-evaluation of the Board

88. Annual reviews of Board effectiveness are emerging as a key indicator of
organisational performance across the public, private and non-profit sectors. It is
considered good practice that the Board annually defines its duties, identifies
performance in relation to the goals it set for itself, and suggests actions for better
fulfilling them.

89. Although the ICANN By-Laws already state that an independent review of the
Board should take place, if feasible, at least once every 3 years (the next is to take
place in October) a Board self-assessment would be separate from this.

Independent reviews provide an objective perspective on performance, while self-
evaluations are more focused on internal learning. An annual self-assessment by the
Board would provide an opportunity for the Board to check their performance as a
group, and to see if there are opportunities for change that could deliver better
results. This would be less formal then an independent review.

90. Some of the questions the ICANN Board may want to address in the course
of a self-evaluation:

» Are Board discussions well-informed and well-run? Are they focused on the
most relevant issues?

« Are the subcommittees working as they should and do they have the right
relationship with the rest of the board?

« Do directors feel their skills are used and their contribution is valued?
« How is the chair performing in his/her role?
« What is the quality of the relationship between the board and management?

« What is the state of relationships with owners, beneficiaries and other
stakeholders?

« How well is the strategic plan linked to the work within the organisation?

« How well the key indicators and reporting processes have helped the board in
its monitoring role?™

Recommendation 3.3: The ICANN Board should consider undertaking an annual
self-assessment, similar to that of the Nominating Committee. This should focus on
decision-making processes, skill needs on the Board, etc.

6.3 Evaluation of the policy development process

91. Creating the space at the end of a process to reflect on what worked well and
what did not work so well can foster a culture of learning and strengthen
organisational effectiveness. ICANN needs to be continually improving the policy
development processes, as a key component of ICANN activities. To facilitate this,
a system needs to be put in place whereby at the end of a policy development
process those involved can openly assess the process in a constructive manner.

13 http://governance.tpk.govt.nz/how/selfevaluation.aspx)
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Recommendation 3.4: Supporting Organisations should consider undertaking post-
action reviews at the end of the policy development process.

6.4 Self-evaluation of Supporting Organisations and Advisory
Committees

92. Currently a number of Supporting Organisations and Advisory Committees,
including ALAC, GNSO and GAC undertake self-evaluation of their activities (SSAC
is in the process of conducting a self-evaluation for the first time). In all cases, this
has been noted as a useful process that has led to learning and changes to operating
practices. In the case of GAC for example, self-assessments led to changes in their
working methods and a decision to strengthen the advisory committee’s
transparency.

93. Because of the capacity and time restraints that voluntary members of
Supporting Organisation Councils and Advisory Committees, self-evaluations have
not always been undertaken on a regular basis; when they have been undertaken,
they have not been publicly shared (ALAC is the exception to this). Given the role
that self-assessments play in fostering learning and enabling increased
effectiveness, such processes should become more formalised in ICANN.

94. All ICANN bodies should undertake annual reviews of their work and make
these available. Such reviews would not result in detailed reports, but rather focus
on learning and steps forward. In this respect, the document that is made public
does not have to be resource intensive.

Recommendation 3.5: All ICANN Supporting Organisations and Advisory
Committees should consider undertaking an annual self-assessment of their work
and share key learning and ways forward.

95. To assist Supporting Organisations and Advisory Committees in undertaking
self-evaluations, to foster a degree of consistency in how the evaluations are
undertaken and ensure that they meet accepted good practice principles, ICANN
should produce a guiding document for staff and volunteers on how to undertake
such exercises. The policy support officers for each of the supporting organisation
could be trained in how to implement such guidelines.

Recommendation 3.6: To help foster consistency in how self-assessments are
undertaken and to provide staff and volunteers with guidance on good practice
principles for evaluations, ICANN should consider developing evaluation guidelines
and provide training to the policy support officers.
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7 Complaint and Response Mechanisms

96. Enabling stakeholders to raise valid complaints about a decision or action and
ensuring they receive an adequate response is a critical aspect of an organisation’s
accountability. A complaint handling mechanism is the means through which
stakeholders can actually hold an organisation to account.

97. ICANN has developed three separate but interrelated mechanisms for dealing
with complaints: the Ombudsman, Reconsideration Committee, and Independent
Review Panel of Board actions. Together they offer a robust approach to complaints
handling; providing internal oversight of Board decisions and staff actions, and thus
reducing the likelihood of litigation.

While the various parts of the complaints systems are well developed, there are
areas where improvements could be made.

741 Organisation wide complaints and response

98. The Ombudsman, Reconsideration Committee and the Independent Review
Panel of Board actions, although independent of each other, function together to
create a complaints system within ICANN. Each mechanism represents a step in a
process of handling a complaint or grievance. As it stands, ICANN does not clearly
describe the integrated nature of these mechanisms.

99. Effort needs to be put into drawing the links between the three functions and
communicating how they collectively make up the organisation’s complaints system.
Currently each of the mechanisms are identified and described under the
“Accountability and Review” section of the ICANN website. This page should be
redesigned to highlight the complaints function as a three-step process made up of
the three separate mechanisms and how complaints work their way through the
system. Information should be provided not only on the functions of each
mechanism, but the overall process of issuing a complaint with ICANN, which
mechanism would suit a specific complaint, what appeals mechanisms are in place
should ICANN’s response not be satisfactory, and whom to contact for assistance in
filing a complaint.

Recommendation 4.1: ICANN should clearly describe the integrated nature of the
Ombudsman, Reconsideration Committee and Independent Review Panel of Board
actions. The links between the three functions and their integrated nature need to be
properly communicated.

100. While ICANN has three mechanisms for investigating complaints from
members of the ICANN community, the organisation does not have a policy or
system in place that provides staff with channels through which they can raise
complaints in confidentiality and without fear of retaliation. Having such a policy
(often referred to as a whistleblower policy) is good practice among global
organisations. A whistleblower policy that provides such protections serves as an
important means of ensuring accountability to staff as well as preventing fraudulent
behaviour, misconduct and corruption within an organisation.

101. The United Nation’s whistleblower policy is an example of good practice. It
includes a definition of whistleblowing consistent with good practice and provides
multiple channels for reporting violations thus offering safeguards against
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institutionalized conflict of interest, protection for outside parties, and mandatory
discipline for those who retaliated against complainants. To embed the whistleblower
policy in the organisation’s culture, the UN also trains staff and senior management
on the implementation of the policy.

102.  While whistleblower protections already exist under both Californian state law
through the California Labour Code and Federal law through the Sarbanes-Oxley Act,
ICANN should comply with good practice and develop an organisation-wide
whistleblower policy. This would clearly state the protections afforded to staff, provide
multiple channels through which a complaint can be made and clearly identify the
steps of the complaints process.

Recommendation 4.2: ICANN should consider implementing processes that act as
deterrents to abuses of power and misconduct which would protect staff who might
want to raise such instances. Specifically, ICANN should consider developing a
whistleblower policy that enables staff to raise concerns in a confidential manner and
without fear of retaliation; and developing appropriate systems to foster compliance
(see Appendix 5 for examples of good practice).

7.20mbudsman

103. The Ombudsman plays an important role within ICANN as an informal
alternative dispute resolution mechanism. Since its formation, it has reduced the
number of complaints handled through the formal complaint channels of the
Reconsideration Committee. As the Ombudsman’s office continues to reach out to
the community and raises awareness of the function within the ICANN community,
there is the distinct possibility that the number of complaints it has to handle will
increase. The office’s user group is the entire Internet community, yet it is currently
staffed by a single full time Ombudsman and an adjunct Ombudsman that provides
holiday cover. To ensure the continued effectiveness of the office, ICANN should
continue to support the Ombudsman through the adjunct Ombudsman and also
consider recruiting an additional full time member staff to provide administrative
support to the office.

Recommendation 4.3: ICANN should consider strengthening the capacity of the
Ombudsman’s office by recruiting full time administrative support for the
Ombudsman.

7.3Reconsideration Committee

104. To be effective as a mechanism that stakeholders can use to query Board
decisions, it is important that the Reconsideration Committee is accessible to its
users. Key to this is that stakeholders are aware of the mechanism and how to use
it; and that they are not prevented from accessing it because of procedural barriers.

105. As it currently stands, there is no statement in the By-Laws or otherwise,
stating that a request for reconsideration can be made in multiple languages.
Although ICANN would undoubtedly address a request not made in English, it is
important that accessibility is built into the mechanism rather than addressing it on an
ad hoc basis. This points to the need for a commitment to be made and the systems
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put in place to support the handling of requests for reconsideration in multiple
languages.

106. Likewise, the Reconsideration Committee needs to take more active steps in
disseminating information on how this mechanism can be used. While the
Ombudsman has made considerable efforts to reach out to the community and raise
awareness of what the Ombudsman office does and how to use the mechanism, the
Reconsideration Committee has yet to do this. Given that both are part of ICANN’s
overall complaints system, it is important that both are equally accessible to
stakeholders.

Recommendation 4.4: ICANN should consider making the Reconsideration
Committee more accessible to all stakeholders; this can be done by developing
systems to support the handling of requests for reconsideration in multiple languages
and actively raising awareness of the mechanism and its use among the Internet
community.

107. The ICANN By-laws state that “[t]he final decision of the Board [in relation to
the recommendations of the Reconsideration Committee] shall be made public as
part of the preliminary report and minutes of the Board meeting at which action is
taken.” While this is good practice, the actions should also be reported online next to
the documents on the Reconsideration Committee website that relate to the specific
request for reconsideration. This would make it easier for the reader to follow the
reconsideration process from start to finish (the initial request, the committee
response, the recommendations and the board actions). This was something that
ICANN seemed to do up until February 2000. Practice now however, is to state the
date on which the Board took action, but not to provide a link to the appropriate
minutes. Board actions could also be incorporated into the Annual Report provided
by the Reconsideration Committee to the Board.

Recommendation 4.5: The Reconsideration Committee should consider publicly
disseminating the actions taken by the Board alongside the documentation relating to
the specific request for reconsideration so that stakeholders are able to follow the
process from start to finish.

108. In the Ombudsman framework there is a specific commitment made by the
Board to respond to Ombudsman recommendations within 60 days of the next Board
meeting. There is no similar commitment made in relation to responding to
Reconsideration Committee recommendations. A commitment to a provide timely
response is important because it prevents protracted processes and also ensures the
complainant is not forced to wait for a response an unnecessarily long period of time.

Recommendation 4.6: The Board should consider making a commitment to
responding to the recommendations of the Reconsideration Committee within a
specific period of time.

109. The By-Laws state that the committee, upon deciding to take forward a
reconsideration request will deliver its recommendations within 90 days. Of the eight
requests for reconsideration (that have been made since the reconsideration policy
was revised in Oct 2000 and the commitment to the 90 days was made), three have

Page 30



not been handled in the stated time. Based on the response rate of the
Reconsideration Committee from 1999 onwards, of the 29 requests made only 13
recommendations were delivered within a 90 day period. This evidence suggests
that the Reconsideration Committee has historically struggled to deliver their
recommendations in the time period that it now commits to. ICANN will need to
review the capacity of the committee to respond to requests within this time period.

Recommendation 4.7: ICANN should consider reviewing the capacity of the
Reconsideration Committee to supply recommendations within 90 days of receiving a
request for reconsideration with the purpose of either increasing the capacity of the
Committee or increasing the stated response time.

110.  When Board members who participated in the original decision are the only
people reconsidering that decision possible issues arise related to the objectivity of
the process. While having current Board members present for reconsideration does
provide insight on the issue, there is a need for at least one non-executive individual
to provide independent, objective thought. This role would essentially be one of
facilitation where member would inject some impartiality into the Committee’s
reconsiderations. Such an individual could be an ex-Board member to ensure
familiarity with the organisation. Another Reconsideration Committee member could
also alleviate capacity issues and assist the committee in achieving response targets.

Recommendation 4.8: ICANN should consider introducing an independent member
onto the Reconsideration Committee to act as a facilitator. The individual would
provide impartial and objective assessment to Committee members on
reconsiderations.

7.4 Independent Review of board actions

111.  The Independent Review of Board actions mechanism plays an important role
in the accountability of ICANN. Although it has never been used to date, as the
organisation evolves, ICANN needs to make sure it is well developed and meets the
same high standards of the other parts of its complaints system.

112.  The mechanism’s lack of use might be related to the limited amount of
information available on ICANN’s website on how it works. Other than what is in the
By-Laws, there is no information on the ICANN website on how to initiate a complaint
through this process and no information on how the complaint will be dealt with. This
is despite Section 3.13 of the By-Laws stating that “the IRP operating
procedures...shall be posted on the Website when they become available.”

113. For any additional information on the independent review of board actions you
have to go to the International Center for Dispute Resolution (ICDR) which handles
the independent review process. Here the ICDR identifies the rules and procedures;
however there is lack of clarity around if the rules and procedures apply to ICANN
related complaints or not (a Google search for “ICANN” in the ICDR site turned up
zero hits).
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114. To increase the initial accessibility of the Independent Review of Board
actions mechanism, ICANN should develop a separate page on their website with an
explanation of the basic process and how complaints can be initiated.

Recommendation 4.9: ICANN should develop a separate page on their website that
provides the rules of procedure for the Independent Review of Board actions, as
mandated by the By-Laws, and which also provides an explanation of how to make a
complaint through the Independent Review of Board actions function, and the steps
that are involved in the review process.

115. The By-Laws state that the party that loses is liable to cover the costs of the
Independent Review Panel, unless exceptional circumstances apply (this decision is
based on consideration of the reasonableness of the parties’ positions and their
contribution to the public interest), then the winning party might be asked to cover
half the costs. Understanding that this has been put in place to prevent frivolous
complaints, there is the potential that the cost could pose a barrier to certain
stakeholders using the mechanism. Similar complaints mechanisms in other global
organisations do not require the losing party to cover the costs. The World Bank
Inspection Panel which allows communities affected by a World Bank project to file a
formal complaint is free, as is Oxfam Australian mining Ombudsman which
investigates complaints from communities in relation to mining companies conduct.

116. Given this is an important means through which a formal independent review
of Board decisions can be made, it should not exclude any stakeholder groups from
the immediate ICANN community. ICANN should consider removing the burden of
payment from the complainant in line with current good practice.

Recommendation 4.10: ICANN should consider strengthening the accessibility of
the Independent Review Panel mechanism to the ICANN community by removing the
burden of making the losing party cover the costs of the independent review as a
means of increasing the accessibility of the mechanism.

117. ICANN first developed an independent review procedure in March 2000,
when it put in place an Independent Review Policy. This policy called for the creation
of a 6 member Independent Review Panel (IRP) Nominating Committee composed of
two appointments from each of the Supporting Organisations. The Nominating
Committee was then to select 9 persons to the panel based on criteria such as:
judicial experience, independence from the ICANN process, knowledge and interest
in Internet matters, and willing to under take the role without compensation. These
candidates were then either accepted or rejected by the Board by a two-thirds vote.

118. In 2002, two years after the IRP Nominating Committees’ formation however,
the ICANN General Counsel submitted a Report on the “Status of the Independent
Review Nominating Committee” to the ICANN Board which highlighted that due to
the lack of participation by a quorum of the IRP Nominating Committee, the
committee had been unable to complete its task. The report also highlighted the
challenges of finding candidates given the criteria identified in the Independent
Review Policy. As a result of these problems, the report proposed a review of this
policy, with a view toward amending it. In light of this, the IRP was changed to its
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current form.

119.  While implementing recommendations 4.9 and 4.10 will strengthen the IRP’s
procedural fairness and accessibility, given the mechanism has never been used, it is
difficult to tell how these reforms will play out in practice and the effect they will have
on the overall functioning of the mechanisms.

120. The major problem with the IRP as it currently stands is that it is not
institutionalised; the Panel only comes into being when a complaint is filed with the
international arbitration provider. As a mechanism that plays an important role in
overseeing the actions of the Board, it should have a more stable character and have
a more prominent role within ICANN. The World Bank’s inspection panel for
example, which is often held up as case of good practice for external oversight, is a
permanent function; it has 3 people sitting on the panel, one full time and the other
two part time for five year non-renewable terms and they are supported by 7 support
staff.

121.  Having a core group of individuals that serve for a set period of time allows for
a degree of institutional knowledge to build up and for greater consistency across
decisions.

122. While, we appreciate that ICANN have attempted to craft a more
institutionalised and stable independent review panel before and might be reluctant
to go down this route again, looking at good practice among other global
organisation, we suggest that they look at this option again. If they chose to do so,
there are a number of issues which, based on good practice, they might want to do
differently. Notably, the criteria they used to identify candidates were too stringent;
similar mechanism use less detailed criteria. The Asian Development Bank for
example use the following criteria for the selection of candidates: (i) the ability to deal
thoroughly and fairly with the request brought to them; (ii) integrity and independence
from Management; (iii) exposure to developmental issues and living conditions in
developing countries; and (iv) knowledge of and experience with the operations of
the Asian Development Bank or comparable institutions, and/or private sector
experience. These are far less stringent. Also, it is good practice to compensate
panel members; ICANN were not offering this when they last sort to recruit Panel
members

Recommendation 4.11: ICANN should consider creating a more institutionalised
and stable Independent Review Panel.
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8 Conclusions and Recommendations

123. The review of ICANN has identified a number of areas where ICANN
practices observe principles of accountability, and a number of areas where there is
room for improvement.

124. Overall, ICANN is a very transparent organisation. It shares a large quantity
of information through its website, probably more than any other global organisation.
What ICANN should consider addressing however is the accessibility of this
information and consistency with which it is made available. The ongoing efforts to
redesign the ICANN website will go along way to making information more
accessible, but to address the issue of the consistency ICANN should consider
providing clearer guidelines to its constituent bodies on what, when and how
information should be made available.

125.  When benchmarked against other global organisations, the overall level of
transparency of the ICANN Board is also high; where ICANN should improve their
practice is in explaining more clearly how stakeholder input is used when making
decisions.

126. As a multi-stakeholder organisation, ICANN engages in participatory decision
making. The participation of stakeholders in the development of policy for example,
is mandated by the By-Laws. To strengthen its approach to participation however,
ICANN should focus their efforts across a number of areas. Given the importance of
public engagement to the legitimacy and relevance of ICANN decisions and policy,
ICANN should ensure the public are being engaged consistently across the different
constituent bodies according to principles of good practice. If basic good practice
principles such as explaining to stakeholders how their inputs impacted the final
decision are not met, levels of engagement will fall.

127.  Another area where ICANN should focus its efforts is in providing additional
administrative support to the Board, so as to facilitate better engagement of Directors
in the governance of the organisations. As with much of ICANN, the Board is made
up of volunteers who need to balance their ICANN responsibilities with full time jobs.
To ensure Directors are able to participate effectively and efficiently in the decision
making they need to be provided with additional support by ICANN staff.

128. ICANN has numerous formal procedures in place for monitoring and
evaluating activities. For example they have a system for tracking performance in
relation to their operational plan. They also conduct regular Independent reviews of
the ICANN Supporting Organisations and Advisory Committees. Both are important
for helping the organisation meet stated goals and commitments. Where ICANN
should focus their efforts is on encouraging more self-evaluation and learning within
the organisation.

129. While some Supporting Organisations and Advisory Committees already self-
evaluate, it is done on an ad hoc basis. And while ICANN are developing ways of
disseminating lessons across different parts of the organisation (staff, volunteers,
Supporting Organisations and Advisory Committees) these are not institutionalised to
the same extent as in other global organisations. ICANN should therefore take steps
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towards creating structures and processes that foster greater learning within the
organisation.

130. Inrelation to complaint and response procedures, ICANN has developed
three separate but interrelated mechanisms: the Ombudsman, Reconsideration
Committee, and Independent Review Panel of Board actions. Together they offer a
robust approach to complaints handling; providing internal oversight of Board
decisions and staff actions, and thus reducing the likelihood of litigation. While each
of these mechanisms need further strengthening, their existence is in compliance
with good practice.

131.  Where ICANN should focus their efforts is in creating greater coherence
across the complaints functions, and better communicating their integrated nature
externally. They also need to consider the accessibility of the different functions and
ensure language and costs are not a barrier to their use by stakeholders.
Specifically, in relation to the Independent Review Panel, ICANN should consider
developing this into a more institutionalised and stable oversight mechanism.

132. Through the course of the review a number of issues emerged that did not fit

into any of the four dimensions, but related more to general issues of accountability.
These are listed below along with the recommendations.

8.1 Compliance with accountability and transparency commitments

133. Our review revealed that while ICANN have the policies and procedures in
place to foster transparency and accountability they are not always consistently
followed. We came across a number of examples such as the IRP operating
procedures that the Board are supposed to have developed has yet to happen; until
recently the Board struggled to make Board minutes available within the committed
time frame; and the Board also failed to respond to the Ombudsman’s
recommendations within the stated timeframe.

134. While the Ombudsman, Reconsideration Committee and the Independent
Review Panel provide complaints based approaches to compliance, to generate
greater trust among stakeholder, ICANN needs to take a more proactive approach.

135. To address this issue, ICANN should consider a regular independent audit of
their compliance with accountability and transparency commitments. Alternatively, it
could develop a permanent compliance function to emphasize prevention by
identifying shortcomings as they emerge and before they become systemic
problems. In either case, a regular report on compliance should be produced and
publicly disseminated.

136. For either approaches, independence should also be ensured. Global
organisations such as the International Finance Corporation have addressed this
issue by locating their audit/compliance function in the office of the Ombudsman.

Recommendation 5.1: ICANN should consider having an independent report
produced, perhaps annually, that would measure the organisation’s compliance with
transparency and accountability commitments made in its By-Laws.
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8.2 Shared organisational culture

137. In an organisation such as ICANN where there is a mixture of volunteers and
staff conducting the work and where many people are working remotely, there are
challenges associated with ensuring all parties share the same values and beliefs
about what kinds of goals the organization should pursue, how they should interact
with the outside world and the appropriate kinds or standards of behaviour that
should be used to achieve these goals.

138. To help cement a shared culture, ICANN should develop a code of conduct
that identifies the values and norms common to ICANN that should guide how staff
and volunteers conduct their work, interact with each other and interact with the
outside world. The code could also delineate at a very general level the
commitments required of volunteers when participating in ICANN structures and the
scope of staff responsibilities.

Recommendation 5.2: ICANN should consider developing a code of conduct for all
staff and volunteers that identifies the goals of the organisation, the appropriate kinds
or standards of behaviour that should be used to achieve these goals, and how they
should interact with the outside world.

8.3 Communicating mission

139. An issue that emerged on a regular basis through out this review was that
there is ambiguity around what it is that ICANN does (and should do.) This has
considerable impact on issues of accountability, as it ultimately relates to what
people perceive the organisation as being accountable for. The example of
Registerfly is indicative of this.

140. We are aware of the challenges associated with this; the Internet is
continually evolving and so too must ICANN; it needs to adapt to fit emerging
realities. ICANN has a technical mandate, but this does not exist within a vacuum.

141. As ICANN evolves, they need to better communicate to the external world
what their mission is, clearly stating what they do and what they do not do.

Recommendation 5.3: ICANN needs to communicate more effectively to the outside
world what its core activities are.

8.4 Strateqic issues to consider

142. As mentioned previously, the focus of this review has specifically been on
organisational and procedural accountability and transparency. As a result there are
a number of more strategic issues that have not be covered, but which are important
for ICANN to consider as they move forward on their accountability and
transparency.

143. The issue of stakeholder representation on the Board, and more specifically
the representation of individual Internet users is important. ICANN experimented
with the direct election of Internet users to the Board between 2000 and 2002, but it
was deemed an unworkable model. Individual Internet users now have indirect
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influence over the composition of the Board through ALAC which elects 5 members
to the Nominating Committee which in turns selects 8 Directors to the Board.

144. Numerous reviews have been undertaken on these issues and we would
encourage ICANN to look at the proposals made in these as they move forward on
strengthening their accountability and transparency. As with all global organisations,
it is these more strategic issues that are often the most intractable in relation to
accountability; they need to be given due consideration and be properly addressed
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9 Action Plan — Way forward

The following section summarizes the recommendations, splitting them into long- and short-term components. Whether the recommendation is

considered as a long- or short-term goal is attributed to if it reflects a strategic or technical nature.

No.

Background

Recommendations

Strategic / Long Term

Technical / Short Term

Transparency & access to Information

1.1

While ICANN is committed to transparency, the information
(type and level of detail) made publicly available by its
different bodies lacks consistency. For example, while
Board minutes are publicly disseminated, only one of the
Board’s eight subcommittees discloses minutes from its
meetings via the ICANN website; this is also the case with
meeting agendas. As a basic good practice principle for
transparent decisions making, meeting agendas need to be
made available to relevant stakeholders in advance of the
meeting. In ICANN, this principle is currently only applied by
the Board and the GNSO Council.

Foster the consistent disclosure of information throughout the
organisation

ICANN should consider developing a formal Information
Disclosure Policy that clearly states what, when and how
information will be made available at different levels of the
organisation

1.2

High levels of openness and transparency both at the Board
level and among its Supporting Organisations and Advisory
Committees is necessary. However, there are
circumstances where information needs to remain
confidential due to legal, contractual or security issues. This
is acceptable (as full transparency can at times be
detrimental to an organisation’s decision-making processes
or activities) as long as narrowly defined criteria for non-
disclosure are provided.

ICANN should develop an Information Disclosure Policy that
identifies a set of clear and narrowly defined conditions for
non-disclosure that apply throughout the organisation.
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1.3

To ensure compliance with any organisational policy, it is
important that there is high level oversight and leadership.
Without this, implementation will only ever be piecemeal.

To ensure implementation of the information disclosure
policy within ICANN, oversight responsibility should be
assigned to a senior manager. An annual review should also
be undertaken which identifies how ICANN is complying
with the policy, where some of the gaps lie and how they will
be addressed.

A publicly named senior manager should be assigned ICANN
should consider assigning responsibility for overseeing
organisation-wide compliance with the Information Disclosure
Policy to a publicly named senior manager; and making
publicly available an annual review that documents
compliance with the policy.

1.4

ICANN discloses large amounts of information that, while
reflecting the organisation’s openness, makes locating
information difficult. Redesigning the website will make
information more accessible; yet ICANN should also
consider putting in place a function to support stakeholders
in finding information. This could be similar to a ‘contact us’
function by enabling an individual to contact an ICANN staff
member whose responsibility includes assisting
stakeholders to locate information.

ICANN should consider assisting stakeholders in locating
online information through a function that enables them to
contact a staff member with a specific document query.

1.5

On its website, ICANN has translated basic information
about the organisation and its operations, and has done this
in 10 languages (including English). Across other
documents, however, there is less consistency. ICANN
should identify the key documents that need to be
accessible to a wide range of stakeholders to foster
informed engagement in the policy development process,
but also to enable stakeholders to exercise scrutiny over
ICANN.

Foster accessibility of documentation and processes throughout all
ICANN constituent bodies.

ICANN should consider developing a translation policy that
identifies which documents are translated and includes
provisions on management and infrastructure issues for
translation
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1.6

Despite the openness of ICANN, there remains a lack of
clarity among many in the ICANN community as to how and
why the Board reaches certain decisions; specifically, how it
weighs up the input of different stakeholders (Supporting
Organisations, Advisory Committees and the public) and
how it incorporates these into the decision-making process.
The By-Laws already state that after taking action on
policies that substantially affect the operation of the Internet
or third parties the Board needs to “publish in the meeting
minutes the reasons for any action taken, the vote of each
director and the statements of directors requiring publication
of such statement.” The Board should take further steps in
its reporting.

For the most important decisions, specifically those that relate
to policy considerations, the Board should consider producing
a report (separate to the minutes) that explains how all
stakeholder input was used in coming to a final decision.

1.7

Currently the main way through which the Board
communicates future decisions is through the Board
agendas; these are disclosed seven days in advance of the
meeting (as stated in the By-Laws). While it is not practical
to expect the Board to disclose the final agenda earlier than
this, stakeholders need to have adequate warning of what
issues are under consideration so as to prepare and provide
meaningful input into Board decisions; for this to happen,
the current period for agenda disclosure does not suffice.

ICANN should consider providing stakeholders with advance
warning of issues for consideration by the Board.

ICANN should consider developing a web-based schedule of
Board discussions that are planned over a twelve-week period
where the agendas are updated in real time.

1.8

The subcommittees play an important role in the
governance of ICANN, having all the legal authority of the
Board except for the authority to change the By-Laws,
approve the budget and repeal a decision of the Board. It is
imperative that they conform to the same standards of
transparency as the rest of the organisation.

The subcommittees of the ICANN Board should consider
disclosing minutes of their meetings (this should be guided by
the Information Disclosure Policy).

1.9

It is currently difficult to follow the course of the policy
development process (PDP) across each of the Supporting
Organisations, because of how the information and
documentation is structured on the website. The ccNSO, for
example, places all the information related to a PDP under
announcements (‘What's New’ section of the website). Over
time, this information gets lost within the other news items.

Across Supporting Organisations, all documentation and
information provided online that relates to policy development
processes should be organised in a more accessible and
consistent manner.
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A result of the ICANN bottom up process is that each
Supporting Organisation and Advisory Committee works
according to its own procedures. While this is encouraging,
it results in a lack of consistency in how information is
presented across each of the respective websites. Not
having information in similar places and formats reduces
user accessibility.

ICANN should consider developing a shared framework of
presenting online information across its Supporting
Organisations and Advisory Committees (e.g. rules of
procedure, charter, minutes, agendas etc) to ensure user
friendliness of web pages.
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Recommendations

No. Background
Strategic / Long Term Technical / Short Term

2 Participation

2.1 Public engagement is key to the legitimacy and relevance of | Foster consistent engagement with the public across ICANN ICANN should consider developing a set of guidelines on how
ICANN decisions and policy. Supporting Organisations and | constituent bodies to conduct an effective and meaningful online public
Advisory Committees undertake consultations on policy, as consultation and assign responsibility for oversight to a senior
does the Board. To foster consistency across the different member of staff.
Supporting Organisations in how consultations are
conducted and to ensure their potential is maximised,
ICANN should develop a set of guidelines for staff and
volunteers on how to conduct online public consultations.

2.2 To provide the Board of any organisation with the support ICANN should consider establishing a small secretariat
they need to undertake their responsibilities and make function to support the Board. This would facilitate
informed decisions, it is good practice to have a secretariat. communication from Staff to the Board, ensure documentation
While a number of staff members within ICANN are was disseminated in a timely manner and provide general
assigned support roles to the Board, additional administrative support to individual Board members.
administrative support is required to facilitate more effective
participation of Directors in the decision-making process.

2.3 | As ICANN grows and evolves and in parallel to ensuring fair The ICANN Board should consider communicating its skill

representation of membership, the Board needs to take into
account the qualifications of its members to ensure that they
have the skills and the vision to respond to the
organisation’s evolving needs. Given the role of the
Nominating Committee in the selection of Board members, it
is important that this body is aware of the skill needs of the
Board when it nominates the eight of the 21 Directors.

needs to the Nominating Committee. This process should be
linked into an annual Board self-assessment (see
recommendation 3.3).
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2.4 As well as selecting Board Directors, the Nominating The GNSO Council, ccNSO Council and ALAC should
Committee is also responsible for selecting members to the consider communicating their skill needs to the Nominating
GNSO and ccNSO Councils and ALAC. Similar to the Committee.

Board, these too need to ensure that they have the
necessary skills on their governing bodies. In this respect, it
is also important that the Nominating Committee is aware of
the skill needs of the GNSO, ccNSO and ALAC when it
selects members to these bodies.

2.5 | The Nominating Committee forms for eight months of every ICANN should consider providing additional administrative
year to nominate a total of 19 positions throughout the support to the Nominating Committee in the form of a small
ICANN structure. The workload that comes with secretariat function.
participation on this committee is considerable. A
substantial amount of this work falls on the Chair.

2.6 | The role of the Nominating Committee Chair is complex as ICANN should consider extending the time that the
is the process of selecting a new one each year. Given the Nominating Committee Chair stays in their post from 1 year to
importance of this body, ICANN should consider extending 2 years.
the time that the Chair stays in their post from 1 year to 2
years to allow time for them to acclimatise to the position.

2.7 | There is currently a lack of clarity around the roles and ICANN should consider ensuring more clarity around Board One option would be to introduce a position description for

responsibility of Directors on the ICANN Board. This is
manifesting itself at two levels. Firstly at the level of general
duties that individual Directors need to fulfil as part of the
wider Board membership; and secondly, the roles that
Directors play in relation to the Supporting Organisations
that elect them.

Directors elected by Supporting Organisations should bring
the needs and views of these constituencies to the attention
of the Board without necessarily endorsing or voting in
favour of that view. Although Directors are part of a
collective governing body, they also have individual duties.
They are expected to attend meeting regularly, contribute
actively to deliberations and put the interests of ICANN
above any other interests

Directors’ duties, roles and responsibilities.

Board members.
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2.8

It is good practice among global organisations to enable
those formally part of an organisation to hold Directors to
account for gross negligence, misconduct, or dereliction of
duty. ICANN'’s By-Laws provide the Board of Directors with
the authority to remove other Directors by a % maijority of all
Directors. However, ICANN policies do not expand on how
the process to remove a Director is initiated and who can
initiate the process.

ICANN should consider introducing a procedure to enable
members of Supporting Organisations and Advisory
Committees to initiate a process to dismiss Directors for
negligence, misconduct, or dereliction of duty.

2.9

GNSO needs to engage more with individual Internet users
in public consultations. A non-voting liaison from ALAC that
currently sits on the GNSO Council does provide a
communication link between the two bodies, but this does
not enable sufficient participation of individual users. To
facilitate this process, more effective channels of
communication need to be opened between the GNSO and
ALAC. A more meaningful channel for ALAC to input into
the policy process of the GNSO needs to be developed.

The GNSO should consider ways of better integrating the views

and perspectives of individual Internet users, through ALAC, into its

policy activities.
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No.

Background

Recommendations

Strategic / Long Term

Technical / Short Term

Monitoring, Evaluation and Learning

3.1

ICANN produced its first Annual Report in 2006; while this
represents an excellent first step and provides a level of
detail that surpasses that of many international non-
governmental organisations, there are a number of ways in
which it could be improved. It would benefit from more
detail and the inclusion of information that would enable the
reader to track progress year on year. Currently, the report
identifies what activities ICANN has undertaken to achieve
its goals; it makes no reference to challenges and how the
organisation proposes to address them in the year ahead.
ICANN already makes public the Operating Plan Status
report. However, this is not accessible to the average
Internet user.

ICANN should consider engaging with the ICANN community to
identify organisational goals and objectives that are perceived to be

most important.

ICANN should consider reporting on performance (including
successes, setbacks and solutions) in the Annual Report.

3.2

While as a small organisation ICANN could rely on more
informal channels for disseminating lessons, as the
organisation grows, it will become necessary for more
formal mechanisms to be put in place to facilitate
organisational learning across staff, volunteers, Supporting
Organisations and Advisory Committees.

ICANN should consider developing mechanisms to facilitate
the dissemination of lessons learnt across Supporting
Organisations, Advisory Committees, staff and volunteers.
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3.3

Annual reviews of Board effectiveness are emerging as a
key indicator of organisational performance across the
public, private and non-profit sectors. It is considered good
practice that the Board annually defines its duties, identifies
performance in relation to the goals it set for itself, and
suggests actions for better fulfilling them. Although the
ICANN By-Laws already state that an independent review of
the Board should take place, if feasible, at least once every
three years, a Board self-assessment would be separate
from this. Independent reviews provide an objective
perspective on performance, while self-assessments are
more focused on internal learning.

The ICANN Board should consider undertaking an annual
self-assessment, similar to that of the Nominating Committee.
This would focus on decision making processes, skill needs
on the Board, etc.

3.4

Creating the space at the end of a process to reflect on what
worked well and what did not work so well can foster a
culture of learning and strengthen organisational
effectiveness. ICANN needs to be continually improving the
policy development processes, as a key component of
ICANN activities.

Supporting Organisations should consider undertaking post-
action reviews at the end of the policy development process.

3.5

A number of Supporting Organisations and Advisory
Committees, including ALAC, GNSO and GAC undertake
self-evaluation of their activities (SSAC is in the process of
conducting a self-evaluation for the first time). In all cases,
this has been noted as a useful process that has led to
learning and changes to operating practices. These
however have not always been undertaken on a regular
basis and the results have not always been publicly shared
(ALAC is the exception to this). Given the role that self-
assessments play in fostering learning and enabling
increased effectiveness, such processes should become
more formalised in ICANN.

All ICANN Supporting Organisations and Advisory
Committees should consider undertaking an annual self-
assessment of their work and share key learning and ways
forward.
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3.6

To assist Supporting Organisations and Advisory
Committees in undertaking self-evaluations, to foster a
degree of consistency in how the evaluations are
undertaken and ensure that they meet accepted good
practice principles, ICANN should produce a guiding
document for staff and volunteers on how to undertake such
exercises.

Foster consistency in how self-assessments are undertaken and
provide staff and volunteers with guidance on good practice
principles for evaluations

ICANN should consider developing evaluation guidelines and
provide training to policy support officers.
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Recommendations

No. Background
Strategic / Long Term Technical / Short Term

4 Complaint and Response / Compliance Mechanisms

4.1 The Ombudsman, Reconsideration Committee and the ICANN should clearly describe the integrated nature of the
Independent Review Panel of Board actions, although Ombudsman, Reconsideration Committee and Independent
independent of each other, function together to create a Review Panel of Board actions. The links between the three
compliance system within ICANN. Each mechanism functions and their integrated nature need to be properly
represents a step in a process of handling a complaint or communicated.
grievance. As it stands, ICANN does not clearly describe
the integrated nature of these mechanisms. Effort needs to
be put into drawing the links between the three functions
and communicating how they collectively make up the
organisation’s complaints system

4.2 | While ICANN has three mechanisms for investigating ICANN should consider implementing processes that act as ICANN should consider developing a whistleblower policy that
complaints from members of the ICANN community, the deterrents to abuses of power and misconduct and which would enables staff to raise concerns in a confidential manner and
organisation does not have a policy or system in place that protect staff who might want to raise such instances. without fear of retaliation; and developing appropriate systems
provides staff with channels through which they can raise to foster compliance
complaints in confidentiality and without fear of retaliation.
Having such a policy (often referred to as a whistleblower
policy) is good practice among global organisations

4.3 | Since the creation of the Ombudsman, the number of ICANN should consider strengthening the capacity of the ICANN should consider recruiting full-time administrative

complaints handled through the formal complaint channel of
the Reconsideration Committee has dropped. As the
Ombudsman’s office continues to reach out to the
community and raises awareness of the function within the
ICANN community, there is the possibility that the number of
complaints it has to handle will increase. The office’s user
group is the entire Internet community, yet it is currently
staffed by a single full ime Ombudsman and an adjunct
Ombudsman that provides holiday cover

Ombudsman’s office

support for the Ombudsman.
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4.4

To be effective as a mechanism that stakeholders can use
to query Board decisions, it is important that the
Reconsideration Committee is accessible to its users. Key
to this is that stakeholders are aware of the mechanism and
how to use it; and that they are not prevented from
accessing it because of procedural barriers. There is
currently no statement in the By-Laws or otherwise, stating
that a request for reconsideration can be made in multiple
languages. Likewise, the Reconsideration Committee needs
to take more active steps in disseminating information on
how the mechanism can be used.

ICANN should consider making the Reconsideration Committee
more accessible to all stakeholders.

ICANN should consider developing systems to support the
handling of requests for reconsideration in multiple languages
and actively raising awareness of the mechanism and its use
among the Internet community.

4.5

The ICANN By-Laws state that Board decisions on the
recommendations of the Reconsideration Committee shall
be made public as part of the preliminary report and minutes
of the Board meeting at which action is taken. While this is
good practice, the actions should also be reported online
next to the documents on the Reconsideration Committee
website that relate to the specific request for
reconsideration. This would make it easier for the reader to
follow the reconsideration process from start to finish (the
initial request, the committee response, the
recommendations and the board actions). This was
something that ICANN seemed to do up until February
2000. Practice now however, is to state the date on which
the Board took action, but not to provide a link to the
appropriate minutes.

The Reconsideration Committee should consider publicly
disseminating the actions taken by the Board alongside the
documentation relating to the specific request for
reconsideration so that stakeholders are able to follow the
process from start to finish.

4.6

In the Ombudsman framework there is a specific
commitment made by the Board to respond to Ombudsman
recommendations within 60 days of the next Board meeting.
There is no similar commitment made in relation to
responding to Reconsideration Committee’s
recommendations.

The Board should consider making a commitment to
responding to the recommendations of the Reconsideration
Committee within a specific period of time.
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4.7

The By-Laws state that the Reconsideration Committee,
upon deciding to take forward a reconsideration request will
deliver its recommendations within 90 days. Of the eight
requests for reconsideration (that have been made since the
reconsideration policy was revised in Oct 2000 and the
commitment to the 90 days was made), three have not been
handled in the stated time. Based on the response rate of
the Reconsideration Committee since 1999, of the 29
requests made only 13 recommendations were delivered
within a 90 day period. This evidence suggests that the
Reconsideration Committee has historically struggled to
deliver their recommendations in the time period that it now
commits to.

ICANN should consider reviewing the capacity of the
Reconsideration Committee to supply recommendations
within 90 days of receiving a request for reconsideration with
the purpose of either increasing the capacity of the Committee
or increasing the stated response time.

4.8

When Board members who participated in the original
decision are the only people reconsidering that decision
possible issues arise related to the objectivity of the
process. While having current Board members present for
reconsideration does provide insight on the issue, there is a
need for at least one non-executive individual to provide
independent, objective thought. This role would essentially
be one of facilitation where member would inject some
impartiality into the Committee’s reconsiderations.

ICANN should consider introducing an independent member
onto the Reconsideration Committee to act as a facilitator.
The individual would provide impartial and objective
assessment to Committee members on reconsiderations.

4.9

The independent review of Board actions mechanism plays
an important role in the accountability of ICANN. Although it
has never been used to date, as the organisation evolves,
ICANN needs to make sure it is well developed and meets
the same high standards of the other parts of its complaints
system. Currently, there is limited amount of information
available on ICANN'’s website on how it works. Other than
what is in the By-Laws, there is no information on the
ICANN website on how to initiate a complaint through this
process and no information on how the complaint will be
dealt with.

ICANN should develop a separate page on their website that
provides the rules of procedure for the Independent Review of
Board actions, as mandated by the By-Laws, and which also
provides an explanation of how to make a complaint through
the Independent Review of Board actions function, and the
steps that are involved in the review process.
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4.10

The Independent Review states that the party that loses is
liable to cover the costs of the Independent Review Panel,
unless exceptional circumstances apply, then the winning
party might be asked to cover half the costs. Understanding
that this has been put in place to prevent frivolous
complaints, there is the potential that the cost could pose a
barrier to certain stakeholders using the mechanism.

ICANN should consider strengthening the accessibility of the
Independent Review Panel mechanism to the ICANN community.

ICANN should consider removing the burden of making the
losing party cover the costs of the Independent Review as a
means of increasing the accessibility of the mechanism.

4.11

A major problem with the Independent Review mechanism
is that it is not institutionalised; it only comes into being
when a complaint is filed with the international arbitration
provider. As a mechanism that plays an important role in
overseeing the actions of the Board, it should have a more
stable character and prominent role within ICANN. [CANN
attempted to craft a more institutionalised and stable
Independent Review Panel between 2000 and 2002. They
should look at this option again, as good practice for
external complaints mechanisms, suggests there are a
number of areas where they might want to approach the
issue differently (e.g. less stringent criteria for membership
to the panel).

ICANN should consider creating a more institutionalised and stable

Independent Review Panel.
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No.

Background

Recommendations

Strategic / Long Term

Technical / Short Term

Overarching Accountability issues

5.1

Our review revealed that while ICANN has the policies and
procedures in place to foster transparency and
accountability, these are not always consistently followed.
While the Ombudsman, Reconsideration Committee and the
Independent Review of Board actions provide complaints
based approaches to compliance, to generate greater trust
among stakeholder, ICANN needs to take a more proactive
approach. To address this issue, ICANN should consider a
regular independent audit of their compliance with
accountability and transparency commitments.
Alternatively, it could develop a permanent compliance
function to emphasize prevention by identifying
shortcomings as they emerge and before they become
systemic problems.

ICANN should consider having an independent report
produced, perhaps annually, that would measure the
organisation’s compliance with transparency and
accountability commitments made in its By-Laws.

5.2

In ICANN there is a mixture of volunteers and staff
conducting the work; many people are working remotely.
This creates challenges associated with ensuring all parties
share the same values and beliefs about what kinds of goals
the organization should pursue, how they should interact
with the outside world and the appropriate kinds or
standards of behaviour that should be used to achieve these
goals.

ICANN should consider developing a code of conduct for all
staff and volunteers that identifies the goals of the
organisation, the appropriate kinds or standards of behaviour
that should be used to achieve these goals and how they
should interact with the outside world.

5.3

Within the ICANN community there is ambiguity around
what it is that ICANN does (and should do). This has
considerable impact on issues of accountability, as it
ultimately relates to what people perceive the organisation
as being accountable for.

ICANN needs to communicate more effectively to the outside world
what its core activities are.
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Acronyms

ALAC: At-Large Advisory Committee

ccNSO: Country-Code Names Supporting Organization
ccTLD: Country Code Top Level Domain

ASO: Address Supporting Organization

GAC: Governmental Advisory Committee

GNSO: Generic Names Supporting Organization
gTLD: Generic Top Level Domain

ICANN: Internet Corporation for Assigned Names and Numbers
IETF: Internet Engineering Task Force

ISP: Internet Service Provider

NomCom: Nominating Committee

RIR: Regional Internet Registry

RSAC: Root Server System Advisory Committee

SO: Supporting Organization

SSAC: Security and Stability Advisory Committee

TLG: Technical Liaison Group

TLD: Top Level Domain
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Appendices:

Appendix 1 — Information Disclosure Policy

Key elements of an information disclosure policy

A commitment to respond to requests for information and provide a justification
for denial

Clarity about the timeframe for responding to information requests
A narrowly defined set of conditions for non-disclosure

An appeal process if an information request is denied

Example of narrowly defined conditions for non-disclosure:

The Asian Development Bank in its Public Communication Policy is one of the few
global organisations that identify a narrow set of conditions for the non-disclosure of
information. These are listed below.™

Internal information that, if disclosed, would or would be likely to compromise the
integrity of ADB’s deliberative and decision-making process by inhibiting the
candid exchange of ideas and communications, including internal documents,
memoranda, and other similar communications to or from Directors, their
Alternates, Director’'s Advisors, members of Management, ADB staff, and ADB
consultants.

Information exchanged, prepared for, or derived from the deliberative and
decision-making process between ADB and its members and other entities with
which ADB cooperates that, if disclosed, would or would be likely to compromise
the integrity of the deliberative and decision-making process between and among
ADB and its members and other entities with which ADB cooperates by inhibiting
the candid exchange of ideas and communications, particularly with respect to
policy dialogue with developing member countries.

Information obtained in confidence from a government or international
organization that, if disclosed, would or would be likely to materially prejudice
ADB’s relations with that party.

Individual records, including terms of employment, performance evaluations, and
personal medical information of Directors, their Alternates, and Director’s
Advisors, members of Management, and ADB staff and consultants, as well as
proceedings of internal appeal mechanisms and investigations, except to the
extent permitted by staff rules and Board of Directors rules and regulations.

Information provided to ADB by a party that, if disclosed, would or would be likely
to materially prejudice the commercial interests, financial interests, and/or
competitive position of such party.

Confidential business information.

" The Public Communication Policy of the Asian Development Bank: Disclosure and Exchange of
Information, June 2005.
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Information related to procurement processes, including pre-qualification
information submitted by prospective bidders, tenders, proposals, or price
quotations.

Information that, if disclosed, would or would be likely to endanger the life, health,
or safety of any individual.

Information that, if disclosed, would or would be likely to materially prejudice the
administration of justice.

Information subject to the attorney—client privilege, or whose disclosure might
prejudice an investigation.

The source of a corruption allegation.

ADB states that information that falls within these conditions can still be made public
if ADB determines that the public interest in disclosing the information outweighs the
harm that may be caused by such disclosure. The “public interest override” may be
triggered by, for example, a request for information that reveals a serious public
safety or environmental risk.

Example of key elements of a disclosure policy:

The United Nations Environment Programme (UNEP) employs the key principles of
information disclosure in its policy and procedures on the availability of documentary
information for GEF-related projects. The principles are listed below:"

UNEP will make available the requested document within 15 working days of
receipt of the request

If the time limit will not be met, UNEP will write to the requester with a notification
of an extension of the time limit and the reasons for the extension.

UNERP lists eight narrowly defined conditions for not disclosing information:

o information provided by a government or international organisations in the
expectation that the information will be kept confidential;

o records related solely to personnel files;
o records related to employees, including performance evaluation;

o trade secrets and commercial or financial information obtained from a
person and privileged and confidential;

o personnel files that constitute a clearly unwarranted invasion of personal
privacy;

o drafts of correspondence;

o correspondence or messages of a deliberative nature prior to finalisation
of documents or agreements;

o identity of independent technical advisors of GEF projects.

Requesters may appeal a denied request for information to the Executive Director
who may convene a GEF Information Appeals Committee. The requester will be
notified within thirty working days from the receipt of the appeal.

> UNEP Administrative Note, Policy and Procedures related to public availability of documentary
information on GEF operations, September 1993.
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Appendix 2 — Translation policy

Within global organisations, a balance often needs to be struck between proactive
translation and reactive translation. This involves two elements: First, identifying
core groups of information/documentation that are important both to the
communication of the organisations message and to facilitate the participation of
stakeholders and actively translating these. Second, developing a set of
criteria/guidelines that staff can use to inform their ad hoc decision on what to
translate.

The World Bank, for example, identifies a number of core areas where translation
needs to take place. This includes:'®

» Documents and publications that address the institution’s overall business
and strategic thinking that are destined for a wide international audience
(such institutional annual reports; operational policies, procedures, and
guidelines; and issues and strategy papers)

» Documents provided to an audience for public consultation. Documents
provided for international public consultation would be translated into relevant
international languages, subject to the business sponsor’s judgment.
Documents provided for local public consultation would be translated into the
language(s) used by the parties to be consulted.

For other documentation and information, a set of criteria/guidelines should be
identified that help staff make decisions on translations. ADB for example lists the
following:"”

e Nature and Purpose of the Document. How does the document fit into the
organisation’s priorities? Who are the audiences of this document? Do they
understand English? Will the document meet its purpose if it is not translated?

» The Number of People Who Need the Information. Do enough people need
the information contained in the document to merit translation?

» Life Span of Document. Will this document be in effect or relevant long
enough to merit translation?

e Length of Document. How long is the document? Will this length make it
difficult, lengthy, or expensive to translate? Will this length make it unlikely
that the audience would read it? Should only a portion of the document (e.g.,
summary) be translated?

« Time Required for Translation. How much time would it take to translate the
document? Would it be available in a timely manner such that the audience
could benefit from and make use of the information?

'® World Bank (2003) A Document Translation Framework for the World Bank Group, available at,
http://www-

wds.worldbank.org/external/default/'WDSContentServer/WDSP/IB/2003/11/17/000112742 2003111709
1909/Rendered/PDF/261450TranslationFramework.pdf

" ADB (2007) Translation Framework, available at
http://www.adb.org/Documents/Guidelines/Translation-Framework/translation-framework-2007.pdf
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* Dollar Costs and Opportunity Costs. What is the cost of translating the
document? Given this cost, does it make sense to translate? Would using
funds to translate this document limit the organisation’s ability to the fund
other translations of future documents that may be more important, impactful,
and/or strategic?

Also important to a translation policy is the inclusion of information on how
stakeholders can request the translation of a document. This is a principle currently
lacking from most translation policies of global organisations, but one that is very
important to accountability.

Additional approaches to translations

The World Bank offers some insight into how other international institutions manage
translation, as seen in the following excerpt from the Bank’s Translation
Framework:"®:

Some international institutions have a language policy that mandates a set of
official and working languages for organizational use, meetings and
documents, recruitment, and public information. For some, their founding
charters include a clause enumerating the organization’s official and working
languages, and their translation practice and policy derive from their
language policy or approach. These organizations routinely translate all
official documents into their official languages—which all have equal status—
and translation is generally provided either through a central unit or
outsourced to external vendors, or both as necessary.

United Nations: The United Nations has six official languages (Arabic,
Chinese, English, French, Russian, and Spanish); all the documents of the
General Assembly, its committees and subcommittees and subsidiary
organs, and the Security Council are produced in all official languages. Each
United Nations institution selects official and working languages from the six
official languages for its own constituency. In addition, Germany, Austria,
Switzerland, and Liechtenstein finance a section of the Secretariat that
translates into German all resolutions and decisions of the United Nations
General Assembly, the Security Council, and the Economic and Social
Council. The United Nations has about 460 staff involved in translation.

European Union: At the European Union, all 23 official languages of
member countries have equal status; however, not all languages are used in
all European institutions for every occasion. The European Union translates
all laws, job postings, procurement requests for bids, and so on, into all the
official languages. The European Union has the world’s largest translation
bureau, with about 3,000 staff at an annual cost of US$475 million. In 1999
this figure corresponded to about 40 percent of the administrative budget of
the European Union, which accounted for 2 percent of the overall budget.

OECD: The official languages of the Organisation for Economic Co-operation
and Development (OECD) are French and English: official documents are
translated into these two languages. The OECD also translates official
documents into German at the request of the German government, which

'® World Bank (2003) op cit
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reimburses the associated costs to OECD. The OECD has a translation unit
of 87 staff, which handles all requests for translation. The unit’'s budget for
2002 was about US$8.9 million (plus the German section, which accounted
for about US$1.7 million).

IMF: The IMF’s By-Laws provide that English is the working language. The
IMF translates documents, speeches, and papers into English, and from
English into other languages, as business requires. The languages into
which IMF documents are most commonly translated are Arabic, Chinese,
English, French, German, Portuguese, Russian, and Spanish. The IMF has
about 90 staff in its Language Services Department, which handles all
translation requests. They produce about 30 million words yearly, of which
about 50 percent is outsourced.

African Development Bank (AfDB): The official languages are English and
French. Documents are routinely translated into these languages, according
to member countries’ needs. AfDB also translates information—
consultations, disclosed information, publications, and so on—into other
languages, depending on its external communication needs. The Vice
Presidency for Corporate Management includes the Languages Services
Unit, which employs translation and interpretation staff.

European Bank for Reconstruction and Development (EBRD): English,
French, German, and Russian are the working languages. The EBRD’s
policy is that the languages should be used “according to the Bank’s day-to-
day needs, and taking into consideration the interests of efficiency and
economy.” The EBRD has seven translation staff in London, and they
outsource most of their translations. The EBRD is reviewing its public
information and disclosure policies, and translation is a crucial issue in these
reviews. A draft proposal recommends “on a one-year basis the Bank
translate each approved Country Strategy into the relevant official national
language as set out in the relevant laws. In those countries where there is
more than one official language, and where one of those languages is a
designated working language of the Bank, the translation will only be
provided in such working language.”

World Bank Group: The working language of the World Bank Group is
English. Until 2003, the World Bank Group did not have a well-articulated
policy or approach to document translation. In 2003, it issued a document
translation framework that lays out a pragmatic and decentralized approach
towards translation. Under this approach, the responsibility for decisions on
translation (including what, when, and how) is vested in each document’s
business sponsor. Each institution within the World Bank Group funds and
makes decisions about translation depending on its business needs and the
language approach that would allow it to reach the widest relevant audience
for its work.

The framework provides the following “good practice principles” to guide
decision makers as they choose which documents to translate: (i) documents
and publications that address the institution’s overall business and strategic
thinking and that are destined for a wide international audience; (ii)
documents provided to an audience for public consultation; and (iii)
documents and publications that address country- and project-specific
information. The World Bank does not translate documents owned by
borrowers.

Page 58



Appendix 3 — Outline for Supporting Organisation and
Advisory Committee website templates

About Us
- What the SO or AC does and what’s it responsible for
- Joining information (becoming a member of the SO/AC)
- Mailing list
Governance
- Council
o Council members
= Terms
= Backgrounds
o Meetings
= Schedule

=  Minutes
 Current
e Past

o Documents
» Operating procedures
»= By-Laws pertaining to relevant body
- ICANN Participants

o Persons selected by SO/AC for other ICANN bodies, either Board.
NomCom, or other SOs and ACs

Policy
- Current Policies
- PDP
o Ongoing

= Each ongoing PDP
* Broken into milestones of PDP
» Each report produced by Issue/staff manager
o PastPDPs
Constituencies

- various constituencies listed
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Appendix 4 — Guidelines for Public Consultation

Key elements of guidelines for public engagements are:

* The conditions under which external stakeholders can expect to be engaged and
at what level of decision making

« Details on how external stakeholders can initiate engagement on issues that are
of concern to them

* A commitment that the organisation will clearly communicate in a timely manner
the purpose of the engagement and that the results of engagement will be made
public unless otherwise specified by external stakeholders

* A commitment that the organisation will change policy or practice as a result of
engagement else an explanation is provided to stakeholders

OECD guidelines for online public consultations'®

The OECD guidelines for online public consultation divide the consultation process
up into a number of different stages and identify the key considerations and
principles that need to guide activities at these different stages. The Civil Society
Liaison Manager oversees these guidelines:

LEADING UP to the consultation:
Begin the consultation process long before the consultation per se.

» Advertise upcoming online consultations several months in advance of the
actual consultation so that organisations expect and prepare for it.

« Ask civil society organisations (CSOs) which follow your work to help
circulate the information.

» Ask for suggestions about appropriate organisations to consult.

LAUNCHING the consultation:
Explain the consultation procedure and how you will treat responses.

A consultation document should be sent out to your contacts at the time of the launch
of the consultation and posted on your website. It should:

« Explain who will use the responses and for what purpose.

« Explicitly state to whom to respond to direct queries to, giving a name,
address, telephone number and e-mail address (the project manager),
and highlight the information.

e Clearly state the deadline for responses, any alternative ways of
contributing and the language(s) in which responses are preferred.

1 OECD, Guidelines for Online Public Consultation, available at
https://www.oecd.org/document/40/0,2340,en 2649 34495 37539752 1 1 1 1,00.html
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Make it clear that responses, including the names and addresses of
respondents, may be made public unless confidentiality is specifically
requested.

State the date when and the web address where the summary of
responses will be published.

Simplify the process; provide all relevant documentation.

Include relevant documents on the subject along with the online
questionnaire or survey. Not only does this lead to a more informed
consultation exercise, but it also ensures that stakeholders have a better
understanding of the issues.

Provide a well-written executive summary that covers the main points so
that those consulted can decide whether the consultation is relevant to
them or not.

Provide material on previous consultation(s) on the same topic, if any.

Avoid jargon and only use technical terms where absolutely necessary.
Explain complicated concepts as clearly as possible and, where there are
technical terms, provide a glossary.

Ask focused questions, and be clear about the specific points on which
you are seeking views. Encourage respondents to provide evidence,
where appropriate, to support their responses. Make it clear if there are
particular areas where their input would be especially valuable.
Responses are likely to be more useful and focused if the respondents
know where to concentrate their efforts.

Allow adequate time for responses.

Allow 8 to 12 weeks for responses — and, just as importantly, allow
enough time between the end of the consultation and the formal
discussion of the results to distil the responses and summarise them in a
way that is can easily comprehensible. Where a consultation takes place
over a holiday, remember to allow extra response time (up to an additional
four weeks).

FOLLOWING the consultation:

Analyse and summarise responses for formal discussion and publication on the

website.

Compile and analyse the comments, then draw up a short summary,
emphasising the main points. This should be presented for formal
discussion and posted on the website at the end of the process.

Do not simply count votes when analysing responses. Particular attention
should be paid to possible new approaches to the question consulted on;
further evidence of the impact of the proposals; and strength of feeling
among similar pressure groups.

Make every effort to ensure that discussion takes the public input into
account.
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Report back to the public via the website and other channels.

It is not enough to simply publish the responses on the website. It is also
important to present the final product under debate, and, where possible,
any impact that the public input may have had on the discussion.

Aim to publish the summary of public responses on the website at the end
of the process. Other forms of feedback might also be considered, such
as a note expressing appreciation for the public input and offering any
information possible about its impact for publication on the website.

Information should also be provided on themes that came out of the
consultation which were not covered by the questions.

Wherever possible, a summary of the next steps for the project should
also be included.

Consider sending any or all of the above elements to the organisations
that helped circulate the information about the public consultation on their
websites.

Monitor your effectiveness.

Invite respondents to comment on the consultation process and suggest
ways of further improving it.

Explicitly state whom to contact if respondents have comments or
complaints about the consultation process. This should be someone
outside the team running the consultation.

Look at usefulness, scope and coverage, numbers and types of
comments received for future reference.
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Appendix 5 — Whistleblower policy

Key Elements of a whistleblower policy

Commitment to maintain confidentiality of complainants

Guarantee of non-retaliation against complainants

Clear description of how a complaint can be made and how it will be investigated

Assurances of the independence of those assessing, investigating and responding to

complaints

An appeals process if a stakeholder is not satisfied with an investigation’s outcome

Require all negative consequences suffered by victims of proven whistleblower retaliation
are reversed and that anyone found to have retaliated against a complainant receives

mandatory discipline

Example of the key elements of a whistleblower policy in use:

The UN Anti-Retaliation Policy is considered to be one of the most thorough whistleblower
policies available for internal and external stakeholders. The policy incorporates many of the
best practice principles, as seen below in the Government Accountability Project’s
assessment of the document:*°

* A broad mandate protecting freedom of expression for those who disclose
misconduct that threatens the body’s core human rights mission.

* Multiple internal channels for reporting corruption and abuse — Ethics
Office, Office of Internal Oversight Services, and department head -- thus
providing safeguards against institutionalized conflict of interest.

* Qualified protection for external, public whistleblowing to the media or
outside organizations, overriding the institutionalized gag order requiring
advance permission for any communications outside organizational walls and
thus closing a loophole that frequently cancels real whistleblower protection.
The United Nations is the first IGO to endorse public freedom of expression.

* Protection for ‘outside parties’ including contractors, consultants and even
citizens affected by United Nations activities when they bear witness to
misconduct.

* Protection for refusal to violate the law, allowing whistleblowers to speak
out when ordered to betray not only the Charter of the United Nations and
any regulations or rules derived from it but any national or international law.

* Modern legal burdens of proof comparable to the state-of-the-art provision
of the U.S. Whistleblower Protection Act, guaranteeing fairness on standards
of evidence of retaliation an individual must demonstrate to win the case.

* The right to use the policy in the Joint Appeals Board and Administrative
Tribunal process that already exists to challenge termination or other adverse
action.

* Mandatory discipline for those found guilty of retaliation.

* A commitment to thorough training for staff and management, as well as
posting of the new rights, to help insure the reforms are properly understood
and take root in the institutional culture.

2 gee http://www.whistleblower.org/content/press_detail.cfim?press id=315
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Appendix 6 — Individuals Interviewed

These individuals provided invaluable comments during the review process. This
report is neither the reflection of their collective views or of the views of any particular

interviewee.

Alphabetical by last name:

Carlos Afonso
Donna Austin
Doug Brent

Stace Burnette
Vint Cerf

Susan Crawford
Ute Decker
Alister Dixon

Avri Doria

Frank Fowlie
Tamra Frankel
Jeanette Hoffman
John Jeffrey
Janis Karklins
Paul Levins
Denise Michel
Milton Mueller
Dave Piscatello
Kurt Pritz

Rita Roden
Barbara Roseman
Theresa Swinehart
Mohamed Sharil Tarmizi
Paul Twomey
Laruen Weinstein
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Appendix 7 — Referenced Documents

List of key organisational documents consulted for the assessment
General or non-specific documents

= |CANN Bylaws (28 February 2006)

= Crawford, Susan, “Meeting White Paper,” ICANN (6 November 2005).

= Preliminary Report, Regular Meeting of the Board, Rio de Janeiro, 27 March
2003

= Submissions to the ICANN Accountability and Transparency Management

Operating Principles

Submissions to the President’s Strategy Committee

Annual Report (2005-2006)

Memorandum of Understanding Status report (2005)

Memorandum of Understanding Status report (2006)

Proposed Budget (2006-2007)

Operational Plan (2006-2007)

Operating Plan Status Report (30 November 2006)

Joint Project Agreement (2006)

Reconsideration Committee Annual Report (2006)

Conflicts of Interest Policy

Nominating Committee Operating Procedures (2007)

Nominating Committee Final Report (2005-2006)

ICANN Summary of Input on Transparency and Accountability Management

Operating Principles

= Reconsideration Committee Annual Report (2004)

= Uniform Domain Name Dispute Resolution Policy (1999)

Board

= Board Minutes
= Voting Transcripts

Ombudsman

Case Report from Ombudsman to Board (2007)

Case Report from Ombudsman to the Board (2006)
Ombudsman Annual Report (2006)

Ombudsman Annual Report (2005)

Ombudsman Framework (2005)

Ombudsman Management Principles (2005)

Ombudsman Value Statement

Results Based Management Framework for Ombudsman (2005)
November, Independent Review of Lit Review (2006)

ASO
=  ASO Council Minutes

=  ASO Memorandum of Understanding (2004)
= Policy Development Procedures
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GNSO

=  GNSO Council Minutes

= Sharry, Patrick. “A review of the Council of the Generic Names Supporting
Organization of the Internet Corporation for Assigned Names and Numbers,”
ICANN (2004).

ccNSO
= Accountability Framework Guidelines
= Best Practice Guidelines for ccTLD Managers (March 2001)
= ¢ccNSO Council Minutes
= ccNSO Rules
= Re/Delegation Guidelines for ccTLD Managers

Report of the ccNSO Budget Working Group to the ccNSO Council

ALAC

= At-Large Framework Formation
= Case Report from Ombudsman to the Board (2007)
= Case Report from Ombudsman to the Board (2006)

=  GAC Communiqué — Marrakech (June 2006)

= 2005, GAC Operating Principles

= Address of the President and CEO of ICANN to Sub Committee A (14
November 2005)

= Statement by the Chairman of the GAC, ICANN to Sub Committee A (14
November 2005)

SSAC

= Security Committee Charter (2002)
= SSAC Work Plan Page (2006)

External documents

= Bastow, Simon, et al. “A Review of the Generic Names Supporting
Organization (GNSO),” LSE (2006).

= Center for Democracy and Technology. Assessing ICANN: Towards Civil
Society Metrics to Evaluate the ICANN Experiment (31 July 2003).

= Frankel, Tamar, “Accountability and Oversight of the Internet Corporation for
Assigned Names and Numbers,” Boston University School of Law Research
Paper Series, Public Law & Legal Theory Research Paper No. 02-15 (August
2002).
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Hasbrouck, Edward. Submission to National Telecommunications and
Information Administration (July 2006)

International Institute for Sustainable Development for the Canadian Internet
Registration Authority. Accountability and Transparency in Internet
Governance (December 2006).

Klein, Hans “the feasibility of global democracy: understanding ICANN’s at-
large election,” the Journal of Policy, Regulation and Strategy for
Telecommunications Information and Media (v3, n4, August 2001).

Klein, Hans and Mueller, Milton. “What to Do About ICANN: A Proposal for
Structural Reform,” Internet Governance Project (5 April 2005).

Koppell, Jonathan GS, “Pathologies of Accountability: ICANN and the
challenge of ‘Multiple Accountabilities Disorder,” Yale School of
Management.

Mueller, Milton. “Political Oversight of ICANN: A Briefing for the WSIS
Summit,” Internet Governance Project (1 November 2005).

Report of the NGO and Academic ICANN Study. ICANN, Legitimacy, and the
Public Voice: Making Global Participation and Representation Work (August
2001).

Society of Critical Care Medicine, Volunteer Code of Conduct and Conflict of
Interest, Assignment of Rights, Disclosure Policy (2005).

Weinstein, Lauren, and Neumann, Peter G., “Abolition,” People for Internet
Responsibility (2000).
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2.1.3 June 2007 Announcement of ICANN
Response to One World Trust Review of
ICANN's Accountability and Transparency
http://www.icann.org/transparency/mop-
update-07jun07.htm
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ICANN Response to One World Trust Review of ICANN's Accountability and
Transparency — Structures and Practices

1 of 11

7 June 2007
1. Transparency & access to Information
2. Participation
3. Monitoring, Evaluation and Learning
4. Complaint and Response / Compliance Mechanisms
5. Overarching Accountability issues

No. Background Recommendations Response

1 Transparency & access to Information

1.1 [ While ICANN is committed to transparency, the ICANN should An Information
information (type and level of detail) made publicly consider developing | Disclosure Policy will
available by its different bodies lacks consistency. For a formal Information |be included in the
example, while Board minutes are publicly disseminated, | Disclosure Policy draft Management
only one of the Board’s eight subcommittees discloses that clearly states Operating Principles
minutes from its meetings via the ICANN website; this is | what, when and document to be
also the case with meeting agendas. As a basic good how information will |released for
practice principle for transparent decisions making, be made available discussion at the
meeting agendas need to be made available to relevant | at different levels of | San Juan meeting.
stakeholders in advance of the meeting. In ICANN, this |the organisation
principle is currently only applied by the Board and the
GNSO Council.

1.2 | High levels of openness and transparency both at the ICANN should An Information
Board level and among its Supporting Organisations develop an Disclosure Policy will
and Advisory Committees is necessary. However, there | Information be included in the
are circumstances where information needs to remain Disclosure Policy draft Management
confidential due to legal, contractual or security issues. that identifies a set | Operating Principles
This is acceptable (as full transparency can at times be | of clear and document to be
detrimental to an organisation’s decision-making narrowly defined released for
processes or activities) as long as narrowly defined conditions for discussion at the
criteria for nondisclosure are provided. nondisclosure that | San Juan meeting.

apply throughout
the organisation.

1.3 | To ensure compliance with any organisational policy, it is | A publicly named The Vice President -
important that there is high level oversight and senior manager Corporate Affairs will
leadership. Without this, implementation will only ever be |should be assigned |produce an annual
piecemeal. To ensure implementation of the information |ICANN should review of
disclosure policy within ICANN, oversight responsibility consider assigning | compliance with the
should be assigned to a senior manager. An annual responsibility for Information
review should also be undertaken which identifies how overseeing Disclosure Policy
ICANN is complying with the policy, where some of the organisation-wide and publish the
gaps lie and how they will be addressed. compliance with the |[findings in the

Information Annual Report.
Disclosure Policy to

a publicly named

senior manager;

and making publicly

available an annual

review that

documents

compliance with the

policy.
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1.4 |ICANN discloses large amounts of information that, while | ICANN should A "Need help
reflecting the organisation’s openness, makes locating consider assisting locating a
information difficult. Redesigning the website will make stakeholders in document" button
information more accessible; yet ICANN should also locating online will be placed on
consider putting in place a function to support information through |the website which
stakeholders in finding information. This could be similar |a function that will offer staged
to a ‘contact us’ function by enabling an individual to enables them to assistance with
contact an ICANN staff member whose responsibility contact a staff locating documents,
includes assisting stakeholders to locate information. member with a beginning with

specific document existing search

query. mechanisms and
concluding with an
email box.

1.5 | On its website, ICANN has translated basic information ICANN should A Translation Policy
about the organisation and its operations, and has done | consider developing | will be included in
this in 10 languages (including English). Across other a translation policy |the draft
documents, however, there is less consistency. ICANN that identifies which | Management
should identify the key documents that need to be documents are Operating Principles
accessible to a wide range of stakeholders to foster translated and document to be
informed engagement in the policy development includes provisions |released for
process, but also to enable stakeholders to exercise on management discussion at the
scrutiny over ICANN. and infrastructure San Juan meeting.

issues for
translation
1.6 | Despite the openness of ICANN, there remains a lack of | For the most For decisions that

clarity among many in the ICANN community as to how
and why the Board reaches certain decisions;
specifically, how it weighs up the input of different
stakeholders (Supporting Organisations, Advisory
Committees and the public) and how it incorporates
these into the decision-making process. The By-Laws
already state that after taking action on policies that
substantially affect the operation of the Internet or third
parties the Board needs to "publish in the meeting
minutes the reasons for any action taken, the vote of
each director and the statements of directors requiring
publication of such statement." The Board should take
further steps in its reporting.

important decisions,
specifically those
that relate to policy
considerations, the
Board should
consider producing
a report (separate
to the minutes) that
explains how all
stakeholder input
was used in coming
to a final decision.

have involved
intense discussion
in the community,
the Board has
historically provided
a report and
individual members
have provided
statements on why
they have voted.
Determining what
decisions are
‘important’ requires
further discussion.
This will be done in
the context of
discussion about
the draft
Management
Operating
Principles. There is
a need to
summarise the
inputs on issues
and the impact they
had on Board
discussion. It may
be that this
amplification can be
done in the context
of the minutes
although many
have said a
separate report is
required.
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1.7 | Currently the main way through which the Board ICANN should A web based
communicates future decisions is through the Board consider providing calendar will be
agendas; these are disclosed seven days in advance of |[stakeholders with developed, but a 12
the meeting (as stated in the By-Laws). While it is not advance warning of |week timeframe is
practical to expect the Board to disclose the final issues for not practical for the
agenda earlier than this, stakeholders need to have consideration by the | ICANN Board given
adequate warning of what issues are under Board. ICANN the immediacy of
consideration so as to prepare and provide meaningful should consider many discussion
input into Board decisions; for this to happen, the developing a items. The Board
current period for agenda disclosure does not suffice. web-based Secretary will

schedule of Board |examine any
discussions that are |improvements that
planned over a can be made to the
twelve-week period |timeframe.

where the agendas

are updated in real

time.

1.8 | The subcommittees play an important role in the The subcommittees | This will be
governance of ICANN, having all the legal authority of of the ICANN Board | considered in the
the Board except for the authority to change the should consider development of the
By-Laws, approve the budget and repeal a decision of disclosing minutes Information
the Board. It is imperative that they conform to the same | of their meetings Disclosure Policy
standards of transparency as the rest of the (this should be and in the context
organisation. guided by the of the Board

Information Review.
Disclosure Policy).

1.9 |Itis currently difficult to follow the course of the policy Across Supporting The process page
development process (PDP) across each of the Organisations, all of the website now
Supporting Organisations, because of how the documentation and | captures this
information and documentation is structured on the information provided | information.
website. The ccNSO, for example, places all the online that relates
information related to a PDP under announcements to policy
(‘What's New’ section of the website). Over time, this development
information gets lost within the other news items. processes should

be organised in a
more accessible
and consistent
manner.

1.10 [ A result of the ICANN bottom up process is that each ICANN should Recommendation
Supporting Organisation and Advisory Committee works | consider developing |accepted. The
according to its own procedures. While this is a shared framework | process page of the
encouraging, it results in a lack of consistency in how of presenting online |website will be
information is presented across each of the respective information across further developed to
websites. Not having information in similar places and its Supporting capture this
formats reduces user accessibility. Organisations and information.

Advisory
Committees (e.g.
rules of procedure,
charter, minutes,
agendas etc) to
ensure user
friendliness of web
pages.
| back to top |
| No. | Background Recommendations Response

1/14/08 3:03 PM




ICANN | ICANN Response to One World Trust Review of ICANN's ...

http://www .icann.org/transparency/mop-update-07jun07.htm

Participation

Public engagement is key to the legitimacy and
relevance of ICANN decisions and policy. Supporting
Organisations and Advisory Committees undertake
consultations on policy, as does the Board. To foster
consistency across the different Supporting
Organisations in how consultations are conducted and
to ensure their potential is maximised, ICANN should
develop a set of guidelines for staff and volunteers on
how to conduct online public consultations.

Foster consistent
engagement with
the public across
ICANN constituent
bodies ICANN
should consider
developing a set of
guidelines on how
to conduct an
effective and
meaningful online
public consultation
and assign
responsibility for
oversight to a senior
member of staff.

A document
providing guidelines
for effective
consultation will be
included in the draft
Management
Operating Principles
document to be
released for
discussion at the
San Juan meeting.
ICANN will commit to
the adoption of the
OECD guidelines
public consultation.

2.2

To provide the Board of any organisation with the
support they need to undertake their responsibilities and
make informed decisions, it is good practice to have a
secretariat. While a number of staff members within
ICANN are assigned support roles to the Board,
additional administrative support is required to facilitate
more effective participation of Directors in the
decision-making process.

ICANN should
consider
establishing a small
secretariat function
to support the
Board. This would
facilitate
communication from
Staff to the Board,
ensure
documentation was
disseminated in a
timely manner and
provide general
administrative
support to individual
Board members.

This
recommendation is
being implemented
with the 2007-8
budget.

2.3

As ICANN grows and evolves and in parallel to ensuring
fair representation of membership, the Board needs to
take into account the qualifications of its members to
ensure that they have the skills and the vision to
respond to the organisation’s evolving needs. Given the
role of the Nominating Committee in the selection of
Board members, it is important that this body is aware of
the skill needs of the Board when it nominates the eight
of the 21 Directors.

The ICANN Board
should consider
communicating its
skill needs to the
Nominating
Committee. This
process should be
linked into an
annual Board
self-assessment
(see
recommendation
3.3).

This does occur but
the
recommendation will
be considered
further as part of
the Nominating
Committee Review.

2.4

4of 11

As well as selecting Board Directors, the Nominating
Committee is also responsible for selecting members to
the GNSO and ccNSO Councils and ALAC. Similar to
the Board, these too need to ensure that they have the
necessary skills on their governing bodies. In this
respect, it is also important that the Nominating
Committee is aware of the skill needs of the GNSO,
ccNSO and ALAC when it selects members to these
bodies.

The GNSO Council,
ccNSO Council and
ALAC should
consider
communicating their
skill needs to the
Nominating
Committee.

This
recommendation will
be considered as
part of the
Nominating
Committee Review.
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2.5

The Nominating Committee forms for eight months of
every year to nominate a total of 19 positions
throughout the ICANN structure. The workload that
comes with participation on this committee is
considerable. A substantial amount of this work falls on
the Chair.

ICANN should
consider providing
additional
administrative
support to the
Nominating
Committee in the
form of a small
secretariat function.

This
recommendation will
be considered as
part of the
Nominating
Committee Review.

2.6

The role of the Nominating Committee Chair is complex
as is the process of selecting a new one each year.
Given the importance of this body, ICANN should
consider extending the time that the Chair stays in their
post from 1 year to 2 years to allow time for them to
acclimatise to the position.

ICANN should
consider extending
the time that the
Nominating
Committee Chair
stays in their post
from 1 year to 2
years.

This
recommendation will
be considered as
part of the
Nominating
Committee Review.

2.7

There is currently a lack of clarity around the roles and
responsibility of Directors on the ICANN Board. This is
manifesting itself at two levels. Firstly at the level of
general duties that individual Directors need to fulfil as
part of the wider Board membership; and secondly, the
roles that Directors play in relation to the Supporting
Organisations that elect them. Directors elected by
Supporting Organisations should bring the needs and
views of these constituencies to the attention of the
Board without necessarily endorsing or voting in favour
of that view. Although Directors are part of a collective
governing body, they also have individual duties. They
are expected to attend meeting regularly, contribute
actively to deliberations and put the interests of ICANN
above any other interests

ICANN should
consider ensuring
more clarity around
Board Directors’
duties, roles and
responsibilities. One
option would be to
introduce a position
description for
Board members.

This
recommendation will
be considered
further as part of
the Board Review to
see if any further
detail and
information can be
provided.

2.8

It is good practice among global organisations to enable
those formally part of an organisation to hold Directors to
account for gross negligence, misconduct, or dereliction
of duty. ICANN’s By-Laws provide the Board of Directors
with the authority to remove other Directors by a %
majority of all Directors. However, ICANN policies do not
expand on how the process to remove a Director is
initiated and who can initiate the process.

ICANN should
consider introducing
a procedure to
enable members of
Supporting
Organisations and
Advisory
Committees to
initiate a process to
dismiss Directors for
negligence,
misconduct, or
dereliction of duty.

Fiduciary and other
responsibilities
already apply to
director misconduct
and dereliction but
this
recommendation will
be considered
further as part of
the Board Review.

2.9

GNSO needs to engage more with individual Internet
users in public consultations. A non-voting liaison from
ALAC that currently sits on the GNSO Council does
provide a communication link between the two bodies,
but this does not enable sufficient participation of
individual users. To facilitate this process, more effective
channels of communication need to be opened between
the GNSO and ALAC. A more meaningful channel for
ALAC to input into the policy process of the GNSO
needs to be developed.

The GNSO should
consider ways of
better integrating
the views and
perspectives of
individual Internet
users, through
ALAC, into its policy
activities.

This
recommendation will
be considered as
part of the work
currently being
undertaken by the
GNSO
Improvements
Working Group.

S5of1l
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a key indicator of organisational performance across the
public, private and non-profit sectors. It is considered
good practice that the Board annually defines its duties,
identifies performance in relation to the goals it set for
itself, and suggests actions for better fulfilling them.
Although the ICANN By-Laws already state that an
independent review of the Board should take place, if
feasible, at least once every three years, a Board
self-assessment would be separate from this.
Independent reviews provide an objective perspective
on performance, while self-assessments are more

should consider
undertaking an
annual
self-assessment,
similar to that of the
Nominating
Committee. This
would focus on
decision making
processes, skill
needs on the

No. Background Recommendations Response
3 Monitoring, Evaluation and Learning
3.1 | ICANN produced its first Annual Report in 2006; while ICANN should ICANN already
this represents an excellent first step and provides a consider engaging | identifies
level of detail that surpasses that of many international with the ICANN organisational goals
nongovernmental organisations, there are a number of community to and objectives
ways in which it could be improved. It would benefit from | identify through the
more detail and the inclusion of information that would organisational goals | Strategic Planning
enable the reader to track progress year on year. and objectives that |[and the Operating
Currently, the report identifies what activities ICANN has | are perceived to be |Plan process. The
undertaken to achieve its goals; it makes no reference most important. next Annual Report
to challenges and how the organisation proposes to ICANN should will attempt to make
address them in the year ahead. ICANN already makes | consider reporting a clearer link
public the Operating Plan Status report. However, this is | on performance between goals and
not accessible to the average Internet user. (including performance.
successes,
setbacks and
solutions) in the
Annual Report.
3.2 | While as a small organisation ICANN could rely on more | ICANN should This
informal channels for disseminating lessons, as the consider developing | recommendation will
organisation grows, it will become necessary for more mechanisms to be examined
formal mechanisms to be put in place to facilitate facilitate the further. Staff will
organisational learning across staff, volunteers, dissemination of work with
Supporting Organisations and Advisory Committees. lessons learnt Supporting
across Supporting Organizations and
Organisations, Advisory
Advisory Committees to
Committees, staff determine how this
and volunteers. might be
implemented.
3.3 | Annual reviews of Board effectiveness are emerging as | The ICANN Board This

recommendation will
be considered as
part of the Board
Review.

6 of 11

time). In all cases, this has been noted as a useful

Committees should

focused on internal learning. Board, etc.

3.4 |Creating the space at the end of a process to reflect on | Supporting Staff will work with
what worked well and what did not work so well can Organisations Supporting
foster a culture of learning and strengthen should consider Organizations and
organisational effectiveness. ICANN needs to be undertaking Advisory
continually improving the policy development processes, |post-action reviews [Committees to
as a key component of ICANN activities. at the end of the determine how this

policy development | might be
process. implemented.

3.5 | A number of Supporting Organisations and Advisory All ICANN Staff will work with
Committees, including ALAC, GNSO and GAC Supporting Supporting
undertake self-evaluation of their activities (SSAC is in Organisations and Organizations and
the process of conducting a self-evaluation for the first Advisory Advisory

Committees to
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process that has led to learning and changes to
operating practices. These however have not always
been undertaken on a regular basis and the results
have not always been publicly shared (ALAC is the
exception to this). Given the role that self-assessments
play in fostering learning and enabling increased
effectiveness, such processes should become more
formalised in ICANN.

http://www .icann.org/transparency/mop-update-07jun07.htm

consider
undertaking an
annual
self-assessment of
their work and share
key learning and
ways forward.

determine how this
might be
implemented.

3.6 | To assist Supporting Organisations and Advisory Foster consistency | Staff will work with
Committees in undertaking self-evaluations, to foster a in how Supporting
degree of consistency in how the evaluations are self-assessments Organizations and
undertaken and ensure that they meet accepted good are undertaken and | Advisory
practice principles, ICANN should produce a guiding provide staff and Committees to
document for staff and volunteers on how to undertake |volunteers with determine how this
such exercises. guidance on good might be
practice principles implemented.
for evaluations
ICANN should
consider developing
evaluation
guidelines and
provide training to
policy support
officers.
| back to top |
No. Background Recommendations Response
4 Complaint and Response / Compliance Mechanisms
4.1 | The Ombudsman, Reconsideration Committee and the ICANN should The draft
Independent Review Panel of Board actions, although clearly describe the |Management
independent of each other, function together to create a | integrated nature of | Operating Principles
compliance system within ICANN. Each mechanism the Ombudsman, being developed for
represents a step in a process of handling a complaint Reconsideration discussion in San
or grievance. As it stands, ICANN does not clearly Committee and Juan will include a
describe the integrated nature of these mechanisms. Independent section on dispute
Effort needs to be put into drawing the links between Review Panel of resolution
the three functions and communicating how they Board actions. The |processes that
collectively make up the organisation’s complaints links between the better explains the
system three functions and |links between
their integrated functions.
nature need to be
properly
communicated.
4.2 |[While ICANN has three mechanisms for investigating ICANN should A whistleblower

complaints from members of the ICANN community, the
organisation does not have a policy or system in place
that provides staff with channels through which they can
raise complaints in confidentiality and without fear of
retaliation. Having such a policy (often referred to as a
whistleblower policy) is good practice among global
organisations

consider developing
a whistleblower
policy that enables
staff to raise
concerns in a
confidential manner
and without fear of
retaliation; and
developing
appropriate systems
to foster compliance

policy will be
developed by
General Counsel
that outlines
ICANN’s local
obligations under
law as well as a
statement of
principle to develop
a uniform approach
across ICANN
offices.

1/14/08 3:03 PM
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4.3 |Since the creation of the Ombudsman, the number of ICANN should ICANN will work with
complaints handled through the formal complaint consider recruiting the Ombudsman’s
channel of the Reconsideration Committee has dropped. | full-time office to determine
As the Ombudsman’s office continues to reach out to administrative the necessity for
the community and raises awareness of the function support for the additional staffing
within the ICANN community, there is the possibility that | Ombudsman. given Budget
the number of complaints it has to handle will increase. considerations and
The office’s user group is the entire Internet community, the current review of
yet it is currently staffed by a single full time Ombudsman administrative
and an adjunct Ombudsman that provides holiday cover support being

undertaken by the
ICANN
management.

4.4 |To be effective as a mechanism that stakeholders can ICANN should This will be
use to query Board decisions, it is important that the consider making the | considered as part
Reconsideration Committee is accessible to its users. Reconsideration of a Translation
Key to this is that stakeholders are aware of the Committee more Policy that will be
mechanism and how to use it; and that they are not accessible to all included in the draft
prevented from accessing it because of procedural stakeholders. Management
barriers. There is currently no statement in the By-Laws ICANN should Operating Principles
or otherwise, stating that a request for reconsideration consider developing | document for
can be made in multiple languages. Likewise, the systems to support | discussion at the
Reconsideration Committee needs to take more active the handling of San Juan meeting.
steps in disseminating information on how the requests for
mechanism can be used. reconsideration in

multiple languages
and actively raising
awareness of the
mechanism and its
use among the
Internet community.

4.5 |The ICANN By-Laws state that Board decisions on the The This will be
recommendations of the Reconsideration Committee Reconsideration implemented on
shall be made public as part of the preliminary report Committee should publicly available
and minutes of the Board meeting at which action is consider publicly information
taken. While this is good practice, the actions should disseminating the regarding
also be reported online next to the documents on the actions taken by the | consideration
Reconsideration Committee website that relate to the Board alongside the | requests.
specific request for reconsideration. This would make it documentation
easier for the reader to follow the reconsideration relating to the
process from start to finish (the initial request, the specific request for
committee response, the recommendations and the reconsideration so
board actions). This was something that ICANN seemed | that stakeholders
to do up until February 2000. Practice now however, is are able to follow
to state the date on which the Board took action, but the process from
not to provide a link to the appropriate minutes. start to finish.

4.6 |In the Ombudsman framework there is a specific The Board should This
commitment made by the Board to respond to consider making a recommendation will
Ombudsman recommendations within 60 days of the commitment to be considered
next Board meeting. There is no similar commitment responding to the further as part of
made in relation to responding to Reconsideration recommendations of | the Board Review.
Committee’s recommendations. the Reconsideration

Committee within a
specific period of
time.

4.7 | The By-Laws state that the Reconsideration Committee, |ICANN should This
upon deciding to take forward a reconsideration request |consider reviewing recommendation will
will deliver its recommendations within 90 days. Of the the capacity of the |be considered as

1/14/08 3:03 PM
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eight requests for reconsideration (that have been made
since the reconsideration policy was revised in Oct 2000
and the commitment to the 90 days was made), three
have not been handled in the stated time. Based on the
response rate of the Reconsideration Committee since
1999, of the 29 requests made only 13
recommendations were delivered within a 90 day period.
This evidence suggests that the Reconsideration
Committee has historically struggled to deliver their
recommendations in the time period that it now commits
to.

http://www .icann.org/transparency/mop-update-07jun07.htm

Reconsideration
Committee to supply
recommendations
within 90 days of
receiving a request
for reconsideration
with the purpose of
either increasing the
capacity of the
Committee or
increasing the
stated response
time.

part of the Board
Review.

4.8

When Board members who participated in the original
decision are the only people reconsidering that decision
possible issues arise related to the objectivity of the
process. While having current Board members present
for reconsideration does provide insight on the issue,
there is a need for at least one non-executive individual
to provide independent, objective thought. This role
would essentially be one of facilitation where member
would inject some impartiality into the Committee’s
reconsiderations.

ICANN should
consider introducing
an independent
member onto the
Reconsideration
Committee to act as
a facilitator. The
individual would
provide impartial
and objective
assessment to
Committee members
on reconsiderations.

The purpose of the
Reconsideration
Committee is to
review the
processes that were
followed to
determine whether
they were in
accordance with the
ICANN Bylaws. It is
only one element in
the suite of dispute
resolution
processes that are
available. There are
other separate, fully
independent review
processes if
complainants feel
that they need to
pursue their claim
beyond
Reconsideration.
These will be further
examined in the
process of the
Board Review to
see if further
independence can
be introduced
across the different
dispute mechanisms
available.

4.9

The independent review of Board actions mechanism
plays an important role in the accountability of ICANN.
Although it has never been used to date, as the
organisation evolves, ICANN needs to make sure it is
well developed and meets the same high standards of
the other parts of its complaints system. Currently, there
is limited amount of information available on ICANN’s
website on how it works. Other than what is in the
By-Laws, there is no information on the ICANN website
on how to initiate a complaint through this process and
no information on how the complaint will be dealt with.

ICANN should
develop a separate
page on their
website that
provides the rules of
procedure for the
Independent
Review of Board
actions, as
mandated by the
By-Laws, and which
also provides an
explanation of how
to make a complaint

A page will be
added to the
website for this
purpose.

1/14/08 3:03 PM
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through the
Independent
Review of Board
actions function,
and the steps that
are involved in the
review process.

4.10 | The Independent Review states that the party that loses | ICANN should This
is liable to cover the costs of the Independent Review consider recommendation
Panel, unless exceptional circumstances apply, then the |strengthening the has multiple
winning party might be asked to cover half the costs. accessibility of the implications and will
Understanding that this has been put in place to prevent | Independent be explored in an
frivolous complaints, there is the potential that the cost Review Panel issues paper that
could pose a barrier to certain stakeholders using the mechanism to the will be taken to the
mechanism. ICANN community. |Board for
ICANN should consideration.
consider removing
the burden of
making the losing
party cover the
costs of the
Independent
Review as a means
of increasing the
accessibility of the
mechanism.
4.11 | A major problem with the Independent Review ICANN should This
mechanism is that it is not institutionalised; it only comes | consider creating a |recommendation
into being when a complaint is filed with the international | more has multiple
arbitration provider. As a mechanism that plays an institutionalised and |implications and will
important role in overseeing the actions of the Board, it |stable Independent |be explored in an
should have a more stable character and prominent role | Review Panel. issues paper that
within ICANN. ICANN attempted to craft a more will be taken to the
institutionalised and stable Independent Review Panel Board for
between 2000 and 2002. They should look at this consideration.
option again, as good practice for external complaints
mechanisms, suggests there are a number of areas
where they might want to approach the issue differently
(e.g. less stringent criteria for membership to the panel).
| back to top |
No. Background Recommendations Response
5 Overarching Accountability issues
5.1 | Our review revealed that while ICANN has the policies ICANN should Recommendation

and procedures in place to foster transparency and
accountability, these are not always consistently
followed. While the Ombudsman, Reconsideration
Committee and the Independent Review of Board
actions provide complaints based approaches to
compliance, to generate greater trust among
stakeholder, ICANN needs to take a more proactive
approach. To address this issue, ICANN should consider
a regular independent audit of their compliance with
accountability and transparency commitments.
Alternatively, it could develop a permanent compliance
function to emphasize prevention by identifying

consider having an
independent report
produced, perhaps
annually, that would
measure the
organisation’s
compliance with
transparency and
accountability
commitments made
in its By-Laws.

accepted. This will
be undertaken for
inclusion in the next
Annual Report.
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shortcomings as they emerge and before they become
systemic problems.

http://www .icann.org/transparency/mop-update-07jun07.htm

5.2

In ICANN there is a mixture of volunteers and staff

conducting the work; many people are working remotely.

This creates challenges associated with ensuring all
parties share the same values and beliefs about what
kinds of goals the organization should pursue, how they
should interact with the outside world and the
appropriate kinds or standards of behaviour that should
be used to achieve these goals.

ICANN should
consider developing
a code of conduct
for all staff and
volunteers that
identifies the goals
of the organisation,
the appropriate
kinds or standards
of behaviour that
should be used to
achieve these goals
and how they
should interact with
the outside world.

Discussion will occur
in the context of the
consultation on the
draft management
operating principles
as to the
appropriateness of
such a code and
what it might
contain. This will be
commenced at the
San Juan meeting.

5.3

Within the ICANN community there is ambiguity around
what it is that ICANN does (and should do). This has
considerable impact on issues of accountability, as it
ultimately relates to what people perceive the
organisation as being accountable for.

| back to top |

ICANN needs to
communicate more
effectively to the
outside world what
its core activities
are.

Standard language
will be developed to
more effectively
communicate
ICANN’s core
activities. This is an
ongoing task due to
the technical nature
of ICANN’s mission
and the extent of
the material already
available.
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ICANN Posts 2007 Annual Report
Annual Report highlights organization's achievements and progress over past 12 months
23 December 2007

MARINA DEL REY, Calif. : The Internet Corporation for Assigned Names and Numbers (ICANN) today
released its second annual report, covering in detail the organization's achievements and progress over the
past 12 months.

"I am delighted to announce the release of our second annual report," said Dr Paul Twomey, ICANN's
President and CEO. "As an organization we have made great progress this year, both in terms of policy work
and in the quality of our operations. We have also made great efforts in relation to transparency and
accountability”.

In addition to updates on the progress ICANN's supporting organizations and advisory committees have
made during 2007, the report also includes a section on the progress towards the completion of the Joint
Project Agreement (JPA) with the United States Department of Commerce.

"The JPA is in the midst of its scheduled mid-term review, and the annual report highlights that ICANN has
achieved the responsibilities outlined in the Agreement," Dr Twomey said

"ICANN will also release documents in the near future that include its submission to the JPA review and | ask
commenters to examine this documentation prior to making their own submissions," Dr Twomey added.

The complete annual report is available online at:
http://www.icann.org/annualreport/annual-report-2006-2007.pdf [PDF, 1,927K]

-30-
About ICANN:

ICANN is responsible for the global coordination of the Internet's system of unique identifiers like domain
names (like .org, .museum and country codes like .uk) and the addresses used in a variety of Internet
protocols that help computers reach each other over the Internet. Careful management of these resources is
vital to the Internet's operation, so ICANN's global stakeholders meet regularly to develop policies that ensure
the Internet's ongoing security and stability. ICANN is an internationally organized, public benefit non-profit
company. For more information please visit: www.icann.org.

Media Contacts:

Jason Keenan

Media Adviser, ICANN (USA)
Ph: +1 310 382 4004

E: jason.keenan@icann.org

International: Andrew Robertson
Edelman (London)

Ph: +44 7921 588 770

E: andrew.robertson@edelman.com
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“Over the past eight years, ICANN’s model of full participation by all interested stakeholders in
decisions and policy-making has progressively evolved and strengthened. It is clear that your
expertise and resource commitments are a testament to the validity of the ICANN model.

“Given how relatively young ICANN is, and given the enormously important work it is called
upon to perform, there’s been great progress. In particular, the Joint Project Agreement
executed in 2006 was an important step forward and reflects the maturity of the ICANN
model.

“These aren’t just my views. These are the views largely shared by the over 700 contributions
received when the new Joint Project Agreement was executed.

“Our public consultation process also revealed broad support for the continued transition to
the private sector. The majority of interested stakeholders endorsed the original principles
put forward to guide this transition—stability and security, competition, bottom-up policy
coordination and broad representation.”

John Kneuer
Assistant Secretary of Commerce for Communications and Information
National Telecommunications and Information Administration

U.S. Department of Commerce

Opening address, ICANN 30th international meeting, Los Angeles, California, 29 October 2007
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BOARD OF DIRECTORS 2007

Vinton G. Cerf
Chairman of the Board

November 1999—-November 2007

Roberto Gaetano
Vice-Chair
December 2006-December 2009

Paul Twomey
President and Chief Executive Officer
Ex-officio member

Alejandro Pisanty
November 1999-June 2007

Raimundo Beca
May 2004-June 2007

Vittorio Bertola
At-Large Advisory Committee Liaison

Susan P. Crawford
December 2005-December 2008

Steve Crocker

Security and Stability Advisory Committee Liaison

Francisco da Silva
Technical Liaison Group Liaison

Peter Dengate Thrush
January 2005-May 2008

Demi Getschko
January 2005-June 2009
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Steven Goldstein
December 2006-December 2009

Joichi lto
December 2004-November 2007

Ambassador Janis Karklins
Governmental Advisory Committee Liaison
beginning March 2007

Thomas Narten
IETF Liaison

Rajasekhar Ramaraj
December 2006-December 2009

Njeri Rionge
June 2003-December 2008

Rita Rodin
June 2006-May 2008

Vanda Scartezini
December 2004-December 2007

Mohamed Sharil Tarmizi
Governmental Advisory Committee Liaison
until March 2007

David L. Wodelet
June 2006-June 2009

Suzanne Woolf
Root Server System Advisory Committee
Liaison




BOARD OF DIRECTORS 2008

Peter Dengate Thrush
January 2005-May 2008

Elected Chairman of the Board November 2007

Roberto Gaetano
Vice-Chair
December 2006-October 2009

Paul Twomey

President and Chief Executive Officer

Ex-officio member

Harald Tveit Alvastrand
November 2007-October 2010

Dennis Jennings
November 2007-October 2010

Susan P. Crawford
December 2005-November 2008

Rajasekhar Ramaraj
December 2006-October 2009

Steven Goldstein
December 2006-October 2009

Jean-Jacques Subrenat
November 2007-October 2010

Njeri Rionge
June 2003-November 2008

Ambassador Janis Karklins
Governmental Advisory Committee Liaison

Thomas Narten
IETF Liaison

Reinhard Scholl

Technical Liaison Group Liaison

Steve Crocker
Security and Stability Advisory Committee Liaison

Suzanne Woolf
Root Server System Advisory Committee Liaison

Wendy Seltzer
At-Large Advisory Committee Liaison

Demi Getschko
December 2005-May 2009

Rita Rodin
June 2006-May 2008

Bruce Tonkin
June 2007-April 2010

Raimundo Beca
May 2004-April 2010

Dave Wodelet
June 2006-May 2009
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WITH THANKS...

The entire ICANN community extends its sincerest gratitude and highest esteem to these Board
members for their contribution to the Internet. We all benefit in so many ways as a consequence
of their commitment, energy, determination and style in the arena of ideas, policy, technology,
diplomacy and operations. We appreciate their service on a global scale and hope they will find

time to continue to join us occasionally and continue to share their insights, ideas and energy.

Vinton G. Cerf
November 1999-November 2007
Chairman of the Board, November 2000-November 2007

Alejandro Pisanty

November 1999-June 2007

Vice-Chair, November 2001-December 2006

Chairman of the ICANN Committee on Evolution and Reform
Chairman of the Board Governance Committee

Member of the Executive Committee, Finance Committee,
and the Reconsideration Committee

Key member of the ICANN Board and Governmental Advisory
Committee joint working group

Joichi Ito

December 2004-November 2007

Member of the Finance, Compensation, Conflicts of Interest, and
Audit committees

Vittorio Bertola
At-Large Advisory Committee liaison to the ICANN Board for 2007

Francisco da Silva

December 2002-December 2004

Technical Liaison Group liaison to the ICANN Board for 2004
Technical Liaison Group liaison to the ICANN Board through 2007
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WITH THANKS...

Vanda Scartezini

December 2004-December 2007

Chair of the ICANN Audit Committee, member of the Board
Governance, Conflicts of Interest, Meetings and Compensation
committees, and the joint ICANN Board and ICANN
Governmental Advisory Committee working group

Vice-Chair of ALAC for 2008

Daniel Dardailler
Technical Liaison Group liaison to the ICANN Board for 2006

Hagen Hultzsch

June 2003-December 2006

Chairman of the ICANN Finance Committee and ICANN Board
Conflicts of Interest Committee

Member, ICANN Board Governance Committee

Chair, Nominating Committee, 2008-2009

Veni Markovski

June 2003-December 2006

Chairman of the ICANN Board Meetings Committee
Member, Board Governance and Finance Committee

Hualin Qian

June 2003-December 2006

Member of the ICANN Board Meetings and Conflicts of Interest
committees
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The limited and distinct mission of ICANN is clearly set out in Article | of its bylaws:

The mission of the Internet Corporation for Assigned Names and Numbers (ICANN) is to coordinate,
at the overall level, the global Internet’s systems of unique identifiers, and in particular to ensure the
stable and secure operation of the Internet’s unique identifier systems. In particular, ICANN:

1. Coordinates the allocation and assignment of the three sets of unique identifiers for the Internet,
which are:
a. Domain names (forming a system referred to as DNS)
b. Internet protocol (IP) addresses and autonomous system (AS) numbers, and
c. Protocol port and parameter numbers

2. Coordinates the operation and evolution of the DNS root name server system
3. Coordinates policy development reasonably and appropriately related to these technical functions

In performing ICANN’s mission, the following core values guides its decisions and actions.

1. Preserving and enhancing the operational stability, reliability, security, and global interoperability of the Internet.

2. Respecting the creativity, innovation, and flow of information made possible by the Internet by limiting ICANN’s
activities to those matters within ICANN's mission requiring or significantly benefiting from global coordination.

3. To the extent feasible and appropriate, delegating coordination functions to or recognising the policy role of other
responsible entities that reflect the interests of affected parties.

4, Seeking and supporting broad, informed participation reflecting the functional, geographic, and cultural diversity
of the Internet at all levels of policy development and decision-making.

5. Where feasible and appropriate, depending on market mechanisms to promote and sustain a competitive
environment.

6. Introducing and promoting competition in the registration of domain names where practicable and beneficial in
the public interest.

7. Employing open and transparent policy development mechanisms that (i) promote well-informed decisions based
on expert advice, and (ii) ensure that those entities most affected can assist in the policy development process.

8. Making decisions by applying documented policies neutrally and objectively, with integrity and fairness.

9. Acting with a speed that is responsive to the needs of the Internet while, as part of the decision-making process,
obtaining informed input from those entities most affected.

10. Remaining accountable to the Internet community through mechanisms that enhance ICANN’s effectiveness.

11. While remaining rooted in the private sector, recognising that governments and public authorities are
responsible for public policy and duly taking into account governments' or public authorities’ recommendations.

These core values are deliberately expressed in very general terms, so that they may provide useful and relevant
guidance in the broadest possible range of circumstances. Because they are not narrowly prescriptive, the specific way
in which they apply, individually and collectively, to each new situation will necessarily depend on many factors that
cannot be fully anticipated or enumerated; and because they are statements of principle rather than practice, situations
will inevitably arise in which perfect fidelity to all eleven core values simultaneously is not possible. Any ICANN body
making a recommendation or decision shall exercise its judgment to determine which core values are most relevant
and how they apply to the specific circumstances of the case at hand, and to determine, if necessary, an appropriate
and defensible balance among competing values.



ICANN’S STRUCTURE

Within ICANN’s structure, governments and international treaty organizations
work with business organizations and individuals to maintain the stability of the
global Internet.

Innovation as well as continuing growth bring constant challenges to stability.
Working together, ICANN participants address issues that are directly concerned
with ICANN’s mission of technical coordination.

ICANN is governed by an international Board of Directors. The policy development
process (PDP) originates in three supporting organizations: the Generic Names
Supporting Organization, the Address Supporting Organization and the Country
Code Names Supporting Organization. Advisory committees composed of
representatives from individual user organizations and technical communities
work with the supporting organizations to develop policy. In addition, over 120
governments and government institutions advise the Board via the Governmental
Advisory Committee.
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THE RETIRING CHAIRMAN OF THE BOARD OF DIRECTORS

In the past 12 months, ICANN has made significant progress, particularly on its Board-
developed objectives and commitments as expressed in the Joint Project Agreement (JPA)
between ICANN and the National Telecommunications and Information Agency of the U.S.
Department of Commerce. Because you will find progress reports along these lines elsewhere
in this annual report, | will not outline them in detail but, rather, look ahead towards the next
year.

Significant momentum has been built up in the testing of Internationalized Domain Names

(IDNs) at the top level of the Domain Name System (DNS) in preparation for opening up

opportunities for new ccTLDs and generic TLDs. Processes for accepting and validating

proposed new TLDs including IDNs are in development, anticipating that calls for formal

applications for new TLDs could come as early as mid-calendar 2008. The introduction of

internationalized ccTLDs adds a new twist because the strings associated with these new TLDs
will not have been specified beforehand in either the ISO 3166-1 two-letter table or any other table. They will have to be
derived from proposals from parties interested in operating such new ccTLDs. There can be collisions between the generic
and the country code TLD proposals, so new dispute resolution practices will be needed to establish rules for standing to
object to a proposal from another entity.

We are also anticipating the rapid run out of IPv4 address space and hence a strong need to introduce IPv6 into full operation.
That this is a significant undertaking is an understatement. That it has to be undertaken by every operating element of the
public Internet is also understood. ICANN needs to convey to the Internet community persistently and persuasively that we
all need to put the Internet into full IPv6 operation well before we run out of IPv4 addresses in 2010.

We are similarly urgently in need of increased security in the Domain Name System. The implementation of DNSSEC (digital
authentication of zone files) represents a major step towards increasing the integrity of the DNS. Digitally authenticated
responses to DNS queries allow automatic validation of the resulting answers and defends against various attempts to falsify
DNS responses. ICANN must demonstrate its readiness to produce digitally signed root zone files as a key milestone towards
implementation of DNSSEC.

One of the great strengths of ICANN'’s model is that its performance and structure undergo constant review. In fact, a
schedule of reviews of organizational elements and operational objectives is in place at all times. ICANN must work diligently
to analyze the external reviews of its component operations (supporting organizations, advisory committees, the Board, and
others) and to assess its performance against the JPA objectives adopted by the Board. It will be aided in this process by the
recent call for responses from the Internet community by the U.S. Department of Commerce on the continued transition to
the private sector of the technical coordination and management of the Internet’s domain name and addressing system.

ICANN has come a long way in its constant refinement of the multi-stakeholder model of policy development and
transparency and it has the opportunity and obligation to continue to improve this process during the next year. It also has
the opportunity to enhance efficient interaction between the Governmental Advisory Committee and the rest of the ICANN
structures to achieve enhanced cooperation in policy areas involving public interests. By the same token, Civil Society has
the opportunity to help to animate and refine the operation of the new At-Large Advisory Committee that has been set up to
ensure public input on issues of concern and to convey to the public matters that should be of interest to every Internet user.

As | step down from my appointment to the ICANN Board after eight years of service, it is my belief that the organization has
reached an important milestone in its maturity. | believe it is well prepared to carry out its mission and to meet the inevitable
challenges posed by the rapidly evolving Internet. One thing has not changed: ICANN can only succeed if it continues to
benefit from the willing commitment of all stakeholders to make the ICANN process work. Cooperation, coordination, and
collaboration with other entities in the Internet universe and with its many stakeholders are essential to the successful
development and implementation of policy for the Internet’s system of unique identifiers and the operation of a single,
global, interoperable Internet. | am confident that ICANN can and will carry out its mandate to the satisfaction of the billion
users of today and the billions more to come.

Vinton G. Cerf
Chairman, November 2000-November 2007
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THE INCOMING
CHAIRMAN OF THE BOARD OF DIRECTORS

The activities reported in this annual report cover calendar
year 2007, and Vint Cerf was Chairman for most of that
period. However, the annual report is required to be signed
by the Chairman of the Board, a position | was elected to on
2 November 2007. So, while Vint has addressed the items in
the report, I'd like to thank Vint and address the future

of ICANN.

Vint stepped down after nine years of extraordinary service,
eight of those years as Chairman. During that time ICANN has
grown and matured as an organization in a way many of us
may have hoped for but could not have predicted when we
first drafted or critiqued the bylaws of what was then known
as NEWCO back in 1997.

A great deal has been achieved during Vint's term as Chair, and it was a pleasure to participate
in the very well-merited acknowledgment ceremony held in his honor at the Los Angeles
meeting in October.

After nine years since its inception, ICANN is well placed to face the challenges of the future. The
fact that it is so well positioned is a tribute to Vint Cerf and the staff led by CEO Paul Twomey.

This team has taken us out of foundation mode to become the right organization to meet future
challenges.

Those challenges include the introduction of internationalized scripts into the Domain Name
System, the introduction of a process for introducing potentially thousands of generic top-level
domains in the next few years, and increasing international support and acceptance of the

role ICANN plays as the coordinator of the Internet’s critical resources. The special relationship
ICANN has enjoyed with the government of the United States of America will come under
scrutiny during the mid-term review of the Joint Project Agreement between ICANN and the
U.S. Department of Commerce, scheduled to take place in the first quarter of 2008. Within the
term of ICANN’s current Strategic Plan, that agreement should come to an end.

I am honored to take the baton passed by Vint and look forward to leading the Board as it
guides ICANN in meeting those challenges.

Peter Dengate Thrush
Chairman of the Board

ICANN ANNUAL REPORT 2007



THE PRESIDENT AND CHIEF EXECUTIVE OFFICER

This is ICANN's second annual report to the global Internet community.
In this reporting period, ICANN made significant progress on operational
excellence and accountability. We have perceptibly raised our game on
how we plan, execute and report on our commitments to the global
Internet community. An independent review found ICANN to be a very
transparent organization that shares more information than probably
any other global organization. Throughout 2007, we focused on making
information about ICANN more accessible and easily understood so that
people can follow and participate in our multi-stakeholder processes. The
ICANN community made enormous progress on two developments that
will change the Internet as we know it: the creation of new generic top-
level domains (new gTLDs) and Internationalized Domain Names (IDNs).

ICANN'’s Generic Names Supporting Organization (GNSO) concluded almost two years of policy
development work to develop a fair and efficient process for introducing new gTLDs. The GNSO'’s
work was guided by advice from the Governmental Advisory Committee and by ICANN’s core values
of fostering choice and competition while preserving the security and stability of the Internet. The
GNSO recommendations will be considered by the ICANN Board of Directors in early 2008. Pending
approval by the Board, a big staff priority for 2008 will be the implementation of new gTLDs.

On Internationalized Domain Names, we passed several major milestones that bring us closer to
making a truly multilingual Internet a reality. The first was the successful laboratory testing of IDNs
in November 2006. This paved the way for the next and most exciting step: inserting test IDNs in 11
languages in the root zone. While these “example.test” domain names are for evaluation only, they are
an important step towards the expected deployment of IDN TLDs in 2008.

ICANN itself is evolving, mirroring the changing nature of the global Internet community. More
country-code TLD operators are signing accountability frameworks or exchanging letters with ICANN,
and participation by governments in the Governmental Advisory Committee is increasing. The ICANN
Board, supporting organizations and advisory committees comprise people from all over the world.
ICANN's approximately 80 staff are nationals of 26 countries. They work from 11 locations worldwide
and speak more than 30 languages.

As ICANN grows, we are developing permanent, clear operating principles and frameworks to
guide our work on transparency and accountability. The draft ICANN Accountability and Transparency
Frameworks and Principles, together with ongoing scheduled reviews of ICANN’s component parts,
are the foundation stone of ICANN's accountability. These frameworks encompass internal and
external accountability, dispute resolution, consultation, translation, and standards of behavior.

The frameworks and principles were developed through a 15-month multi-stakeholder process and
express the community’s confidence in ICANN's ability to be truly accountable to the global Internet
community.
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An essential part of accountability is people’s ability to participate directly in ICANN’s policy
processes. In early 2007, we appointed a general manager of public participation, a position
mandated in the Bylaws. This appointment focused internal efforts on immediate and lasting
improvements in website navigability, remote participation, meetings, translation, an ICANN Blog,
and weekly news magazines and monthly newsletters. ICANN now produces more up-to-date and
accessible information that allows a wider range of people to participate in our processes. Looking
forward to 2008, we will continue to improve the means of participation and also implement a
translation policy to support more involvement from ICANN’s stakeholders around the world.

ICANN's Global and Strategic Partnerships team led new outreach efforts in five continents in 2006
and 2007. The pilot fellowship program supported nearly 60 fellows from developing nations to
attend the San Juan and Los Angeles meetings. University outreach events were held in Lisbon,
Puerto Rico and Los Angeles. We continued to participate in the Internet Governance Forum (IGF)
and took an active role in a range of discussions at the IGF in Rio de Janeiro in November of 2007.
The 2007 IGF strengthened the concept of the multi-stakeholder model pioneered by ICANN as the
best way to approach Internet issues.

One of my key focuses for this year was ensuring that ICANN’s growth is matched by appropriate
controls and procedures so that we function efficiently and continue to give good value to the
community. This is part of our ongoing work to align day-to-day work with the community-
mandated Strategic Goals. In late 2006, we implemented a project management methodology
and later identified 11 key projects to manage in this way. In 2007, led by our new Chief Operating
Officer, Doug Brent, we began a trimesterly planning and reporting system to synchronize with the

community’s working cycle centered on ICANN meetings. This lets us track our day-to-day work
against the ICANN Operating Plan, executing against the current Strategic Plan. The President’s
Operational Review Panel reviewed each department in August and September of 2007. We are
currently developing relevant performance metrics to report more effectively to the community on
operational performance, beginning in 2008. | am confident that we have the systems and tools in
place to further develop operational excellence and adherence to ICANN’s community-mandated
Strategic and Operating plans.

ICANN has begun a new chapter with the retirement of Vint Cerf as Chairman of the ICANN Board
of Directors. His vision and extraordinary commitment and abilities helped the ICANN community to
create the global, multi-stakeholder organization that is now viewed as a model around the world.
ICANN has earned its place in the Internet universe and is here to stay, thanks in large part to Vint's
meticulous stewardship. As our new Chairman, Peter Dengate Thrush, says in his message, ICANN'’s
challenge going forward is to increase international participation and serve our global audience.

At the IGF in Rio, | issued a personal invitation to all the participants to join the 20,000-strong ICANN

community and contribute to its work and evolution. | reiterate that invitation to everyone who uses
the Internet anywhere in the world. The ICANN multi-stakeholder model is the best way to maintain

a single, global, interoperable Internet. | invite you to become part of it.

Paul Twomey
President and Chief Executive Officer
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US DEPARTMENT OF COMMERCE

In September 2006, ICANN signed a new agreement with the U.S. Department of Commerce, thereby taking a
significant step forward towards full responsibility for the Internet’s system of centrally coordinated identifiers
through ICANN’s multi-stakeholder consultative model.

The Joint Project Agreement reflects the Department of Commerce endorsement of the ICANN model and affirms
ICANN'’s capacity to take full responsibility for the coordination of these technical aspects of the Internet on an
ongoing basis. The substantive work of the JPA has been completed successfully and will continue to be improved as
the ICANN model continues to improve itself.

It is a clear demonstration of ICANN's maturity that the Joint Project Agreement with the Department of Commerce
(see http://www.icann.org/general/JPA-29sep06.pdf) is a document that outlines three functions on the part of the
Department and two on the part of ICANN. The day-to-day administrative tasks and supervisory relationship that
characterized earlier versions of the MOU between ICANN and the Department have been concluded. While the
Department is moving to less direct involvement in oversight over ICANN’s day-to-day operations, the Department
will continue to provide expertise and advice on transparency and accountability and on root server security, to
participate in the activities of ICANN’s Governmental Advisory committee in matters of public policy, and to monitor
ICANN'’s performance in relation to the Joint Project Agreement.

ICANN, in turn, will fulfil its commitments in its 10-part Affirmation of Responsibilities and will report annually on its
progress against its Bylaws, the Joint Project Agreement, and its Strategic and Operating plans. This is ICANN'’s second
annual report in compliance with section II.C.2 of the JPA.

ICANN has successfully carried out its 10 affirmative responsibilities and its obligations under the JPA through the end
of calendar year 2007. The graphic that follows highlights some of the successes ICANN has achieved in carrying out
its key responsibilities.

1 Security and Stability

ICANN shall coordinate at the Ensuring the stable and secure operation of the Internet’s unique identifier systems has
overall level the global Internet’s been and will continue to be ICANN’s central mission. See Article |, Section 1 of ICANN’s
systems of unique identifiers, Bylaws at http://www.icann.org/general/bylaws.htm#l.

Is?a%?gtgcr?éaggguergzur:rggﬁan of In 2007, ICANN brought online additional systems based in Florida that improve the
p resiliency and performance of the L-root servers. We now operate the L-root from two

the Internet’s unique identifier locations using Anycast technology that assists in managing distributed denial of service
systems. attacks.

Achieved, and ICANN will Draft Registry Failover Plan and Best Practices was discussed by community during the
continue to make improvements Los Angeles meeting in October 2007 for implementation in first quarter 2008.

going forward. Process for consideration of new registry services (the “funnel”) explicitly considers
security and stability issues for each proposed new service.

ICANN entered into an agreement with Iron Mountain Intellectual Property Management
to provide escrow services. The Registrar Data Escrow program began operation nearly a

year ahead of schedule in December 2007. Registrars will begin enrolling in the program

in first quarter 2008.

IANA has fully deployed an automated request tracking system and continues to improve
efficiency and productivity in request processing.

The Security and Stability Advisory Committee (SSAC) produced reports and advice on
attacks exploiting the DNS, Whois and adoption of IPv6 (IPv6 testing was in collaboration
with ICANN’s Root Server System Advisory Committee, RSSAC).

SSAC work on Internationalized Domain Names (IDNs) included initiation of a study on
the impact of IDN TLDs on the security and stability of the DNS.

ICANN participated in and supported appropriate events and initiatives on security and
stability, including workshops on DNSSEC and ccTLDs
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2 Transparency

ICANN shall continue to
develop, test and improve
processes and procedures
to encourage improved
transparency, accessibility,
efficiency and timeliness

in the consideration and
adoption of policies related
to technical coordination of
the Internet domain name
system (DNS), and funding
for ICANN operations. ICANN
will innovate and aspire to
be a leader in transparency
for organizations involved in
private sector management.

Achieved, and ICANN
will continue to make

improvements going forward.

e Anindependent report on ICANN's transparency and accountability said

“ICANN is a very transparent organization. It shares a large quantity of
information through its website, probably more than any other global
organization.” See

http://www.icann.org/announcements/announcement-17oct07.htm.

¢ ICANN focused in 2007 on improving the accessibility of its information.

General Manager of Public Participation was appointed to prioritize
and deliver on improved transparency, accessibility and efficiency

Improvements to ICANN website design and structure at ICANN
Lisbon meeting March 2007

Creation of one-stop shop Public Comments page for all open
consultations: see http://www.icann.org/public_comment/

Creation of Processes page with information and links on all current
ICANN policy and issue processes: http://www.icann.org/processes/

Creation of individual meeting sites that enable remote participation
in ICANN meetings in 2007

Monthly news magazines and intersessional newsletters with
extensive hyperlinks to other resources to provide easily digestible
summaries of ongoing work

Production of easily readable and translatable fact sheets on issues
of importance to the ICANN community including IPv6, DNS attacks

Translation of policy and information documents into other
languages

Real-time language interpretation at ICANN meetings, including
between English and French, Spanish, Mandarin and Russian at the
Los Angeles meeting in October 2007

Doubling of translation and interpretation budget to facilitate non-
English native speakers’involvement in ICANN

e Greater transparency and accessibility to ICANN Board work with

comprehensive reports of Board meeting minutes posted within 72 hours.
See http://icann.org/minutes/

Implementation of procedure for New Registry Services (the “funnel”)
which informs community of proposed new services and invites
comments as appropriate.

ICANN's transparent strategic and operational planning and budget
processes are the basis of ICANN’s ongoing work.
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US DEPARTMENT OF COMMERCE

3 Accountability

ICANN shall continue to
develop, test, maintain and
improve on accountability
mechanisms to be responsive
to global Internet stakeholders
in the consideration and
adoption of policies related

to the technical coordination
of the Internet DNS, including
continuing to improve openness
and accessibility for enhanced
participation in ICANN's
bottom-up participatory policy
development processes.

Achieved. ICANN has made
significant improvements over
the past year and has made

an ongoing commitment to
continue to make improvements
going forward.
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ICANN has made major steps to clarify its accountability mechanisms in its ongoing
commitment to serve and be accountable to global Internet stakeholders.

Ongoing public review and improvements to draft Accountability and Transparency
Frameworks and Principles.

Accountability and Transparency Frameworks and Principles drafted for San Juan
meeting, updated after a public consultation period and comments at the Los
Angeles meeting, and are scheduled for publication January 2008.

Continued functioning of ICANN’s three complaint and response procedures: the
Ombudsman, Reconsideration Committee, and Independent Review Panel of Board
actions. These separate but interrelated accountability mechanisms were described
by an independent review as “robust.”

Conducted strategic planning process for July 2008 through June 2011 using
multiphase consultation with the ICANN community. Strategic planning sessions
were simultaneously translated at ICANN meetings into English, Spanish, French and
Arabic.

The Operating Plan—a publicly available one-year action plan—and Budget were
finalized in June 2007 after scheduled community consultations.

The 2006-2007 planning cycle worked on ongoing improvement of the process
itself. In this cycle, ICANN made the Strategic Plan outcomes more explicit so that
performance against plan is measurable. The Strategic Plan was tied more directly to
the yearly Operating plans. Current draft Strategic Plan and current Operating Plan
are at http://www.icann.org/planning/ .

Improved remote audio and video participation in meetings means ICANN is
accountable in real-time to all community members, not just those physically
present. Staff created and monitored forums and chatrooms for input into meeting
sessions.

Created the ICANN Blog, which is written by staff and allows comments and
interaction from the public. It was a key two-way communication method during the
RegisterFly episode and was recognized by many community members as a help to
registrants.

ICANN staff represented the organization at many sectoral and international meetings
to account for our actions and explain our multi-stakeholder model, including at the
Internet Governance Forum (IGF) meetings in Athens and Rio de Janeiro.

ICANN staff and Board members held an Open Forum on ICANN at the IGF meeting
in Rio de Janeiro.

In 2006-2007, the ccNSO reviewed ICANN's regional structure and made
recommendations to ensure correct representation.

ICANN'’s Regional Relations Managers represent ICANN and seek community views
in Latin America and Caribbean, Russia and current and former CIS countries,
Middle East, Australasia—Pacific. Global and Strategic Partnerships staff participate
in regional and global organizations and discussions on issues related to ICANN's
mandate.

Regional registry and registrar gatherings were conducted in North America, Asia
and Europe during 2007, and an open house was held for registrars at ICANN's US
office. These outreach events and greater communication efforts improved relations
with registries and registrars.

50 new registrars were accredited and now total more than 900. More important, the
geographic diversity of registrars has increased, with applicants from Africa, Central
and South America, Eastern Europe and Southeast Asia.

ICANN introduced a new online RADAR interface for registrars. All registrars now
have access to the initial version of this tool, which permits updates to contact
information, requests for additional TLDs, and access to information for other
registrars that can be used to facilitate domain name transfers and communication
among registrars.

ICANN's strategic and operational planning and budget processes ensure
accountability to the global Internet community

The auditors delivered an unqualified clean opinion on the fairness of the 2006
financial statements to the Audit Committee of the Board of Directors. ICANN has
received unqualified clean opinions from independent auditors for all years since its
inception.




ICANN shall continue to coordinate
with the operators of root name
servers and other appropriate experts
with respect to the operational and
security matters, both physical and
network, relating to the secure and
stable coordination of the root zone,
to ensure appropriate contingency
planning, and to maintain clear
processes in root zone changes. ICANN
will work to formalize relationships
with root name server operators.

Achieved. ICANN maintains excellent
relationships with the root name server
operators. Overall security of the root
server system will continue to be a
topic of ongoing dialogue between
ICANN and the USG.

5 Top-Level Domain Management

ICANN shall maintain and build

on processes to ensure that
competition, consumer interests and
Internet DNS stability and security
issues are identified and considered
in TLD management decisions,
including the consideration and
implementation of new TLDs and
the introduction of IDNs. ICANN

will continue to develop its policy
development processes, and will
further develop processes for taking
into account recommendations from
ICANN'’s advisory committees and
supporting organizations and other
relevant expert advisory panels and
organizations. ICANN shall continue
to enforce existing policy relating

to Whois, such existing policy
requires that ICANN implement
measures to maintain timely,
unrestricted and public access

to accurate and complete Whois
information, including registrant,
technical, billing and administrative
contact information. ICANN shall
continue its efforts to achieve stable
agreements with country code top-
level domain (ccTLD) operators.

Achieved, and ICANN will continue
to make improvements going
forward.

4 Root Server Security and Relationship

ICANN has made significant progress in its relationship with the Internet’s root
server operators. Root server operator engagement will continue to be an area of
high priority with all operators of root servers, including the USG.

ICANN worked closely with root name server operators to resist the major DDoS
attack that occurred in February 2007.

SSAC and RSSAC issued Advisory SAC 018, Accommodating IP Version 6 Address
Resource Records for the Root of the Domain Name System. The report recommends
that type AAAA resource records for root name servers be included in the root
hints and root zone files and that root servers should return these in priming
responses soon. The report also recommends phased deployment.

ICANN asked the RSSAC to prepare a statement on IDN deployment next steps.
See http://www.icann.org/committees/dns-root/rssac-idn-statement.htm.

In ongoing efforts to improve the resiliency and performance of the L-root servers,
in October new additional systems were brought online in Florida. These systems,
copies of the original large cluster operating in Los Angeles, double L-root capacity.
It also brings opportunity for direct peering with many ISPs in Latin America—
Caribbean. Operating from two separate locations also means the use of Anycast
technology that is also used by many other root server operators. This enables DNS
server operators to distribute query loads and aids in managing DDoS attacks.

11 IDN TLDs were inserted for evaluation purposes into the root zone. These
were accompanied by a user test facility in the form of IDNwikis where users can
do testing of fully localized URLs and emails in various applications. Available at:
http://IDNs.icann.org.

Significant progress was made on IDN policy implications. This work will
continue in 2008 and involve the GNSO, ccNSO, GAC and ALAC.

Outreach and communication initiatives on IDNs to raise awareness and
understanding in the community included events at APTLD in Dubai, global
media outreach, participation in the Arabic Domain Names Working Group
meetings, and a joint event with TWNIC in Taipei.

The GNSO concluded its work on the policy process on new gTLDs. Following
multiple draft versions and public discussions, a Final Report of the GNSO
Committee was posted for public comment in August 2007. In September
2007, the Council adopted the report’s policy principles, recommendations and
implementation guidelines for introducing new TLDs.

In October 2007, the GNSO Council formally ended the policy development
process on gTLD Whois without making any recommendations for specific policy
changes to ICANN’s Board. It also decided to do more data gathering and study
of the issue in the future.

Contractual compliance work on Whois continued. The 4th annual report on the
Whois Data Problem Reports System about complaints of inaccurate Whois data
was produced. The 4th annual report on registrar compliance with the Whois
Data Reminder Policy was also published. An audit to assess Whois accuracy and
availability begin in 2007 and will conclude in 2008.

ICANN continues to enforce existing Whois policy, which requires that ICANN
implement measures to maintain timely, unrestricted and public access to
accurate and complete Whois information, including registrant, technical, billing
and administrative contact information.

In October 2007, the GNSO Council began a policy development process on
domain tasting, a practice that has caused concern among many in the ICANN
community and beyond.

In November 2007, the GNSO Council began a policy development process on
improving transfers of domains names between registrars.

Draft Registry Failover Plan and Best Practices were discussed by community
during Los Angeles meeting in October 2007 for implementation in first quarter
2008.

In December 2007, ICANN began developing several compliance projects to
improve Whois data accuracy and service accessibility.
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5 Top-Level Domain Management

6 Multi-Stakeholder Model

ICANN shall maintain and
improve multi-stakeholder
model and the global
participation of all stakeholders,
including conducting reviews of
its existing advisory committees
and supporting organizations,
and will continue to further the
effectiveness of the bottom-up
policy development processes.
ICANN will strive to increase
engagement with the private
sector by developing additional
mechanisms for involvement of
those affected

by the ICANN policies.

Achieved, and ICANN

will continue to make
improvements going forward.
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Process for consideration of new registry services (the “funnel”) explicitly considers
security and stability issues for each proposed new registry service.

ICANN entered into an agreement with Iron Mountain Intellectual Property
Management to provide data escrow services. Registrar Data Escrow program began
operation nearly a year ahead of schedule in December 2007. Registrars will begin
enrolling in the program in first quarter 2008.

Improvements are being made to the Registrar Accreditation Agreement to give
greater protection to registrants.

Accountability frameworks and exchanges of letters were signed with 29 ccTLD
operators. A complete list appears in the Global Partnership section of this report.
This brings the total to 36. 60% of ccTLD registrants are now covered by such
agreements. In addition, Memorandums of Understanding were concluded with
several significant organizations.

In November 2006, the .asia agreement was signed, and the .asia TLD was launched
in 2007.

Outreach and communications on new TLDs and related top level domain
management is an ongoing responsibility of the organization, and is reinforced
through regional outreach initiatives.

ICANN is maintaining and improving its multi-stakeholder model partly through
scheduled reviews of its supporting organizations and advisory committees as
mandated by Section 4 of the ICANN bylaws.

The GNSO review was completed in September 2006. During 2007, the
GNSO and ICANN Board considered the recommendations and held
discussions on how or whether to implement them. The GNSO developed
its working group model of broader policy participation with less focus
on voting. This model was further refined and recommended by the Board
Governance Group's working group on GNSO improvements.

The Nominating Committee review was completed in late 2007 for
consideration and implementation in 2008.

The process has begun on reviews to conclude in 2008: RSSAC, ALAC,
Board, ccNSO, and ASO.

The Regional At-Large Organization (RALO) was finalized in 2006 and RALOs for all
five regions became active in 2007. The transition to new leadership of the at-large
structure was completed in late 2007, only six months from the commencement of
their formation. The transition to new leadership of the At-Large organization was
completed in late 2007.

The Fellowship Program to encourage and fund participation in ICANN by interested
parties in developing countries began in 2007. 33 fellows were supported at the

San Juan meeting in June, and 23 at the Los Angeles meeting in October 2007.

The program also included daily briefing sessions with presentations by ICANN
community members and staff.

ICANN is recognized by other organizations as a leader and innovator in multi-
stakeholder policies and processes, and is regularly asked to present on the multi-
stakeholder model.

ICANN has engaged in face-to-face meetings with the global business community,
including the US Council for International Business, US Chamber of Commerce,
BITS/The Financial Services Roundtable, Information Technology Association of
America, World Information Technology Software Alliance, International Chamber
of Commerce, Fédération Internationale des Conseils en Propriété Industrielle,
International Trademark Association, Business Software Alliance, Cyber Security
Industry Alliance, Nippon Keidanren (HA# & H{A#E &) and the Australian
Institute of Company Directors, among other organizations (refer to the Global
Partnerships section).




6 Multi-Stakeholder Model

7 Role of Governments

ICANN shall work with
Governmental Advisory
Committee members to review
the GAC's role within ICANN

so as to facilitate effective
consideration of GAC advice on
the public policy aspects of the
technical coordination of the
Internet.

Achieved, and ICANN will
continue to make improvements
going forward.

IP Addressing

ICANN shall continue to work
collaboratively on a global and
regional level so as to incorporate
regional Internet registries’ policy-
making activities into the ICANN
processes while allowing them

to continue their technical work.
ICANN shall continue to maintain
legal agreements with the RIRs
(and such other appropriate
organizations) reflecting this work.

Achieved, and ICANN will continue
to make improvements going
forward.

ICANN did student-targeted university outreach events in conjunction with the
Lisbon, San Juan and Los Angeles meetings, focusing on technology and law
students.

Outreach efforts included an historic open house for North American registrars
at ICANN'’s Marina del Rey office. Similar events were also hosted in Beijing, Hong
Kong, Los Angeles, Miami, Seattle, Seoul and Tokyo. A European event took place
December 2007 in Prague, Czech Republic.

The GAC produced policy advice to the Board on Whois and new gTLDs in two
documents: GAC principles regarding new gTLDs, and GAC principles regarding
gTLD Whois services.

The GAC also provided advice to the Board on the draft ICANN procedure for
handling Whois conflicts with national privacy laws.

The GAC recently submitted a paper to the Board on Definitions of Accountability
in the ICANN environment as input to the ongoing consultations on the
Accountability and Transparency Frameworks and Principles.

The GAC worked closely with the ccNSO to consider the public policy issues
surrounding the selection of IDN ccTLDS associated with the ISO 3166-1 two letter
country codes. They delivered an issues paper to the ICANN Board at the San Juan
meeting in June 2007. The GAC and ccNSO will continue work on a process for
implementing ccTLD IDNs in the short and longer terms.

ICANN, through the joint Board-GAC working group, addressed ways to ensure
continued improvement of the GAC's role in ICANN.

In 2006, a joint GAC-Board working group looked at enhancing overall
communication between ICANN and the GAC and related issues. GAC Whois and
new gTLD principles and its work with the ccNSO on IDNs demonstrate the strong
collaboration and communication set by the working group’s efforts, which is now
considering other areas of possible improvement.

ICANN and the Numbers Resource Organization of the Regional Internet
Registries conducted a draft exchange of letters in November 2007. The
respective negotiating teams agreed to document their relations and
commitments in an exchange of letters, and agreed to seek approval from
their respective Boards.

The Address Supporting Organization (ASO) developed a global policy for
IPv6 address allocations. This policy was ratified by the Board in September
2006.

ICANN is conducting early awareness tracking of proposals for global
policies under development in the addressing community on Autonomous
System Numbers and remaining IPv4 Address Space.
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9 Corporate Responsibility

ICANN shall maintain excellence
and efficiency in operations,
including good governance
and organizational measures to
maintain stable, international
private sector organization,

and shall maintain relevant
technical and business
experience for members of the
Board of Directors, executive
management and staff. ICANN
will implement appropriate
mechanisms that foster
participation in ICANN by global
Internet stakeholders, such as
providing educational services
and fostering information
sharing for constituents and
promoting best practices
among industry segments.

Achieved, and ICANN
will continue to make
improvements going forward.

ICANN shall conduct a review
of, and shall make necessary
changes in, its corporate
administrative structure to
ensure stability, including
devoting adequate resources
to contract enforcement, taking
into account organizational
and corporate governance best
practices.

Achieved, and ICANN

will continue to make
improvements going forward.
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Achieving and maintaining operational excellence continues to be a central strategic goal
operationalized through ICANN’s operational planning. The Operating Plan is supplemented
by use of project management methodology, goal setting and performance monitoring of
trimesterly business initiatives for each ICANN department.

ICANN made several key appointments to augment and strengthen its capabilities:

o The new Chairman of the ICANN Board of Directors, Peter Dengate Thrush, and Vice Chair
Roberto Gaetano were chosen unanimously by the Board at the annual general meeting in
Los Angeles in October 2007

o The Chair of the GNSO Council, Bruce Tonkin, was elected to the Board and succeeded as
GNSO Chair by Avri Doria, a Nominating Committee appointee

® ICANN created the new Chief Operating Officer and appointed Doug Brent to the role

e New appointments are CFO, IT Director, HR Director, Director of Project Office and
Director of Compliance

¢ A Director of Compliance was appointed in late 2006. In 2007, compliance staffing added an
audit manager and data analyst to ensure sufficient resources for contract enforcement

The President’s Operational Review Panel was convened in May 2007 to align performance with
ICANN’s Strategic Plan. In August and September it reviewed each department’s operations and
process development, highlighting process improvements for the next 12 months.

To implement the Nominating Committee review recommendation, position descriptions for
supporting organization roles are being developed in further detail.

Educational services and information sharing, outreach and workshops by Global Partnerships
and the Office of the Chief Technology Officer were conducted all over the world.

Fostered information sharing at joint meetings of ICANN supporting organizations and with the
appointment of liaisons from supporting organizations to other participatory structures.

IANA's new RZM automated system will be operational in early 2008.

1 0 Corporate Administrative Structure

Legal reviews are under way to ensure that ICANN’s corporate structure continues to be
well suited to its key responsibilities. ICANN is consulting with international law firms in
numerous countries on governance and organizational structure issues, including research
on analogous organizational frameworks in Austria, Australia, Belgium, Egypt, Ethiopia,
France, the Netherlands, Singapore, Switzerland, Thailand, the U.K. and Uruguay.

President’s Strategy Committee (PSC) was established to make “observations and
recommendations concerning strategic issues facing ICANN."The PSC took input at ICANN
meetings during 2006 and 2007 and in online consultations on successive drafts of its
report. The PSC made important clarifications to its report in October 2007.

See http://www.icann.org/psc/ . The recommendations made it clear that there was no
intention in the PSC’s work to move the headquarters of ICANN or the operation of the
IANA function from the United States.

The PSC explored ICANN's legal framework, policy making processes, administrative
operations, transparency and accountability, and stable growth and operation of the DNS.
Many PSC recommendations complement issues in ICANN’s Strategic Plan and the JPA
with the US Department of Commerce.

A Director of Compliance was appointed in 2006. In 2007, compliance function staffing
added an audit manager and data analyst.

ICANN'’s global work saw continuing improvements of the global corporate administrative
structures and addressing the needs of all stakeholders.




ACTIVITIES OF THE NOMINATING COMMITTEE

The ICANN Nominating Committee is responsible for selecting eight members of ICANN’s Board

of Directors, three members of the Country Code Names Supporting Organization (ccNSO), three
members of the Generic Names Supporting Organization (GNSO), and five members of the Interim
At-Large Advisory Committee (ALAC). The Nominating Committee is composed of 23 members,

17 voting, and 6 nonvoting. The Chair is appointed by the Board, the Associate Chair is appointed by
the Chair, and the previous Chair serves a second term as an Advisor to the new Chair. None of these
positions is a voting position.

The 2007 Nominating Committee had two face-to-face meetings, the first for orientation and
discussion regarding its processes and procedures took place following the Sdo Paulo meeting in
December 2006. The Formal Call for Statements of Interest was posted on 1 February 2007 with a
closing date of 18 May 2007. Members of the Nominating Committee conducted extensive outreach
during that time, which resulted in more than 90 statements of interest being received.

The second meeting to select the nominees took place in Vancouver in July 2007. During this
meeting, the 2007 Nominating Committee selected:
«  Three members of the ICANN Board of Directors
«  Two members of the Council of the Generic Names Supporting Organization (GNSO)
+ One member of the Council of the Country-Code Names Supporting Organization (ccNSO)
+  Three members of the At-Large Advisory Committee (ALAC) (from the African, Latin American
and Caribbean and Asia Pacific regions)

Those selected took their seats at the ICANN annual general meeting in Los Angeles in October.

Hagen Hultzsch was appointed Chair of the 2008 Nominating Committee. Hagen took over from
George Sadowsky, who chaired the Nominating Committee with enormous dedication for the past
three years. The 2008 Nominating Committee had their first face-to-face meeting at the Los Angeles
meeting.

Nominating Committee Review

In December 2006, ICANN sought public comments on proposed terms of reference to guide the
independent review of the Nominating Committee. ICANN'’s Board Governance Committee (BGC)
approved a proposed plan for the Nominating Committee review.

The independent, objective review of the Nominating Committee began in July 2007, with
opportunity for public review and comment on both the terms of reference and the results of the
review. The review also was conducted with guidance of a NomCom Review Advisory Committee
appointed by the Board. The report of the independent evaluator, Interisle Consulting Group, was
posted for public comment on October 24

(see http://www.icann.org/public_comment/#nomcomreview).

A special workshop at the annual general meeting in Los Angeles in October presented the results
of the review and included opportunities for Q&A. The independent review report makes important
observations about the role, structure and operation of the NomCom and recommends changes that
would have a significant impact on both the NomCom and ICANN.
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ICANN holds three meetings each year in different locations around the world in order to engage the
international community in ICANN’s work. One meeting each year is considered the official annual general
meeting, during which the Board is reconstituted and newly elected board members take their place. These
meetings provide excellent opportunities for outreach and face-to-face policy discussion. Meetings are
supported by a host city and sponsorships are sought to help defray the cost of running the meetings and to
assist with logistics. ICANN marked a significant milestone with the holding of its 30th international meeting
during 2007.

Lisbon, Portugal 26-30 March 2007

More than 830 people from 81 countries gathered in Lisbon, Portugal, for ICANN’s 28th international public
meeting, one of the busiest and most issue-intensive meetings during which ICANN made substantial
progress on numerous fronts.

ICANN continued to formalize its relationships with ccTLD operators, including three with .ly - Libya (General
Post and Telecommunication Company), .ci - Céte d’Ivoire (Institut National Polytechnique Felix Houphouet
Boigny), and .ru - Russia (Coordination Center for the ccTLD .ru).

ICANN and the Coordination Center for the ccTLD .ru sign an
exchange of letters. This is just one of three relationships with ccTLD
operators formalized at the Lisbon meeting.
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A new GNSO working group was formed to develop recommendations on the Final Task Force Report on
Whois Services presented to the GSNO in March 2007. With broad and balanced participation, the working
group considered input and expected to report back to the GNSO Council within 120 days. The Council was
then to decide whether to recommend any changes on Whois policy to the ICANN Board.

Other work at the Lisbon meeting included:

« Adiscussion of Registrar Accreditation Agreements and how to improve them, especially in the
context of the enormous difficulties that registrants who have their domain names registered
through the registrar known as RegisterFly.

+ The creation of three new Regional At-Large Organizations that will give Internet users from Africa,
Europe and Asia-Australia-Pacific direct input into ICANN.

The European Regional At-Large Organization and
ICANN formalize their relationship.
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The African Regional At-Large Organization and ICANN formalize their relationship.
The five RALOs became fully operational at the Lisbon meeting

A discussion of the Registrar Accreditation Agreement and how to improve it, especially in the context
of the enormous difficulties of some registrants with domain names registered through the registrar
know as RegisterFly.

Presentations by Sweden and Bulgaria on the enhanced Domain Name System security enhancements
in their respective top-level domains.

The launch of ICANN’s new website with better navigation and new features to increase ICANN's
transparency and accountability.

Updates on moving to IPv6 to expand the number of IP addresses available to global Internet users
and the process of introducing Internationalized Domain Names to introduce non-Latin characters to
the root.

Also at this meeting, ICANN released the One World Trust (http://www.oneworldtrust.org) independent
review of ICANN’s accountability and transparency, which stated that overall, ICANN is a very transparent
organization, noting that it shares a large quantity of information through its website, probably more than
any other global organization. The report also identifies areas for improvement.

See http://icann.org/announcements/announcement-4-29mar07.htm

ICANN also released the next steps in the development of a draft set of Frameworks and Principles
for Accountability and Transparency, in line with ICANN’s hard work toward improving openness and
transparency.

Public participation was a key aim at this meeting. Interested parties unable to be physically present could

participate through webcasting, chatrooms, and the ability to ask questions to speakers through the new
public participation website.
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San Juan. Puerto Rico 25-29 June 2007

ICANN'’s 29th international public meeting in San Juan, Puerto Rico, was attended by more than 1,000
participants from over 115 countries. The San Juan meeting was the second of the three public ICANN
meetings in 2007.

Major topics of interest at this meeting were Internationalized Domain Names, or IDNs, and new
generic top-level domains. Progress in San Juan put ICANN on track for the new applications and
approvals policy to be ready for a potential 2008 introduction of new TLDs. ICANN has overseen two
earlier increases to the number of gTLDs: the addition of seven TLDs, including .info and .name in
2000, and the addition of another six in a process that began in 2004.

Another area crucial to the expansion of the Internet is the amount of address space available. IPv4
address space is projected to be fully distributed in just a few years. Part of the work at the San Juan
meeting was understanding deployment of IPv6. IPv6 provides a larger availability of address space
than IPv4, which has 4.2 billion addresses, with about 340 trillion, trillion, trillion IPv6 addresses.

Physical attendees and on-line participants took part in more than 30 sessions and workshops
intended to help ICANN continue improving the global coordination of the Internet’s unique
identifiers.

Work at the San Juan meeting included:

« Update on the testing process of
introducing IDNs to the Internet.

Discussions around ICANN'’s
Registrar Accreditation Agreement,
or RAA, the accreditation process

and the data escrow process. )
A daily newsletter

was introduced

A public forum on the draft set of
at the San Juan

Frameworks and Principles for

Accountability and Transparency. hmeegng. It
as becomea

The debut of an enhanced public permanent feature.

participation website, new global
maps of ICANN related information,
and a daily newsletter summarizing
the previous day’s activities.

An agreement signed with the fifth Regional At-Large Organization (RALO), the North American
RALO, will provide global Internet users increased official opportunities for input with ICANN. The
entire global at-large structure is now in place.

The first of these structures, the Latin American and Caribbean RALO, or LAC RALO, was set up in
December 2006 at the Sdo Paulo meeting, so progress in providing access to ICANN discussions for
Internet users has been a high priority. RALOs are the main forum and coordination point for public
input to ICANN on a regional basis.
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Members of the North American Regional At-Large Organization pause for a photo while signing their agreement with ICANN Board
Chair Vint Cerf and President and CEO Paul Twomey. The formation of the NARALO completes the RALO structures worldwide.

The LAC RALO held its first General Assembly at San Juan, just three months after its formation. From the formation

of the first RALO to the fifth required only six months, an extraordinary achievement in outreach and involvement
of the Internet community in each region of the world.

ICANN continued to formalize its relationships with ccTLD operators, including three accountability frameworks
with .nl - Netherlands (Stichting Internet Domeinregistratie Nederland), .fj - Fiji (University of the South Pacific),
and .pr - Puerto Rico (The Gauss Research Laboratory Inc.).

Signing of an
accountability framework
between ICANN and the
Netherlands gives cause
for celebration.
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With the signing of

the accountability
framework with Fiji,
the number of formal
relationships between
ICANN and ccTLD
operators is nearing 30.

It seems only fitting
that an accountability
framework with
Puerto Rico should be
signed in San Juan.

San Juan also marked the end of the term of Alejandro Pisanty of Mexico, who has served on the ICANN Board since
1999. During that time he served as Vice-Chair, led the Evolution and Reform Committee which transformed ICANN
in 2000 to 2003, was the first chair of the Board Governance Committee, and co-chaired the Board-GAC Joint

Working Group.
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Los Angeles, California 29 October-2 November 2007

More than 1,100 participants from 132 countries gathered in Los Angeles for ICANN’s 30th international
public meeting to undertake the work of strengthening the single, global, interoperable Internet. The 30th
meeting provided an excellent forum for ICANN to lay out progress on Internationalized Domain Names and
new generic top-level domains, and to chart a course forward on other complex and difficult issues.

Along with their regular ICANN work, participants found many occasions to celebrate the years of careful
stewardship by Vint Cerf, who joined the ICANN Board in 1999 and served as its Chairman from 2000 until this
meeting. Peter Dengate Thrush, a New Zealand barrister and long-time Board appointee from the ccNSO, was
elected unanimously as the new Chairman of the Board.

Work at the meeting included:

« Formation of an IDN working group to explore the process for developing a fast-track policy and
process for introducing and assessing IDNss.
Review and discussion of ICANN’s draft Accountability and Transparency Frameworks and Principles.
Calling on the ICANN community, including the GNSO, ccNSO, ASO, GAC, and ALAC, to provide input
on the ccNSO Council’s resolution relating to ICANN's geographic regions.
Having staff continue work on an implementation analysis for new gTLDs and report to the Board and
community on implementation issues before the ICANN meeting in New Delhi in February 2008.

A record seven accountability frameworks were signed with country-code TLD operators from the Asia-
Pacific region and from Europe, bringing the total to 36. ICANN also signed an accreditation agreement
with the second registrar based in Africa, AFRIREGISTER of Burundi. This meeting also saw Memorandums
of Understanding signed with the Inter-American Telecommunication Commission of the Organization of
American States (CITEL) and the Commonwealth Telecommunications Organization (CTO). In addition, the
China Internet Network Information Center became a member of the Country-Code Names Supporting
Organization.

A key development during the meeting was the U.S. Department of Commerce’s announcement of its
consultation with interested stakeholders on the mid-term review of the Joint Project Agreement with ICANN.

The insertion of test IDNs in 11
languages in the root zone for
evaluation in October stirred interest
around the globe, and the IDN
evaluation booth drew hundreds of
participants eager to experiment with
setting up their own test wiki pages. As
part of ICANN’s campaign to help raise
awareness of this remarkable change
in the Internet, Los Angeles attendees
received T-shirts, pens and other
giveaways imprinted with the slogan
“My Name. My Language. My Internet.”

IDN example.test evaluation booth at Los Angeles drew
hundreds of attendees eager to see their names on wiki pages
set up for the 11 test languages.
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An Internet
café aided
attendees to
communicate
and to keep

up with the
work going on
throughout the
meeting.

A workshop on translation policies drew varied comments and
suggestions, as well as acknowledgment that improvements in this
area are overdue.

A gala event honoring retiring Board Chairman Vint Cerf, was held on the Tuesday evening of the meeting at
Sony Studios. Dr. Twomey, ICANN’s President and Chief Executive Officer, led the tributes at the event, which
included speeches from Ira Magaziner, who oversaw U.S. Government policy on the Internet that led to the
creation of ICANN, and Steve Crocker, Chair of ICANN's Security and Stability Advisory Committee and a life-
long friend of Vint Cerf. There were also video tributes from across the globe, from former U.S. Vice President
Al Gore; Dr. Tarek Kamel, Minister of Communications and Information Technology, Arab Republic of Egypt;
Dr. Eric Schmidt, Chairman of the Board and Chief Executive Officer of Google; Commissioner Viviane Reding,
Member of the European Commission (Information Society and Media); and Dr. Charles Elachi, Director of Jet
Propulsion Laboratory. Finally, the ICANN community welcomed new board members Harald Tveit Alvastrand,
Dennis Jennings, and Jean-Jacques Subrenat.

Vint Cerf, retiring
after nine years
of service on the
Board and eight
years as Chai,
bids farewell.

New Board Chairman Peter Dengate Thrush (left), President and
CEO Paul Twomey, and Vice Chair Roberto Gaetano.
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These reports of activities by the advisory committees and supporting organizations were compiled by ICANN staff
based on records from the organizations’ conference calls, meetings, and work conducted via the Internet, as well
as their activities at the ICANN meetings in Sdo Paulo, Lisbon, San Juan and Los Angeles held during 2006 and 2007,
and agreed by the chairs of the respective advisory committees and supporting organizations.

ICANN policy support staff worked closely with the working groups, task forces, councils, and members of

the supporting organizations and advisory committees to research and provide information, prepare issues
papers, preliminary and final draft reports, and other documentation necessary to the fulfillment of the policy
development process and the other work of the supporting organizations and advisory committees, as well as
policy making by the Board of Directors.

Address Supporting Organization
Sebastian Bellagamba, Chair, ASO Council

A proposed global policy for IPv6 address allocations submitted by the Address Supporting Organization Address
Council (ASO AC) was ratified by the ICANN Board in September 2006. This policy, which addresses allocation of
IPv6 addresses by the Internet Assigned Numbers Authority (IANA) to the Regional Internet Registries (RIRs), was
implemented by IANA in October 2006 with corresponding IPv6 address allocations to all RIRs.

Recent initiatives for new global policies taken by the RIRs regarding allocation of AS Numbers and allocation of
remaining IPv4 addresses have still to reach consensus among all the RIRs before the ASO AC can propose them for
ratification to the ICANN Board.

During the year, the ASO regularly organized workshops to inform interested stakeholders about address policy
developments at the ICANN meetings in Sdo Paulo, Lisbon and San Juan. A similar workshop was held at the ICANN
Los Angeles meeting in October 2007.

The ASO AC has the responsibility to elect two Directors to the ICANN Board. At this writing, these seats are held by
David L. Wodelet, elected in June 2006, and Raimundo Beca, re-elected in May 2007.

Country Code Names Supporting Organization
Chris Disspain, Chair, CCNSO Council

The ccNSO addressed several issues of interest to the global ccTLD community during the year, including ccTLD
Internationalized Domain Names (IDNs) and how geographic regions affect representation and participation within
the ccNSO.

Internationalized Domain Names
The ccNSO created an IDN Working Group to help provide advice to the ccNSO on the global policy issues
associated with the introduction of IDNs:

+ At the second level of a ccTLD introduction of IDN gTLDs

« Asatoplevel ccTLD

« With respect to cross-over issues arising from the introduction of IDNs in new gTLDs

A joint ccNSO-GAC working group also was established and produced an issues paper relating to the selection

of IDN ccTLDs associated with the ISO 3166-1 two-letter country codes. The paper was submitted to the Board at
the ICANN San Juan meeting. Both the GAC and the ccNSO expressed interest in exploring a two-track or interim
approach to the introduction of IDN ccTLDs. The Board asked the GAC, ccNSO, GNSO and ALAC to advise the Board
on how to address the issues raised in the joint issues paper and on the implementation of the two-track approach.
The issues paper raised preliminary questions related to a policy for the overall introduction of IDN ccTLDs. As the
expectation is that developing and implementing an overall policy can take between two and a half and seven
years, an interim approach to meet near-term demand for IDN ccTLDs is being explored.
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Geographic Regions

The ICANN geographic regions were originally created and included in ICANN's bylaws to ensure regional diversity
in the composition of the ICANN Board. Over time, references in the bylaws to ICANN'’s geographic regions have
been expanded and are now included in the sections dealing with the GNSO, ALAC and ccNSO. However, the uses
to which the geographic regions are put varies from organization to organization.

A number of ccTLD managers and Internet communities are interested in revising the present ICANN regional
structure to ensure appropriate representation in ICANN as a whole, and the ccNSO in particular.

Anticipating a review of ICANN geographic regions, the ccNSO initiated a discussion on this topic. Based on a
questionnaire in July 2006, the need to reassess the definition of ICANN's geographic regions was ascertained.

In January 2007, a working group was established. To structure the discussion at the ICANN Lisbon meeting, the
working group produced a discussion paper. Based on the comments received, including an open session with the
GAC to discuss the paper, the working group produced additional drafts for public consultation.

The working group recommended that the ccNSO Council adopt a procedure for self-selection to enable ccTLD
managers who consider themselves inappropriately assigned to an ICANN geographic region on the basis of the
so-called citizenship criterion, to self-select an appropriate region with support of the relevant public authority.
This self-selection is for ccNSO purposes only. ICANN staff was asked to propose mechanisms for implementation.
The working group also recommended that the Board create a working group to enable all affected supporting
organizations and advisory committees to coordinate in reviewing ICANN geographic regions.

Generic Names Supporting Organization
Bruce Tonkin, Chair (September 2002-June 2007)
Avri Doria, Chair (June 2007-January 2008)

The Generic Names Supporting Organization (GNSO) made significant advances on numerous initiatives this past
fiscal year to improve the generic top-level domain (gTLD) space. These efforts included developing policies to
guide the introduction of new gTLDs and the contractual conditions for gTLD registries. The GNSO also made
substantial progress on policy work regarding Internationalized Domain Names, Whois services, reserved names,
and domain name tasting. The GNSO also sponsored several public workshops and forums to augment their online
public comment process for soliciting broad-based input on their policy work and to inform the public about their
activities.

New Generic Top-Level Domains

The process for the introduction of new generic top-level domains (gTLDs) is central to fostering choice and
competition in domain registration services, and as such is significant to the promotion of ICANN's core values.

The evolution of the namespace toward enhanced diversity of services and service providers must be planned

and managed effectively to ensure that the security, stability, reliability, and global interoperability of the Internet
is maintained. The proposed policy that would guide the introduction of new gTLDs was created by the GNSO
through its bottom-up, multi-stakeholder policy development process. The questions addressed by the GNSO in
the development of new gTLD policy are complex and involve technical, economic, operational, legal, public policy,
and other considerations. The intended result is a straightforward process that awards new gTLDs if they satisfy the
criteria and no objections are sustained.

The GNSO formed a Committee on New Top-Level Domains to conduct a policy development process on new
gTLDs in 2005. The Committee identified five main reasons why ICANN should proceed to introduce new gTLDs at
this time:

1. It is consistent with the reasons articulated in 1999 when the first proof-of-concept round for new gTLDs was
initiated.

2. There are no technical impediments to the introduction of new gTLDs, as evidenced by the two previous
rounds and as confirmed by technical experts.

3. Expanding the domain name space to accommodate the introduction of both new ASCIl and
internationalized domain name (IDN) TLDs will give end-users more choice about the nature of their
presence on the Internet. In addition, users may be able to use domain names in their language of choice.

. There is demand for additional top-level domains as a business opportunity, which can stimulate
competition at the registry service level.
. No compelling reason has been articulated not to proceed with a new gTLD round.
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The Committee made considerable advances in its policy development process through regular conference calls,
email discussions, and periodic meetings, and has concluded its work by adopting, with a supermajority vote, a Final
Report with a set of principles, policies and implementation guidelines. The Final Report has been submitted to the
ICANN Board for decision.

Public comments on draft reports were incorporated in the Committee’s work. In addition, input was sought and
incorporated from the Governmental Advisory Committee about the public policy aspects of new gTLDs.

ICANN staff has assisted the Committee to help ensure that new gTLD implementation challenges were addressed
and ICANN's cross-functional IDN activities were accounted for in the Final Report on the Introduction of New gTLDs.

Contractual Conditions

The GNSO has concluded a policy development process on contractual conditions of gTLD registry agreements.
The GNSO Task Force on Contractual Conditions produced a report containing a set of 10 majority supported
recommendations, proposing that certain steps be taken by ICANN in relation to the terms of gTLD registry
agreements, or in some cases, recommending no changes. The set of recommendations to be considered by the
GNSO Council imposes certain obligations on ICANN, rather than directly on its contracted parties, the registries
and registrars. A number of these items recommend that ICANN’s existing practices should continue. ICANN staff is
working on the proposed implementation of the remainder of the recommendations as part of ICANN’s 2007-2008
Operating Plan.

Internationalized Domain Names

The development of IDN top-level policy is a part of ICANN's overall IDN program. To address the potential that
applications for internationalized top-level labels could be received in the next new gTLD round, the Committee on
New Top-Level Domains deliberated over the introduction of IDN TLDs.

In October 2006, the GNSO relaunched its IDN working group and tasked it to verify whether the emerging policy
within the new gTLDs policy development process would be appropriate also for IDN top-level domains and which
special considerations should be taken into account in that regard. The successful working group was open to all in
the ICANN community who wanted to participate. In its outcomes report delivered to the GNSO Council in March
2007, the working group found no inconsistencies in applying the new gTLD policy approach for IDN top-level
domains and recommended specific aspects to integrate when implementing this policy for IDN gTLD applications.
The working group also made many recommendations for the conditions for the introduction of IDN gTLDs.

Whois Service

In 2007, the GNSO Council concluded its Whois policy development process, which addressed a number of important
questions related to Whois service. Key questions addressed by the GNSO’s Whois task force during this PDP included
the purpose of Whois service, which information should be available to the public, how to improve Whois accuracy
and how to deal with conflicts between Whois requirements and relevant privacy laws. The task force completed
work on the first two terms of reference, defining the purpose of Whois and developing a draft procedure for
addressing conflicts between Whois contractual requirements and national or local privacy laws. Regarding the term
of reference defining the purpose of Whois, the GNSO Council approved the definition provided by the task force.
The recommendation regarding Whois contractual requirements was approved by the ICANN Board and the Board
directed staff to develop and publicly document a procedure for dealing with such conflicts.

The Whois task force then completed its final report on 12 March 2007. The Final Task Force Report addressed the
three remaining items in the terms of reference. During deliberation on these questions, several registrars offered

a proposal called the Operational Point of Contact (OPoC). In the final report, a simple majority of members of the
Whois task force endorsed this proposal. As set forth in the initial OPoC proposal considered by the task force, every
registrant would identify a new operational contact that would be published in Whois in lieu of the administrative and
technical contact information currently displayed. The task force also set forth means for correcting inaccurate Whois
data, and for facilitating inter-registrar domain name transfers. The Council determined that more information was
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needed on OPoC and convened a working group to pursue this matter further. This working group concluded its
work in October 2007. Taking into account the work of the task force and the working group, the Council decided
not to accept the OPoC procedure. Based on the outcome and the fact that Whois service had changed in the
intervening years of the PDP, the Council decided at the ICANN Los Angeles meeting to request that in-depth
research studies on crucial aspects of the current Whois service be performed.

Reserved Names

One component of the new gTLDs policy development process, reserved names, was addressed by the GNSO
Reserved Names Working Group. The group, which was composed of 12 members representing most GNSO
constituencies, operated under a detailed statement of work approved by the GNSO Council. The working group
submitted to the Council its findings and recommendations, which dealt with the reservation of ICANN-IANA
names and symbols; single letters; digits, single letters, and single digit combinations; two letters; tagged names;
IDN gTLDs; and geographic and geopolitical names. The Council is considering next steps on application to legacy
gTLDs.

The GNSO Council also is considering a recommendation by the Intellectual Property Constituency proposing
that International Governmental Organization names and abbreviations be protected as domain names.

This recommendation is consistent with the so-called WIPO-2 Recommendation and principles issued by the
Governmental Advisory Committee concerning new gTLDs. The Council has directed staff to develop a proposed
dispute resolution procedure for IGO names as part of the new gTLDs application process.

Domain Name Tasting

Responding to a request from the At-Large Advisory Committee in March 2007, the GNSO Council requested an
issues report from staff on the increasing practice of domain tasting, when registrants use the so-called Add Grace
Period (AGP) to try out domain names for advertising purposes and delete unprofitable ones within the AGP,
effectively without being charged for those. The issues report was delivered in June 2007 and was the centerpiece
of a GNSO open forum at the ICANN meeting in San Juan later that month. The GNSO Council resolved to appoint
an ad hoc group for fact-finding on this phenomenon as a basis for decisions on further steps to take. The ad hoc
group launched a request for information for community input on any perceived harm or benefit with domain
tasting, as well as on possible remedies to curb this practice. The group delivered its result in October 2007, for the
GNSO Council’s deliberations on further steps to take at the ICANN Los Angeles meeting, where it was resolved to
launch a policy development process.

Security and Stability Advisory Committee
Steve Crocker, Chair

ICANN's Security and Stability Advisory Committee (SSAC) spent considerable time in 2007 studying and advising
the community on attacks that exploit the DNS, Whois, and registration processes, and on matters pertaining to
adoption of IP version 6 (IPv6).

In the first quarter, SSAC collaborated with RSSAC to test whether firewalls and recursive name servers could
process IPv6 (AAAA) resource records and, in particular, whether the inclusion of AAAA resource records in the root
zone file and in priming response messages returned by root name servers would have adverse effects on name
server operations. Advisories SAC 016 and SAC 017 report the results of testing performed by RSSAC and SSAC
members as well as the community at large. In SAC 018, Accommodating IP Version 6 Address Resource Records for
the Root of the Domain Name System, RSSAC and SSAC jointly recommend that type AAAA resource records for root
name servers should be included in the root hints and root zone files and that root servers should return these in
priming responses as soon as practicably possible. The report also recommends a phased deployment plan.

In mid-year, SSAC turned its attention to attacks that exploit Whois, DNS and registration processes. Three studies
were initiated. In June, SSAC offered preliminary results on a study that sought to determine whether the Whois
service was a resource used by spammers to collect email addresses. The study results indicate that publication of
email addresses anywhere, including the Whois service, virtually ensures that the address will receive unsolicited
bulk email, better known as spam. During this time frame, SSAC also began studying fast flux attacks, a growing
and troubling exploitation of the DNS and registrar services to facilitate a broad range of Internet attacks,
including phishing and hosting of illegal pharmaceutical and child pornography websites. SSAC began working
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cooperatively with other anti-hacking organizations, including SpamHaus, the ISOl and the APWG, and the SSAC
Fellow now participates as a liaison to and member of several APWG subgroups. Fast flux attacks are highly
sophisticated attacks and SSAC continues to review possible mitigation measures that DNS operators, registries
and registrars might implement. SSAC also studied domain name grabbing, a term applied to activities by which
some party covertly monitors domain name availability checks, identifies domain names currently of interest and
preemptively registers these domain names before the party originally interested in the name does. Like fast flux,
domain name grabbing is a complex issue, and additional study continues. SSAC issued an Advisory on both fast
flux and domain name grabbing activities in the fourth quarter of 2007.

SSAC resumed consideration of IPv6 security and stability matters in third quarter 2007 and reported the results of
a survey of IPv6 support in commercial firewall products at the Los Angeles meeting. The survey includes responses
from 42 of 60 firewall vendors, representing, by SSAC's estimation, in excess of 95 percent of the installed base of
commercial firewall products. The survey indicates that firewall support for IPv6 is not as broadly available as SSAC
would hope, given the accelerated depletion rate of IPv4 addresses.

SSAC also studied several matters at the request of ICANN staff or in response to a public call for comments. SSAC
reviewed and commented on a new IANA policy for including glue resource records in the root zone file. SSAC also
commented on the GNSO Principles for Adding New TLDs and responded to the Chief Registrar Liaison’s questions
regarding whether the use of certain strings in gTLD labels might create technical instabilities in the DNS. SSAC also
made substantive comments to ICANN’s study and reports on Registry Failover and Registrar Data Escrow policies.
SSAC commented on ICANN’s proposal for IDN deployment at the root level of the DNS.

SSAC has adopted Wiki technology to serve as an archive of sensitive correspondence and meeting minutes, and
as a readily accessible repository for works in progress. SSAC's practices and procedures are at last codified and are
currently under review by the committee.

At-Large Advisory Committee
Jacqueline Morris, Chair (December 2006-November 2007)

Cheryl Langdon-Orr (November 2007-November 2008)

The involvement of the world’s individual Internet user communities in ICANN has grown rapidly over the past year.
The number of Internet user organizations certified as At-Large Structures (ALSs) continued to increase worldwide,
with over 105 applications received as of September 2007. A list of these groups, which range in size from 25 to
millions of members, is posted at http://www.alac.icann.org/applications/. ALS certification recognizes groups

that involve individual Internet users at the local or regional level in issues addressed by the ICANN community.
Participation as an ALS facilitates input on ICANN activities and processes that affect users via contributions to

the At-Large Advisory Committee (ALAC). ALS certification also enables groups to participate in the work of the
Regional At-Large Organization (RALO) nearest them. The five RALOs around the world are the focal point for
at-large information sharing and participation in each region, and they select members of the At-Large Advisory
Committee as their representatives.

With ICANN support, at-large community leaders finalized memorandums of understanding (MoUs) for all five
worldwide RALOs in 2006-2007: Africa, Asia-Australia-Pacific, Europe, Latin America and the Caribbean, and North
America.

With the formation of the final RALO in June 2007, the At-Large Advisory Committee’s last ICANN Board-appointed
interim members were replaced by elected representatives, an important milestone in the development of this
diverse worldwide constituency.

The community has been aggressively working to put into place consultative mechanisms to allow each region an
equal voice in the development of policy responses to the issues confronting the ICANN community. These efforts
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are expected to lead to much greater policy advice capacity in the at-large community and have already resulted
in many new at-large participants worldwide in the work of at-large in ICANN.

Issues affecting Internet users on which the at-large community has provided input include the introduction
of new gTLDs, advancing use of Internationalized Domain Names, changes to Whois services, revisions to the
Registrar Accreditation Agreement, migration from IPv4 to IPv6, and domain name tasting.

Governmental Advisory Committee
Ambassador Janis Karklins, Chair

During the reporting period the Governmental Advisory Committee produced policy advice to the Board on Whois
and new gTLDs in the form of two documents: GAC principles regarding new gTLDs, and GAC principles regarding
gTLD Whois services. In addition, the GAC also provided advice to the Board on the draft ICANN procedure

for handling Whois conflicts with national privacy laws. The provision of these documents and advice was the
culmination of many months’ work for the GAC.

The GAC acknowledges ICANN’s commitment to make further progress on transparency and accountability and
has engaged with the ICANN Board on this issue on a number of occasions during face-to-face meetings. The GAC
recently submitted a paper to the Board on Definitions of Accountability in the ICANN Environment as input to the
ongoing consultations on the Accountability and Transparency Frameworks and Principles.

The GAC also worked closely with the ccNSO during the period to consider the public policy issues surrounding
the selection of IDN ccTLDS associated with the ISO 3166-1 two letter country codes. This collaborative effort
resulted in an issues paper being delivered to the ICANN Board at the San Juan meeting in June 2007. The GAC will
continue to work with the ccNSO and others in the ICANN community to answer the questions in the issues paper
and on developing a process to enable the implementation of ccTLD IDNs in both the short and longer terms.

A joint GAC-Board working group co-chaired by Janis Karklins and Alejandro Pisanty was established in 2006 to
look at ways to:
« Enhance overall communication and engagement between ICANN and the GAC
« Strengthen the ability of the GAC to provide advice on ICANN operations that relate to concerns of
governments
Support the creation of a strong and sustainable GAC Secretariat to facilitate communication on public
policy issues
+ Improve information for GAC members by providing background analyses of relevant issues
+ Maintain the GAC as part of the multi-stakeholder public-private partnership of ICANN
The working group met first in March 2006, and again in regular teleconferences and at ICANN meetings. The
GAC principles on Whois and new gTLDs, and the GAC's work with the ccNSO on IDNs demonstrate the strong
collaboration and communication established by the working group’s efforts. At the ICANN meeting in San Juan in
June 2007, the working group agreed that it had met its initial objectives. It is now considering focusing on other
areas of possible improvement.

DNS Root Server System Advisory Committee
Jun Murai, Chair

During 2007, RSSAC met three times: in Prague, Czech Republic in March; in Chicago in July; and in Vancouver in
December.

In addition, the RSSAC and SSAC jointly prepared and released an Advisory, SAC 018, Accommodating IP Version 6
Address Resource Records for the Root of the Domain Name System, which has helped pave the way for the inclusion
of the AAAA IPv6 addresses into the root zone

(see http://www.icann.org/committees/security/sac018.pdf).

ICANN also asked the RSSAC to prepare a statement on the next step for IDN deployment. That statement is
available at http://www.icann.org/committees/dns-root/rssac-idn-statement.htm.

In addition, the RSSAC presented several reports on current issues at the various ICANN meetings during
the year.
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STRATEGIC PLAN FOR THE NEXT THREE YEARS

ICANN'’s Strategic Planning process takes place from June through December, and the ICANN Strategic plan for
the period July 2008 through June 2011 is being finalized. The process anticipated that a final draft would be
approved by ICANN’s Board in December.

ICANN Strategic Planning balances input from the broad multi-stakeholder base, along with strategic input from
ICANN's Board. The initial draft of the plan is based on a multiphase consultation with the ICANN community. It
attempts to set out the community’s views of the major opportunities and challenges that face ICANN in the next
three years as it continues to evolve as a global organization serving the Internet community in maintaining the
stability and security of the Internet’s unique identifier systems. Key aspects of environmental change identified
in this planning cycle is the imminent arrival of new top level domains in Latin and non-Latin characters,
increased emphasis on Internet security, and the impact that will have on the Internet community in terms of
scale, community composition with many new non-English speakers and more.

Development of this Strategic Plan began at the ICANN meeting in San Juan in June 2007. Consultation with the
community was undertaken at that meeting and sessions conducted in English, French and Spanish, including a
session for the Caribbean community. An online forum was established with questions set out in Arabic, English,
French and Spanish. For the first time, the Strategic Planning online forum received responses in languages other
than English.

Input from the public forum, the Board and staff and the San Juan sessions was synthesized into an issues

paper published in September 2007. Comments were sought through a public forum on the ICANN website.
Teleconference consultations based on this issues paper were conducted with ICANN constituency groups. From
this input, this draft version of the plan was written.

At ICANN'’s Los Angeles meeting in October, the draft plan was discussed in six constituency-specific fora, one
multi-language session, and in a public forum. Further, an online forum was established to allow all members of
the ICANN community to contribute to the planning discussion.

Based on the feedback received through this consultation process, the plan was redrafted. The Board approved
the updated plan in December 2007, and it will be posted in January 2008 along with a summary and analysis of
all feedback received.

The plan identifies specific community objectives within eight priority areas for this plan period.
These priority areas are:

+ Implement generic top-level domains and Internationalized Domain Names, including for ccTLDs
associated with the ISO 3166-1 two-letter codes.

Enhance security and stability of the Internet’s unique identifiers, and clearly plan ICANN’s role in
conjunction with others in enhancing security.

Monitor the depletion of IPv4 address space and provide leadership towards IPv6 adoption.

Improve confidence in the generic top level domain marketplace through ongoing efforts towards
stability and registrant protection.

Strive for excellence in core operations in activities such as provided by the IANA function, and in
internal support operations and management.

« Strengthen ICANN’s multi-stakeholder model to manage increasing demands and changing needs.

Strengthen accountability and governance and consider structural changes that are part of the next
phase of its evolution as an organization.

Ensure financial stability and responsibility.
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The draft Strategic Plan for July 2008 to June 2011 is available at
http:// www.icann.org/strategic-plan/draft_stratplan_2008_2011_clean_en_v1.pdf.

In addition to completing the plan for this cycle, the community is also seeking ongoing improvement in
the planning process itself. How can the quality of the Strategic Plan be measured? How can the Strategic
and Operating Plans be tied more closely? In this cycle, plan outcomes have been made more explicit with
the goal of making the plan more measurable and the tie with the Operating Plan more direct. This will
undoubtedly remain an area of future focus and improvement.

Operating Plan for 2007-2008

Each ICANN Operating Plan is a one-year action plan targeted at accomplishing the objectives set out in the
three-year Strategic Plan containing specific projects to be initiated, continued or closed during a fiscal year.
ICANN is currently operating under the 2007-2008 Operating Plan and budget approved in June 2007.

As with the Strategic Plan, the Operating Plan is the product of extensive community consultation. An
initial draft Operating Plan was produced in March 2007 and reviewed through community consultation
at the ICANN Lisbon meeting and through online and other fora. A draft budget was produced in May and
reviewed both online and through telephone consultations. As a final step, the Operating Plan and Budget
were reviewed and approved at ICANN'’s San Juan meeting in June 2007.

The Operating Plan describes all ICANN work and is posted at http://www.icann.org/planning/. It describes
the measurable work objectives set out for the fiscal year. Several of these goals or groupings are of prime
importance to ICANN’s mission and many constituency groups. Highlights of this plan include:

« Contractual Compliance. The Operating Plan and Budget provide resources for ICANN to
significantly augment contractual compliance actions, including the system for auditing registry
and registrar performance for compliance by all parties to such agreements. ICANN’s compliance
program is at http://www.icann.org/compliance/.

o Accountability and Transparency. ICANN aspires to be a global leader in accountability and
transparency. Initial draft Management Operating Principles for accountability and transparency
have been developed, with implementation planned in 2008. Further, this Operating Plan calls for
fully staffing the communications function at ICANN and improvements to communications tools,
including the ICANN website.

Translation. Translation of important documents and meeting proceedings is an important aspect
of ICANN communications and transparency initiatives. Translation efforts support many or most of
the project and operating plan initiatives described in the Strategic and Operating plans. The current
Operating Plan and Budget call for translation expenditures of $469,000, a substantial increase over
prior years. The increase allows for significantly broader participation but also calls for careful
cost-benefit analysis to ensure these increased expenditures provide meaningful return.
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o Automate IANA Execution. IANA is in the process of automating many of its administrative
functions, including submission and processing of requests for root zone changes, protocol and
parameter requests, and reporting of performance metrics. This is an ongoing process with several
key milestones already completed.

New gTLD Process. The development of a process and policy for the introduction of new gTLDs
(central to fostering choice and competition in the provision of domain registration services, and as
such, critical to the promotion of ICANN’s core values) is moving to a new phase of execution.
Significant activities and resources are planned in the current Operating Plan and Budget with a goal
that the process to accept applications for new gTLDs could be ready early in the next fiscal year.

Deployment of Internationalized Domain Names. The IDN Program plan is composed of several
projects that are moving into a new phase of execution during this Operating Plan year, including
technical tests, completion of technical guidelines, expected completion of the protocol, and
significant policy development work within the context of the new gTLD program and by the ccNSO
for ccTLDs associated with the ISO 3166-1 two-letter codes.

Management of Operating Plan Objectives

ICANN has a goal to ensure, as much as possible, the completion of plan objectives through the use of best
management practices.

ICANN uses two primary methodologies for monitoring progress towards accomplishment of plan
objectives. First, for more complex or longer-term efforts, ICANN employs a tried-and-true project
management process. This process was implemented during fiscal year 2006-2007, and has matured
over the past 18 months. ICANN has implemented in economical form a project office with documented
processes and management practices. Examples of projects managed with this approach include the IDN
program and the new gTLD program.

Other Operating Plan deliverables that are less complex (for example, having a shorter term, or fewer
interdependencies) are managed with an explicit goal setting/performance monitoring approach. Three
times each year, ICANN identifies the business initiatives or goals to be accomplished during the coming
period. A standard management process is used to monitor progress towards plan, bring additional focus
or resources to areas needing help, and assessing actual accomplishments at the end of a period. The
purpose of this process is to ensure that all Operating Plan items are executed during the plan year.
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Internationalized Domain Names

Internationalized domain names are the most significant change to the Internet since its inception. The gateway to
multilingual, global access and content, IDNs have been a major project at ICANN. Several preliminary goals were
achieved in 2006 and 2007, including successful laboratory testing of IDNs and reaching the last stages of finalization
of the revisions to the protocol standard, known as IDNA, used by TLD registries and application developers when
implementing support for IDNs.

The most important milestone for the IDN program in 2007 was the insertion of 11 IDN TLDs in the root zone. These
TLDs were inserted for evaluation purposes and a user test facility has been launched in the form of IDNwikis. Users
can experiment with fully localized URLs and internationalized emails in various applications. The English gateway to
the wiki is available at http://idn.icann.org and IDN TLDs in other languages can be reached from there.

The laboratory test on IDNs that was completed successfully this year will be replicated for the IDN TLDs that are live
in the root zone now. This testing will aid in the determination that IDN TLDs are considered stable for production
from a technical standpoint.

Other efforts undertaken to ensure the technical stability of IDNs include:

IDNA Protocol Revision. This standard will provide a set of rules for determining which languages will be available
for IDNs while ensuring stable DNS operation. This effort is expected to be completed in 2007.

SSACIDN Study. Also in 2007, the SSAC launched a study to identify DNS security issues associated with the
potential deployment of IDN TLDs. The study focuses on the question “What impact will the introduction of IDN TLDs
have on the security and stability of the Domain Name System?”

IDN Policy Development

On the policy front the community has been very focused on the topic of IDNs throughout the year. Several activities
have been completed and significant efforts to launch IDN TLDs have begun. These efforts, detailed in the policy
development work done by the supporting organizations and advisory committees with the aid of ICANN policy
support staff, include:

+ GNSO IDN Working Group Report
http://www.gnso.icann.org/drafts/idn-wg-fr-22mar07.htm

GNSO Reserved Names Working Group Report
http://www.gnso.icann.org/drafts/rn-wg-fr19mar07.pdf

ccNSO-GAC Joint Issues Paper on IDNs
http://www.icann.org/topics/idn/ccnso-gac-issues-report-on-idn-09jul07/pdf

ccNSO-GAC IDN Working Group formation
ALAC IDN study

A campaign to raise
awareness of IDNs
included videos posted
on YouTube describing
how IDNs work and
how to participate

in the “example.test”
evaluationsin 11
languages.
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Extensive communication efforts that raised IDN awareness across the Internet community will continue to
be expanded in the next calendar year. A large number of meetings and events were focused on IDNs.
A selection of these follows (also see http:// www.icann.org/topics/idn/meetings.htm).

+ The APTLD meeting in Dubai in October 2007 conducted a full-day session on IDNs including
nontechnical IDN training.

ICANN conducted a two-day media tour of New York and Boston, resulting in global coverage of
IDNs, including a front page (business section) story in the Wall Street Journal, and a podcast on
the NPR-BBC show The World.

+ Taking part in the Arabic Domain Names Working Group meetings held under the auspices of the
League of Arab States and attended by government representatives and ccTLD managers in the
Arab region.

+ Jointly with TWNIC, organizing the event in Taipei on 19-21 October 2007 titled Toward the New
Era of Internet. The event contained full-day sessions on IDN topics including the .test IDNwiki,
IDN protocol revisions, ICANN policy development efforts, and security matters for users.

Staff is conducting outreach in many different fora: participating in IDN related events, recommending
agenda and speakers to IDN-related events, providing financial support, communicating through day-to-
day e-mail and phone correspondence, coordinating technical and policy recommendations, and providing
general information and network sharing. Face-to-face meetings have been held with many interested
parties within the community including governments and ccTLD registry operator representatives in
Bahrain, Belgium, Brazil, Canada, China, Czech Republic, Denmark, Egypt, Estonia, Finland, Germany, Greece,
Indonesia, Jordan, Latvia, Morocco, Netherlands, New Zealand, Portugal, Spain, Sweden, Switzerland,
Thailand, United Arab Emirates, United States, and others.

IDN Program Status reports are provided regularly. These reports and other IDN notifications and
announcements can be found at http://icann.org/topics/idn.

gTLD Registry Liaison

The gTLD project team has been developing a draft implementation plan in parallel with the policy
development work of the Generic Names Supporting Organization (GNSQ). In September, the GNSO
approved a set of policy recommendations to guide the deployment of new gTLDs and the ICANN Board
considered the recommendations following the annual meeting in October 2007. The implementation of new
gTLDs is anticipated to commence in 2008.

A draft Registry Failover Plan and Best Practices Guidelines was presented for public discussion at the annual

meeting in Los Angeles. The plan is intended to provide for a process to protect gTLD registrants in the event
of registry failure. It is expected that the Best Practices Guidelines will be incorporated to the base agreement
for new gTLDs.

The process for considering new registry services, also known as the funnel, has been operational for one full
year. Since inception of the process, nine requests have been submitted and of those seven were approved,
one was not approved and one is pending Board review. The process will soon undergo an operational review
to assess how it has met the needs of gTLD registries and the Internet community.

The .name and .coop registry agreements were renewed in 2007. The .aero and .museum renewal agreements

are currently in negotiations and are expected to be complete and renewed by the end of the year.
Negotiations with the Universal Postal Union for the .post sponsorship agreement commenced in August.
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Regional Registry/Registrar gatherings were conducted in North America and Asia with a third event was
held in December 2007 in Europe. The regional events provide an opportunity for gTLD registries and
registrars to participate in the ICANN process during sessions geared to business challenges unique to their
regions.

gTLD Registrar Liaison

This year has been challenging but productive for the registrar liaison team. The registrar marketplace has
grown and diversified while ICANN has continued its efforts to protect registrants and to improve registrar
compliance with consensus policies and the Registrar Accreditation Agreement (RAA).

While not growing at the same pace as the previous year, accreditations passed the 900 mark with the
addition of 50 accredited registrars. Geographic diversity has grown, with registrars applying from Africa,
Central and South America, Eastern Europe and Southeast Asia. This growth has brought an increase in
day-to-day processing of changes in ownership, addresses, and contact persons, with more than 100 such
requests processed last year. The introduction of new gTLDs and expansion of registrar business models has
resulted in over 500 requests to add appendices for additional top-level domains.

Much of this change has been facilitated by the introduction of a new online interface for registrars known
as RADAR (Registrar Application and Database Access Resource). All registrars now have access to the initial
version of this tool, which permits updates to contact information, requests for additional TLDs, and access
to information for other registrars that can be used to facilitate domain name transfers and communication
among registrars. An updated version of this interface software will be introduced soon containing
enhancements that will facilitate online new and renewal applications as well as access to registrar
compliance and billing data.

Outreach efforts continued during the report period, including an historic open house for North American
registrars at ICANN’s Marina del Rey office. Similar events were also hosted or attended in Beijing, Hong Kong,
Los Angeles, Miami, Seattle, Seoul and Tokyo. A European event took place December 2007 in Prague, Czech
Republic.

These outreach events and greater communication efforts have improved relations between the liaison staff
and registrars, with active participation by registrars in joint efforts to introduce a Data Escrow program and
to amend the Registrar Accreditation Agreement to provide for greater protection of registrants. Registrars
approved the budget fee structure in record time this year, thus permitting ICANN to avoid retroactive

fee changes and at the same time lowering costs to registrars. The period was not without its challenges,
including the very visible and painful collapse of one large registrar. Within the framework of tools and
approaches available to address this critical issue, ICANN’s efforts, in collaboration with registry operators,
registrars, and others, to protect the affected registrants have been widely recognized as successful. It will
also be important to position the entire ICANN stakeholder community to improve responses to registrar
failures in the future. Lessons learned from this experience are now guiding efforts to enhance compliance
and to augment terms in the RAA.

In addition, registrar liaison staff redoubled efforts to implement the Data Escrow program, which
commenced operation nearly a year ahead of schedule in December of 2007. ICANN has concluded
negotiations and entered into an agreement with Iron Mountain Intellectual Property Management, Inc. to
provide escrow services under ICANN’s Registrar Data Escrow (RDE) program. ICANN selected Iron Mountain
through a competitive request for proposals process concluded earlier in 2007.

ICANN plans to have all accredited registrars enrolled in the RDE program within the next six months.
Registrars will begin enrolling in the data escrow program shortly.

ICANN ANNUAL REPORT 2007




SERVICES

Contractual Compliance

In 2007, ICANN's Contractual Compliance Department updated and published a comprehensive
contractual compliance program that includes a philosophy statement, a vision statement, and
an operating plan (see http://www.icann.org/compliance). In support of ICANN’s mission, the
contractual compliance program ensures compliance by all ICANN accredited registrars and
registries with ICANN agreements.

The Contractual Compliance Department also made significant improvements to the InterNIC public
information site (see http://www.internic.net/) in 2007. Enhanced navigational tools were added to
make it user friendly and valuable information was made available to assist consumers in resolving
their domain name related problems and disputes. In addition, the site now provides useful
information regarding other resources that consumers should consider when problems related to
their domain names or disputes fall outside ICANN's mission.

Also in 2007, the department developed and implemented internal procedures for consistent
handling of escalated compliance matters. These procedures have provided clarity for ICANN staff
and certainty that all noncompliant parties will be treated in a uniform and predictable manner.

A major departmental responsibility is to respond to consumer complaints; therefore, to assist
the community and ICANN management in understanding the number and types of complaints
received each year the department published complaint statistics in 2007

(see http://www.icann.org/compliance/pie-problem-reports-2006.html).

In addition, ICANN continues to provide the community with useful information about compliance
matters. In 2007 ICANN published its fourth annual report on the Whois Data Problem Reports
System (see http://www.icann.org/whois/whois-data-accuracy- program-27apr07.pdf ). This

report provides statistics regarding registrar compliance with obligations to investigate reports of
inaccurate Whois data.

Another report, the fourth annual report on registrar compliance with the Whois Data Reminder
Policy, was published in November 2007. The Contractual Compliance Department also conducted
several contract audits to assess and encourage registrar and registry compliance with ICANN's
agreements. The results of these audits were published in October 2007.

Studies to assess Whois accuracy and availability got under way in 2007. A complete description of
the audit processes can be found at
http://www.icann.org/whois/ whois-data-accuracy-program-27apr07.pdf.

ICANN has made staffing and resources to accomplish the objectives of the Contractual Compliance
Program a priority. Accordingly, an audit manager, a data analyst, and possibly other staff will be
added to the Contractual Compliance Department to enhance contractual compliance efforts before
the end of 2007.
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Services and Responsiveness

ICANN'’s management of the IANA function continues to strive for excellence in performance. The improvements to
services and responsiveness over the past year have been uniformly recognized and acknowledged by stakeholders
relying on IANA, and IANA is no longer perceived as a source of significant delay in the processing of requests.

This achievement has been recognized by renewal of the contract with the U.S. Department of Commerce. This
contract, signed 15 August 2006, is a sole-source contract with a period of one year plus four renewal periods of
the new Joint Project Agreement between ICANN and the Department of Commerce. The first renewal period was
exercised in the third quarter of 2007.

Staffing

IANA staffing has not changed significantly in the past year, and now consists of 11-1/2 full time staff members,
including contractors. In September 2007, David Conrad was promoted to the newly created position of Vice
President of Research and IANA Strategy. In this role, he retains strategic responsibility for the IANA functions within
ICANN, and the relationships with major stakeholders, including the contractual relationship with the U.S.
Department of Commerce.

At the same time, Barbara Roseman was named General Operations Manager of IANA, continuing day-to-day
management of the IANA functions. Key IANA team members will continue in their roles as relations managers with
IANA's stakeholders. These are Kim Davies, Manager, Root Zone Services; Leo Vegoda, Manager, Number Resources;
and Michelle Cotton, Manager, IETF Relations. Simon Raveh leads software and tools development as IANA’s
Development Manager. Pearl Liang, Naela Sarras and Amanda Baber round out the full-time staff.

Two full-time staff members perform root management and other domain related issues, including management of
.int. Four and a half full time staff members are devoted to IETF-related request processing.

IANA currently has one additional position open for an operations person and a new position has been created for
an |IANA Software Developer. Recruiting for these new positions is ongoing.

New Request Tracking System

IANA’s Root Zone Management (RZM) automated system has taken longer than desired to deploy; however, a beta
version is now being tested and a full version will be in operation during early 2008. The RZM tool (formerly e-lANA)
allows for automated processing of much of the root zone change request process and should accelerate processing
of routine requests.

IANA is handling
increasingly complex root
zone change requests,
including addition of IDN
TLDs to the root zone.
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IANA also continues with the ongoing project of automating statistics collection and presentation.
Reliable tools for reporting IETF-related request statistics were deployed in early 2007 and continue to
provide useful data for our monthly reports to the IETF community. Similar tools were developed for root
zone change requests and were deployed in late 2007.

IANA has completed the development of a more highly automated system to accept and process
resource requests, particularly those in which the number of requests is highest (e.g., private enterprise
numbers). The new automated PEN application tool has brought average processing times for these
requests down by more than 50 percent.

IANA has

maintained a steady-state
level of request processing
keeping the queue of
outstanding requests from
growing over time.

Request Processing

IANA continues to improve efficiency and productivity in request processing. IANA has handled
approximately 2,700 requests, not including requests complaining about abuse such as spam coming
from address space listed as “Reserved by IANA," since 1 January 2007.

Root zone management is a critical, high-visibility portion of the IANA function. IANA processes requests
from TLD managers for changes in their root zone information, primarily their DNS, and IANA verifies

the requests and forwards them to the U.S. Department of Commerce and VeriSign for inclusion in the
published root zone. IANA typically fulfils these requests within 14 days.

Some requests, such as redelegations or changing shared name servers for several TLDs involve
significantly more coordination with the requesters. These requests may take many weeks to prepare.
IANA is seeing a growing number of such complex requests and this is reflected in an occasionally
growing queue of outstanding requests. When a cohort of shared requests is completed, the queue size
returns to a more steady-state number of approximately 20 root zone change requests per month.
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The major activities in ICANN’s Finance area include improved financial controls, improved reporting of
financial results, and improved processing of accounting and financial activities. A new Chief Financial
Officer was hired. The fiscal year end 30 June 2007 audited financials were completed with an unqualified
clean opinion from the auditors.

Financial controls improvements included an update to the accounting policies and procedures manual,
the release of a staff travel expense policy, and the strengthening of disbursement and accounting control
procedures. The auditors successfully delivered an unqualified clean opinion on the fairness of the financial
statements to the Audit Committee of the Board of Directors.

ICANN’s financial reporting improvements included the development and disbursement of monthly reports
for department heads and Board members, a financial calendar including reporting deadlines, budget

and other financial statistics presented in graphical and spreadsheet formats, and improved capturing of
financial data (revenue and expenses) in a manner most meaningful to management. Budget to actual
variances by department and by activity are regularly reported as well as the results of specific projects.

The processing of accounting and financial activity improvements included a reduction in the accounts
payable invoice cycle, improved clarity on internal approvals, the adoption of an Investment Policy for
ICANN, the establishment of a formalized collections policy, and a streamlined month-end close cycle.

Human Resources

The major activities in ICANN’s Human Resources have involved staffing, improved compensation systems
and procedures, and improved learning and development programs.

Staffing activities during 2006-2007 were extensive and resulted in the addition of a new Chief Financial
Officer, new Director of Human Resources, new Information Technology Director and a Chief Operating
Officer. A total of 25 new hires and replacements were added to staff. ICANN also identified new methods
of sourcing candidates and online background checks to improve efficiency and lower costs.

A comprehensive analysis of compensation was reviewed with the Board, and salaries were adjusted to
competitive market positions. A formal incentive plan was implemented based on achievement of goals,
objectives, and milestone.

Finally, training programs were launched to improve staff goal setting skills and presentation skills, and
programs on office skills (i.e., Microsoft Office), the domain name system, and Internationalized Domain
Names continued to be offered to staff. In addition, the entire staff received training to raise awareness of
sexual harassment issues in the workplace.
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Overview

The Global Partnerships network was formed in 2006 as part of ICANN’s continued efforts to improve
engagement with all stakeholders globally. The team is led by the Vice President for Global and Strategic
Partnerships, and consists of managers of regional relations, a deputy manager and appropriate administrative
support. Additional managers of regional relations are being recruited to complete the team and to cover the
remaining subregions. Global Partnerships retained the annual establishment of individually defined business
plans tailored to each region that reflect and incorporate ICANN's Strategic and Operating plans.

Team members also developed a departmental communications strategy and have assisted ICANN staff by
gathering input from the local communities with which they work. This reporting mechanism will be further
refined during the coming year as ICANN works to standardize and coordinate reporting mechanisms.

Stakeholder Support

Global Partnerships participated in, partnered with and supported the organization of workshops, seminars and
outreach events at multiple levels, enlarging the ICANN platform of participating stakeholders and educating
them on ICANN’s mission and goals at regional and global levels. This includes participating in and working

with organizations in Internet community related events touching on issues under ICANN’s mandate, such as
attending the first MENOG meetings, sessions at the AKMS in Doha Qatar, the Club of Rome, the RANS meeting
in Russia, the Caribbean Ministerial gathering in Anguilla, meetings of LACNIC, APTLD, LACTLD, AFTLD, and the
Universal Postal Union. It also includes partnering with organization’s such as ISOC, Diplofoundation, ITU, UNECA
and UNESCO when opportunities arise.

Team members also partnered with ISOC to conduct ccTLD trainings and capacity building exercises. The team
members’involvement in ccTLD workshops in San Juan and in developing relationships with local Internet
communities throughout the regions has enhanced regional presence in ICANN-related activities.

Managers of Regional Relations have also provided continuing support for respective stakeholders, including the
formation of Regional At-Large Organizations. This process began with the signing of the first RALO that created
the Latin America-Caribbean RALO (LAC RALO) at the Sao Paulo meeting. This process culminated just six months
later in San Juan with the signing of the North American RALO, the final at-large organization. There are now
RALO:s for all five ICANN regions: LAC RALO, NARALO, APRALO, AFRALO, and EURALO.

North America European Region
NARALO EURALO

Latin America-Caribbean Asia-Australia-Pacific
LACRALO APRALO
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From July 2006 though 2007, the team instrumentally supported the negotiations and signing of 29 accountability
frameworks or exchanges of letters with ccTLD operators, with many more in the pipeline. A list of accountability
frameworks and letters follows.

Accountability Frameworks

Date

Country

Operator

June 28, 2007

Netherlands

Stichting Internet Domeinregistratie Nederland

June 26, 2007

Fiji

University of the South Pacific

June 26, 2007

Puerto Rico

The Gauss Research Laboratory Inc.

June 4, 2007

El Salvador

Asociacién SYNet

May 30, 2007

Mongolia

Datacom Ltd

February 27, 2007

Libya

General Post and Telecommunication Company

December 4, 2006

Panama

Universidad Technolégica de Panamé

November 29, 2006

Czech Republic

CA.NIC,z.s.p.o.

November 29, 2006

Kazakhstan

Association of IT Companies of Kazakhstan

September 28, 2006

Nicaragua

Universidad Nacional de Ingenieria (NIC NI)

September 5, 2006

Guatemala

Universidad del Valle de Guatemala

August 14, 2006

Peru

Red Cientifica Peruana (PE NIC)

July 20, 2006

Honduras

Red de Desarrollo Sostenible Hondura (RDS-HN)

Exchange of Letters

Date

Country

Operator

October 31, 2007

Italy

Istituto di Informatica e Telematica of CNR (ITT-CNR)

October 30, 2007

Solomon Islands

Solomon Telekom Company Ltd.

October 29, 2007

New Zealand

InternetNZ

October 29, 2007

Serbia

Serbian National Register of Internet Domain Names

(RNIDS)

October 24, 2007

Micronesia

Federated States of Micronesia, FSM Telecommunications
Corporation (FSMTC)

October 2, 2007

Cook Islands

Telecom Cook Islands Ltd (TCIL)

September 18, 2007

Sweden

The Internet Infrastructure Foundation of Sweden

May 10, 2007

Brazil

Brazilian Internet Steering Committee

April 30, 2007

Senegal

NIC Sénégal

April 12, 2007

Armenia

Internet society (Armenia)

March 25, 2007

Russian
Federation

Coordination Center for TLD RU

March 25, 2007

Céte d’lvoire

NIC Céte d’lvoire

December 21, 2006

Belgium

Department of Computer Sciences, University of Leuven

December 4, 2006

Finland

Finnish Communications Regulatory Authority (FICORA)

August 10, 2006

Hungary

Council of Hungarian Internet Providers (ISZT)

July 17, 2006

Norway

Uninett Norid AS (Norid)

During the same time frame, the team also brought to fruition several Memorandums of Understanding that were
approved by the Board.
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Memorandums of Understanding

Date Organization MOU Can Be Fount At

http://icann.org/announcements/

Apr 18, 2007 Pacific Islands Telecommunications Association (PITA) announcement-2-10may07htm

U.N. Economic and Social Commission for Western Asia http://icann.org/announcements/

N 12007 (UNESCWA) announcement-22aug07.htm

L L A copy of the signed MOU will be posted soon at:
Nov 6, 2007 Commonwealth Telecommunications Organization (CTO) .
http://www.icann.org/

http://icann.org/announcements/

Nov 13, 2007 African Telecommunications Organization (ATU) announcement-14nov07 him

Inter-American Telecommunication Commission of the Organization | A copy of the signed MOU will be posted soon at:

N7 15 240077 of American States (CITEL) http://www.icann.org/

Supporting Other Departments

The department’s responsibilities included supporting all departments as needed and consistent with the
operational plan. Examples of this include supporting the IDN project with global outreach and support of the
launch of the test bed. Team members supported the program through outreach and presentations and assisted
with recruitment of hosts for the language wikis. Global Partnerships also participated in registry or registrar-
related events in Asia and Europe. The entire team works closely with IANA and Corporate Affairs to provide
relevant technical and political information on the various regions to identify regional priorities and how those
priorities and ICANN’s initiatives interact.

The department is also engaged in outreach and awareness of issues such as the new gTLD process, and worked
with respective departments within ICANN to respond to specific issues arising from community interest.

International Fora

The Global Partnerships team continues to engage in international and regional discussions relating to Internet
issues as they touch on ICANN's mandate, including Internet governance. ICANN participates in the Internet
Governance Forum, including its preparatory processes. At the IGF in Rio de Janeiro in November 2007, ICANN
partnered with the ITU and UNESCO to host a workshop on multilingualism, participated in several workshops
addressing issues within ICANN's mandate, and held the Open Forum on ICANN, the first such session at an IGF
meeting. Global partnerships’ participation, together with respective staff expertise, in discussions surrounding
Internet issues including the IGF, are part of the organization’s work to increase international understanding of
ICANN's role and the multi-stakeholder model, and to better enable participation in this model.

Among several initiatives, ICANN also participated in regional Internet governance discussions as well as other
regional and international fora such as the ITU Telecom Africa, and participated in the technical community for
the OECD Ministerial for 2008.

Fellowships

ICANN announced the first round of its global fellowships program in May 2007. The purpose of the program, as
outlined in the 2006-2007 ICANN Operating Plan, is to create a program to encourage and fund participation in
ICANN meetings and processes by interested parties from developing countries. Citizens from low, lower-middle,
and upper-middle income economies, according to the World Bank Group country classification, are prioritized
in the application. The program further prioritizes participants from the ICANN region in which the meeting

is taking place, participants from adjacent regions, and overseas participants, in that order. This increases the
number of fellows by keeping travel distances shorter and costs down.

A graphic illustration of the fellowship program applications and attendees by sector and region for the San Juan
meeting appears below. First round applications were from Argentina, Benin, Botswana, Brazil, Colombia, Fiji,
Grenada, Guyana, Haiti, Jamaica, Malawi, Mauritius, Mexico, Moldova, Montserrat, Nepal, Solomon Islands,

St. Lucia, St. Vincent and The Grenadines, Tajikistan, Trinidad And Tobago, Tunisia, Tuvalu, and Venezuela.
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Pilot Program Applications and Attendees - San Juan Meeting

Number of applications received 125* ccTLD community

Number of applications accepted 40 Government

Number of fellows attending San Juan meeting 31 Civil society

Number of fellows deferred to Los Angeles meeting 9 Private sector

*68% of applicants and 65% of the Fellows had never attended an ICANN meeting Academia

San Juan meeting fellows came from 15 from the Caribbean, 7 from Latin America, 5 from Africa, 4 from Asia/
Pacific, 1 from Europe, and 1 from CIS countries.

A graphic illustration of the fellowship program applications and attendees by sector and region for the Los
Angeles meeting appears below. Los Angeles meeting applications were from Azerbaijan, Botswana, Costa Rica,
Guatemala, Guinea, Guyana, Haiti, Iran, Jordan, Marshall Islands, Micronesia, Moldova, Montserrat, Mozambique,
Nicaragua, Panama, Paraguay, Tajikistan, Tunisia, Samoa, Serbia, and Yemen.

Los Angeles Meeting Applications and Attendees

Number of applications received 167* ccTLD community

Number of applications accepted 34 Government

Number of fellows attending Los Angeles meeting 23 Civil society, and private sector

Number of fellows deferred to Delhi meeting 10 Academia 4

*In addition to 9 fellows deferred from San Juan meeting round. Additional characteristics of the attendees:
seven of the fellows are alumni from the trial program launched in San Juan last June; four fellows are deferrals
from the San Juan meeting, eight fellows are firsttime attendees to an ICANN meeting and four have attended
past meetings, but are first time fellows.

Meeting fellows were 4 from Africa, 3 from the Middle East, 5 from CIS countries, 8 from Latin America and the
Caribbean, and 3 from Australasia-Pacific Islands.

To encourage ongoing participation and deepen the connection to the ICANN processes, fellows are encouraged
to reapply and a certain small percentage receives a fellowship for subsequent meetings. These fellows give
presentations on their activities since the last meeting, the difference the fellowship has made, and what new
fellows can do to maximize the value of their participation.

In addition, alumni from the first round of fellows who were present at the meeting under other programs
returned and participated in the daily meetings and helped to mentor their colleagues. All fellows are signed

up for the mailing lists of the appropriate ICANN regional groups and an alumni mailing list is being developed.

The program pays for each fellow’s hotel room and economy airfare to the meeting, as well as a $300 stipend

to cover incidental expenses during the week. The fellows attend daily briefing sessions with presentations by
members of the ICANN community and staff that reflect the areas of interest and activity indicated in the fellows’
applications. They are also encouraged to participate in the public forums and are introduced to the chairs of the
appropriate constituency groups and welcomed at those meetings. At the end of the fellowship they complete a
survey and produce individual reports on their activities and the uses to which they put the fellowship. These are
compiled into a summary report that is part of the ongoing evaluation of the program. Based on the success of
the San Juan and Los Angeles sessions, we expect the fellowship program to be run at each ICANN meeting.
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Corporate Affairs’ areas of responsibility within the organization include meetings organization,
media relations, public participation, website development, information coordination,
development of support materials and corporate documentation.

Transparency and accountability have been a focus for Corporate Affairs over the period of this
annual report.

The changes that have been introduced include:

New and better reporting of Board minutes including a more comprehensive
account of discussions and a faster turn around time to the community
(within 72 hours of the meeting taking place).

A new public comment webpage (http://www.icann.org/public_comment/)
where all past and present issues that are out for public review are clearly and
logically laid out in a single place.

The creation of a number of online surveys to improve and simplify information
gathering and to register perspectives on different policy issues.

A series of fact sheets covering important and timely topics in an easily
understandable and readily digestible format including IPv6 and distributed
denial of service attacks.

A monthly ICANN magazine that provides the latest news and developments
within the organization, made available by email and on a dedicated webpage
(http://icann.org/magazine).

An intersessional work newsletter covering both policy and organizational issues
in depth with simple links to more extensive resources.

Regular postings and extensive discussion on the ICANN blog
(http:// blog.icann.org) between ICANN staff and the community.

The expansion of a Public Participation site where registered members can discuss
post material and discuss information openly.

Dedicated ICANN meeting websites offering extensive online participation tools
including blogs, chatrooms, and forums to anyone that registers.

Daily meeting newsletters while meetings are in progress, made available
electronically and in paper format.

The creation of new consultation and translation frameworks to guide future
ICANN work.

An ongoing overhaul of ICANN translation policy to provide more information
on ICANN'’s processes in languages other than English.

Appointment of a general manager for public participation, a position defined
in the bylaws. This role is responsible for coordinating the various aspects of
public participation in ICANN, including the website and various other means
of communicating with and receiving input from the general community of
Internet users.
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A draft set of Frameworks and Principles for Transparency and Accountability
consulted upon by the community.

Report by the One World Trust organization.

New website that is more easily navigable and with more features including
a Processes button on the main site to allow observers to determine what progress
is being made on the range of policy issues. Further improvements are proceeding.

Corporate Affairs’focus in the coming year will be in supporting the organization to

communicate its mission and the work it is undertaking whilst encouraging participation from
the global community.

ICANN ANNUAL REPORT 2007




OFFICE OF THE GENERAL COUNSEL

Responsibilities

The Office of the General Counsel continued to provide high-quality legal services to the various functional
units within ICANN, including its staff, Board, and participatory structures. The office advises ICANN’s various
business units on all issues that affect or have the potential to affect ICANN. Such issues include:

+ Handling corporate and legal filings, managing litigation, providing interpretation of bylaws and
legal interpretation
Advising the Board and staff on legal matters pertinent to or contemplated for the organization
Managing aspects of risk and crisis management
Managing external counsel
Reviewing and approving all legal documents
« Supporting the organization’s compliance functions, finance and organization-wide operational
functions
Negotiating various registry, registrar and other agreements
Verifying bylaws and applicable corporate legal and ethical compliance
Managing the corporation’s relationship with the U.S. Government
Negotiating in conjunction with other departments significant agreements that ICANN proposes
to enter
Reviewing and handling daily transactional business
Supporting various ICANN Board members and committees
Ensuring staff cooperation with the ICANN Ombudsman
Monitoring conflicts of interest issues
End ensuring general corporate legal compliance

Fulfilment of Bylaws

In 2007, the ICANN Board convened three regular and 14 special meetings, including the annual meeting
in Los Angeles. Appropriate Board committees were staffed, including the Executive Committee, Board
Governance Committee, Conflicts of Interest Committee, and Reconsideration Committee, and produced
reports at the regular ICANN meetings.

Litigation Support

The General Counsel’s actions in support of ICANN included defending the organization against a variety

of lawsuits and frivolous lawsuits. ICANN also took action against a registrar that was harming registrants
and acted to revoke the registration and gain a permanent injunction in United States Federal District Court
against RegisterFly, Inc.

Department Staffing and Operations

Office staff has heightened the effective advice to internal and external business units implementing a
full-service responsiveness regime and participating in increasing its operational excellence through the
implementation of new reporting and reviewing mechanisms. The office is hiring two full-time attorney
positions to enhance the current five-person department.
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2006-2007 was a busy year for the Office of the Ombudsman. 375 complaints or community contacts
for assistance were handled. Two major reports were prepared and delivered to the Board and the
community. Hundreds of RegisterFly consumers turned to my office seeking assistance. My office lacked
jurisdiction over many of the concerns raised about RegisterFly, but | provided the most current self help
information to assist consumers with their complaints.

The profession of ombudsman continues to expand across the corporate, agency, and state systems.

It is seen a low-cost, high-impact method of resolving citizen, consumer, employee, or client complaints.
In recent years ombudsman offices have been established to deal with everything from human rights
violations in the former Soviet republics, to financial services ombudsmen in the developing world.

Online dispute resolution (ODR) is also gaining popularity in resolving disputes, especially in consumer

to business, or business-to-business transactions. In June 2008, | will have the pleasure of Chairing the
International Forum on Online Dispute Resolution in collaboration with the United Nations Economic and
Social Commission for the Asia Pacific (UNSCEAP). The ICANN Ombudsman remains a unique combination
of ODR and ombudsmanship.

The 2006-2007 Ombudsman Annual Report is posted at www.icannombudsman.org/

OFFICE OF TECHNOLOGY

As one of ICANN's key projects and in line with its ongoing efforts to improve the resiliency and
performance of the L-root servers, in October new, additional systems were brought online in Florida.

With these new systems, which are a copy of the original large cluster operating in Los Angeles, the L-root’s
capacity doubles. In addition to providing increased capacity, the Florida location brings opportunity for
direct peering with many Internet service providers in the Latin America and Caribbean regions, thereby
directly improving service to those regions.

Operating from two separate locations also means that we now use the Anycast technology that is also used
by many other root server operators. Anycast technology enables DNS server operators to distribute query
loads, and hence aids in managing distributed denial of service attacks.

This newly formed Office of Technology also initiated research and background work in several areas
important to ICANN. These included further investigation into the possible scale and barriers to scale of new
TLDs, IPv6 landscape and progress, DNSSEC analysis and plans, and understanding the technical limitations
of new TLD strings.
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APPENDIXES

AUDIT REPORT FOR FISCAL 2006-2007

http://icann.org/financials/financial-report-fye-30jun07.pdf
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GLOSSARY OF TERMS

A

AFRALO African Regional At-Large Organization

AFTLD  Africa Top Level Domains Organization

AGP Add Grace Period

ALAC At-Large Advisory Committee

ALS At-Large Structure

APTLD  Asia Pacific Top Level Domain Association

APWG  Anti-Phishing Working Group

APRALO Asia-Australia-Pacific Regional At-Large Organization
ASO Address Supporting Organization

ASO AC  Address Supporting Organization Advisory Council

C

Country-Code Names Supporting Organization

country code top level domain

Inter-American Telecommunication commission of the Organization of American States
Commonwealth Telecommunications Organization

D

DDoS distributed denial of service (attacks on DNSO)

DNS domain name system. The DNS makes using the Internet easier by allowing a familiar string of
letters (the “domain”) to be used instead of the arcane IP address. So instead of typing
207.151.159.3, you can type www.interNIC.net, which is much easier to remember.

DNSSEC DNS security authentication protocol

E

ENISA European Network and Information Security Agency
EURALO European Regional At-Large Organization

G

Governmental Advisory Committee
Generic Names Supporting Organization
generic top level domain
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Internet Architecture Board

Internet Assigned Numbers Authority

Internet Corporation for Assigned Names and Numbers

Internationalized Domain Name. IDNs are domain names represented by local language
characters. Such domain names could contain letters with diacritics as required by many
European languages, or could be made up of non-Latin scripts (for example, Arabic or Chinese).
Internet Engineering Task Force

International Governmental Organization

Internet Protocol

Internet Engineering Steering Group

The Internet Society

International Telecommunication Union

J

Joint Project Agreement (succeeds MOU with DoC)

L

LACNIC Latin American and Caribbean Internet Address Registry
LAC RALO Latin America-Caribbean Regional At-Large Organization
LACTLD Latin American and Caribbean Top Level Domains Organization

M

Management Operating Principles
Middle East Network Operators Group

N

NARALO North American Regional At-Large Organization

O

Organisation for Economic Co-operation and Development
Operational Point of Control

P

policy development process
Pacific Islands Telecommunications Association
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R

RAA Registrar Accreditation Agreement

RADAR  Registrar Application and Database Access Resource

RALO Regional At-Large Organization

RDE Registrar Data Escrow

RFC request for comment (sent to the IETF)

RIPE NCC RIPE Network Coordination Centre - regional Internet registry for Europe, parts of Asia, and the
Middle East

RIR regional Internet registry

RSEP Registry Services Evaluation Policy

RSSAC  Root Server System Advisory Committee

RT Request Tracker

NRO Number Resource Organization

RRA registry-registrar agreement

RZM Root Zone Management

S

Security and Stability Advisory Committee
sponsored top-level domain

T

top-level domain
Technical Liaison Group

U

UNECA  United Nations Economic Commission for Africa

UNESCO United Nations Educational, Scientific and Cultural Organization
UNESCWA United Nations Economic and Social Commission for Western Asia
UNSCEAP United Nations Economic and Social Commission for the Asia Pacific

W

Whois Database listing information about domain name registrants
WIPO World Intellectual Property Organization
WSIS World Summit on the Information Society
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Marina del Rey Office

4676 Admirality Way, Suite 330
Marina del Rey, California 90292
USA.

tel: +1 310 823 9358

fax: +1 310 823 4649

Brussels Office

6 Rond Point Schuman
Bt. 5, B-1040, Brussels
Belgium

tel: +32 2 234 7870
fax: +32 2 234 7848
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This annual report is the first produced in accordance with ICANN’s com-
mitments under the Joint Project Agreement with the U.S. Department of
Commerce, which was signed in September of 2006.

The report is initially being published on the ICANN website, http:/www.
icann.org, to open a period for comments aimed at improving its content
and meaningfulness of the report to the ICANN community in the future.

Comments and suggestions from the community are encouraged. Every
effort will be made to respond to suggestions for constructive improvement.
A forum for submitting comments and suggestions is available at 2006-
ar-comments@icann.org. Comments can be viewed at http://forum.icann.
org/lists/2006-ar-comments/.

ICANN is a global corporation existing in the online environment. It aspires
to be an innovator and leader in the areas of transparency, accountability
and accessibility. Therefore, ICANN has established a blog on the ICANN
website so that members of the community can exchange their views about
the report. The blog can be found at http://blog.icann.org/.

This inaugural annual report covers both the calendar and fiscal year in an
attempt to capture the many activities and accomplishments of the entire
ICANN community over the past year.

The next annual report will be based on the 2006-2007 fiscal year and will
include the relevant audit reports. It is expected that the annual report for
2006-2007 will be published during the third quarter of 2007.


http://www.icann.org
http://www.icann.org
http://forum.icann.org/lists/2006-ar-comments/
http://forum.icann.org/lists/2006-ar-comments/
http://blog.icann.org/

*BOARD OF DIRECTORS 2006

Vinton G. Cerf
Chairman of the Board
November 1999-December 2007

Alejandro Pisanty
Vice Chair
November 1999-June 2007

Paul Twomey
President and Chief Executive Officer
Ex-officio member

Raimundo Beca
May 2004 -June 2007

Susan P. Crawford
December 2005-December 2008

Steve Crocker

Security and Stability Advisory Committee Liaison

Daniel Dardailler
Technical Liaison Group Liaison

Peter Dengate Thrush
January 2005-June 2008

Roberto Gaetano
At-Large Advisory Committee Liaison

Demi Getschko
January 2005-June 2009

Hagen Hultzsch
October 2003-December 2006

Joichi Ito
December 2004-December 2007

Veni Markovski
June 2003-December 2006

Thomas Narten
Internet Engineering Task Force Liaison
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OUR MISSION

Since ICANN'’s creation in 1998, the Internet community has vigorously discussed and reviewed the mission and values that guide
its actions. This extensive, inclusive and bottom up discussion has been encapsulated in ICANN’s bylaws, its mission and its core

values.

The limited and distinct mission of ICANN is clearly set out in Article | of its bylaws:

The mission of the Internet Corporation for Assigned Names and Numbers (ICANN) is to coordinate, at the overall level, the
global Internet’s systems of unique identifiers, and in particular to ensure the stable and secure operation of the Internet’s

unique identifier systems. In particular, ICANN:

1. Coordinates the allocation and assignment of the three sets of unique identifiers for the Internet, which are:

a. Domain names (forming a system referred to as DNS)

b. Internet protocol (IP) addresses and autonomous system (AS) numbers, and

c. Protocol port and parameter numbers

Coordinates the operation and evolution of the DNS root name server system

Coordinates policy development reasonably and appropriately related to these technical functions

OUR CORE VALUES

In performing ICANN’s mission, the following core values
guides its decisions and actions.

1. Preserving and enhancing the operational stability,
reliability, security, and global interoperability of the
Internet.

2. Respecting the creativity, innovation, and flow of
information made possible by the Internet by limiting
ICANN’s activities to those matters within ICANN’s
mission requiring or significantly benefiting from global
coordination.

3. To the extent feasible and appropriate, delegating
coordination functions to or recognising the policy role
of other responsible entities that reflect the interests of
affected parties.

4. Seeking and supporting broad, informed participation
reflecting the functional, geographic, and cultural diversity
of the Internet at all levels of policy development and
decision-making.

5. Where feasible and appropriate, depending on market
mechanisms to promote and sustain a competitive
environment.

6. Introducing and promoting competition in the registration
of domain names where practicable and beneficial in the
public interest.

7. Employing open and transparent policy development
mechanisms that (i) promote well-informed decisions
based on expert advice, and (ii) ensure that those entities
most affected can assist in the policy development
process.

8. Making decisions by applying documented policies
neutrally and objectively, with integrity and fairness.

9. Acting with a speed that is responsive to the needs of the
Internet while, as part of the decision-making process,
obtaining informed input from those entities most affected.

10. Remaining accountable to the Internet community through
mechanisms that enhance ICANN'’s effectiveness.

11. While remaining rooted in the private sector, recognising
that governments and public authorities are responsible for
public policy and duly taking into account governments’ or
public authorities’ recommendations.

These core values are deliberately expressed in very
general terms, so that they may provide useful and relevant
guidance in the broadest possible range of circumstances.
Because they are not narrowly prescriptive, the specific way
in which they apply, individually and collectively, to each
new situation will necessarily depend on many factors that
cannot be fully anticipated or enumerated; and because they
are statements of principle rather than practice, situations
will inevitably arise in which perfect fidelity to all eleven core
values simultaneously is not possible. Any ICANN body
making a recommendation or decision shall exercise its
judgment to determine which core values are most relevant
and how they apply to the specific circumstances of the case
at hand, and to determine, if necessary, an appropriate and
defensible balance among competing values.



ICANN’S STRUCTURE

Within ICANN’s structure, governments and international treaty organisations work with business organisations and individuals to

maintain the stability of the global Internet.

Innovation as well as continuing growth bring constant challenges to stability. Working together, ICANN participants address

issues that are directly concerned with ICANN’s mission of technical coordination.

ICANN is governed by an international Board of Directors. The policy development process originates in three supporting
organisations. Advisory committees composed of representatives from individual user organisations and technical communities
work with the supporting organisations to create policy. In addition, over 120 governments and government institutions closely

advise the Board via the Governmental Advisory Committee.
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MESSAGE FROM THE CHAIRMAN OF THE BOARD OF DIRECTORS

The Internet is the largest distributed collection of historical and current information ever in existence. Many believe, as | do, that
we have barely begun to explore all of the Internet’s possible applications.

Today’s Internet supports all traditional communication modalities once considered distinct and separate — television, radio,
telephony — as well as electronic mail, web services and commerce, wireless communications and computer games. Its ability
to absorb new technologies and to support an increasing variety of applications demonstrates the power of its simple, clear and
well-defined technical specifications and openly accessible capabilities.

Still, the continued expansion of the Internet’s capacity and utility faces many technical challenges.

One of those challenges involves preserving the accessibility, renderability and interpretability of the increasing amounts of
information that find their way into the Internet’s archives, not merely decades but centuries and even millennia into the future.
Standard practices, preservation of software needed to interpret Internet content, and changes to intellectual property treatment
to support long-term access to content may all factor into the solution.

Equally important is the ability of every user to make unambiguous reference to every registered domain name, including those
expressed in local language characters and scripts. The use of the traditional Latin character set to express host names does not
satisfy an understandable interest in and demand for domain names expressed in character sets other than Latin. The attendant
cultural, linguistic and social implications are vitally important. On the positive side, testing of Internationalised Domain Names is
well under way, and we hope to see a technical solution by the end of 2007.

Another issue is IPv4 address space, which some have suggested has reached capacity. Those suggestions are unfounded
but there is reason to think that the final allocations from ICANN to the regional registries might come in the next decade. The
next-generation IPv6 addresses — and there are 340 trillion trillion trillion available — are beginning to be implemented in some
countries. It is important to move ahead with this deployment to avoid the negative side-effects of the exhaustion of IPv4
addresses.

In addition, a broad array of technical efforts are under way at the local, national and international levels to increase the ability
of the Internet and its components to resist attacks by cyber-criminals and would-be service disruptors.

While some aspects of Internet governance can be addressed through technical means, there are many other challenges that
require efforts well outside ICANN’s scope. There is widespread concern about abusive behaviours on the Internet, fraud, identify
theft, misuse of intellectual property, and risks associated with the use of the Internet by children, to mention only a few.

We have much work still to do as the Internet evolves, both at the technical level and with an eye towards the regulatory,
cultural, national and social implications of every innovation. We must assure access, at the highest speeds technically feasible,
for the several billion potential users who are hampered by technical, practical, or cost considerations.

| consider it important that these broader issues receive the attention they deserve in forums suited to address them. ICANN
will do its part in the areas of its competence, but resolving many Internet governance challenges will require the involvement of
governments, academia, the business and private sectors as well as civil society.

We can achieve these goals by joining together to identify the operational framework in which the Internet’s resources can best
be deployed and applied. The openness of the Internet, its users’ ability to invent and test new applications, and the freedom of
virtually any computer or person to interact with another through the Internet will continue to strengthen and make more useful
this vital and powerful new infrastructure.

Vinton G. Cerf
Chairman of the Board of Directors



MESSAGE FROM THE PRESIDENT AND CHIEF EXECUTIVE OFFICER

This is ICANN'’s first annual report to the global Internet community in accordance with new commitments established under the
Joint Project Agreement signed in September 2006. This report is a work in progress. There is no doubt it can and will improve
in content and structure with time. We seek the assistance of the community in improving this report, and would appreciate
feedback to 2006-ar-comments@icann.org.

ICANN’s community, Board, and staff have been very productive this year. Among our collective major activities are the
following.

Upgrades and customisation of the Internet Assigned Names Authority (IANA) ticketing system has made request processing
more efficient and productive and has resulted in reduced turnaround time. In addition, ICANN and the Internet Engineering Task
Force (IETF) have supplemented their memorandum of understanding for ICANN’s management of IETF-related activities. This
supplemental agreement outlines specific service levels for ICANN’s performance of this element of the IANA function. Similar
agreements are being discussed with the country code top level domain (ccTLD) community through accountability frameworks,
and more generally through the Country Code Names Supporting Organisation (ccNSO). ICANN has signed accountability
frameworks with 15 ccTLD operators this year, which have the effect of formalising the relationship between ICANN and the
ccTLD operators. Together, these 15 agreements and other established agreements represent more than 45 percent of all ccTLD
registrants.

The regional Internet number registries (RIRs) are also engaged with ICANN in setting performance targets. Improvements in
overall services and responsiveness over the full range of activities that IANA performs have helped secure ICANN'’s successful
bid for a new contract with the U.S. Department of Commerce for performance of the IANA functions.

Considerable work is being done by the community and staff in support of the Generic Names Supporting Organisation
(GNSO) policy development process. GNSO and staff are working together for the establishment and operation of a new generic
top level domain (gTLD) program office, to realise the work of the Whois Task Force, and to provide input in the development
of Internationalised Domain Names (IDNs). The GNSO community completed a consensus policy for evaluation of new registry
services. This effort culminated in the Registry Services Evaluation Policy (RSEP) process, also called the “funnel,” which is
already being used by the registries. Four applications have been considered.

The program to implement Internationalised Domain Names (IDNs) began technical testing of IDN punycode labels in a
laboratory environment in November of 2006, and we hope to achieve a technical solution to the implementation of IDNs in top-
level domains by the end of 2007. Led by the IETF, significant work also has been done in protocol development.

In accordance with commitments made during its evaluation and reform process, the ICANN Board initiated reviews of the
GNSO and the GNSO process and will continue to evaluate the reports from those reviews to further improve our community’s
policy development process. Similar reviews for the other supporting organisations and advisory committees have been
scheduled as stated in the bylaws.

We have completed the complex work of reviewing the World Summit on the Information Society (WSIS) process. ICANN is
pleased with the outcome and looks forward to participating in Internet Governance Forum activities. We are also pleased with
WSIS recognition of the effectiveness of ICANN’s multi-stakeholder model, as it reaffirms the vision of our community about the
value of a bottom-up, consultative process in ensuring a stable and secure Internet.

The Governmental Advisory Committee (GAC) has provided important input to the Board on several consensus-based policy
decisions, among them the Whois requirements and privacy laws as well as IDNs. Following on from WSIS, ICANN is reviewing
the measures to be taken to make our cooperation with governments more effective, including ensuring the participation of
developing countries. The GAC is key to the success of those efforts.

All these activities reflect the commitment of the entire ICANN community, all of whom deserve the sincerest thanks for their
contributions. My personal thanks also go to the community and to staff for their hard work this year.

Paul Twomey
President and Chief Executive Officer



NEW AGREEMENT WITH THE U.S. DEPARTMENT OF COMMERCE

In September 2006, ICANN signed a new agreement with the U.S. Department of Commerce, thereby taking a significant step
forward towards full management of the Internet’s system of centrally coordinated identifiers through ICANN’s multi-stakeholder
consultative model.

This new Joint Project Agreement reflects the Department of Commerce endorsement of the ICANN model and affirms

ICANN’s capacity to take full responsibility for the management of these technical aspects of the Internet on an ongoing basis. It
also means that ICANN has greater autonomy.

The Department of Commerce has reaffirmed its commitment to an autonomous multi-stakeholder model of management of the
Internet’s system of unique. The major gains in this new agreement are:

e ICANN and its community now determine what to work on — within its narrowly defined scope of responsibilities.

e |CANN now provides an annual report targeted to the global Internet community rather than to a single oversight body. This
annual report is the first example.

e |CANN now meets from time to time with the Department of Commerce and reports more to its constituencies and
community on its activities rather than submitting regular reports of activities to a single oversight body.

Under the agreement, the Board also resolved to be guided by the following responsibilities in the performance of ICANN’s work:

1.

3.

10

Security and Stability — ICANN shall coordinate, at the overall level, the global Internet’s systems of unique identifiers, and in
particular to ensure the stable and secure operation of the Internet’s unique identifier systems.

Transparency — ICANN shall continue to develop, test and improve processes and procedures to encourage improved
transparency, accessibility, efficiency and timeliness in the consideration and adoption of policies related to technical
coordination of the Internet domain name system (DNS), and funding for ICANN operations. ICANN will innovate and aspire to
be a leader in the area of transparency for organisations involved in private sector management.

Accountability — ICANN shall continue to develop, test, maintain and improve on accountability mechanisms to be responsive
to global Internet stakeholders in the consideration and adoption of policies related to the technical coordination of the
Internet DNS, including continuing to improve openness and accessibility for enhanced participation in ICANN’s bottom-up
participatory policy development processes.

Root Server Security and Relationship — ICANN shall continue to coordinate with the operators of root name servers and other
appropriate experts with respect to the operational and security matters, both physical and network, relating to the secure and
stable coordination of the root zone, to ensure appropriate contingency planning, and to maintain clear processes in root zone
changes. ICANN will work to formalize relationships with root name server operators.



10.

Top-Level Domain Management — ICANN shall maintain and build on processes to ensure that competition, consumer
interests and Internet DNS stability and security issues are identified and considered in TLD management decisions, including
the consideration and implementation of new TLDs and the introduction of IDNs. ICANN will continue to develop its policy
development processes, and will further develop processes for taking into account recommendations from ICANN’s advisory
committees and supporting organisations and other relevant expert advisory panels and organisations. ICANN shall continue
to enforce existing policy relating to Whois, such existing policy requires that ICANN implement measures to maintain timely,
unrestricted and public access to accurate and complete Whois information, including registrant, technical, billing and
administrative contact information. ICANN shall continue its efforts to achieve stable agreements with country code top-level
domain (ccTLD) operators.

Multi-stakeholder Model — ICANN shall maintain and improve multi-stakeholder model and the global participation of all
stakeholders, including conducting reviews of its existing advisory committees and supporting organisations, and will continue
to further the effectiveness of the bottom-up policy development processes. ICANN will strive to increase engagement with the
private sector by developing additional mechanisms for involvement of those affected by the ICANN policies.

Role of Governments — ICANN shall work with the Government Advisory Committee members to review the GAC'’s role within
ICANN so as to facilitate effective consideration of GAC advice on the public policy aspects of the technical coordination of
the Internet.

IP Addressing — ICANN shall continue to work collaboratively on a global and regional level so as to incorporate regional
internet registries’ policy-making activities into the ICANN processes while allowing them to continue their technical work.
ICANN shall continue to maintain legal agreements with the RIRs (and such other appropriate organisations) reflecting this
work.

Corporate Responsibility — ICANN shall maintain excellence and efficiency in operations, including good governance,
organisational measures to maintain stable, international private sector organisation, and shall maintain relevant technical
and business experience for members of the Board of Directors, executive management, and staff. ICANN will implement
appropriate mechanisms that foster participation in ICANN by global Internet stakeholders, such as providing educational
services and fostering information sharing for constituents and promoting best practices among industry segments.

Corporate Administrative Structure — ICANN shall conduct a review of, and shall make necessary changes in, its corporate
administrative structure to ensure stability, including devoting adequate resources to contract enforcement, taking into
account organisational and corporate governance best practices.

The Appendix to this report lists a number of key activities against each of the responsibilities described here. That Appendix

appears in presentation format so it can be used as a reporting resource. It is not intended to be exhaustive. Rather, this annual
report should be read as the detailed record of these responsibilities as well as ICANN’s progress against the bylaws and the
current Strategic and Operating plans.

1



STRATEGIC PLAN FOR THE NEXT THREE YEARS

In anticipation of the signing of the Joint Project Agreement, ICANN and its community began to develop a Strategic Plan that
encompasses projects of importance to the Internet community and related to ICANN’s narrow remit.

The present Strategic Plan began its development at the ICANN meeting in Luxembourg in July 2005. Extensive consultation
with the community took place through workshops with the supporting organisations and advisory committees. Sessions were
also held in French and Spanish. At the request of the community, additional questions were posted for comment on a public
forum on the ICANN website.

These consultations led to an issues paper published in September 2005. Comments were sought through a public forum on
the ICANN website and also through the supporting organisations and advisory committees.

Representatives from all supporting organisations and advisory committees met with members of the Board and senior staff in
Marina del Rey in October 2005 to summarise the key challenges and opportunities that faced the ICANN community and to draft
strategic objectives for the next three years.

The community then reviewed the Strategic Plan through another period of comment. At ICANN’s Vancouver meeting in
December 2005, the Chairs of supporting organisations and advisory committees, the Chairman of the Board and senior staff
further refined the strategic objectives. These were posted on the ICANN website and comments were gathered in English,
French and Spanish at public forums during the Vancouver meeting. Similar sessions were held at the Marrakech meeting with
the addition of a session in Arabic. The website public forum was kept open until mid-February 2006 to allow all those who were
interested to provide comments.

The ensuing Strategic Plan is based on bottom up, multi-phase consultation and attempts to set out the community’s views
of its priorities over the next three years as ICANN continues to evolve as a global organisation serving the Internet community in
maintaining the stability and security of the Internet’s unique identifier systems.

After consideration, the ICANN community identified these five objectives within the Strategic Plan.

Objective 1 - Organisational excellence in operations

If ICANN is to continue to serve a growing stakeholder base effectively, it must strive to further improve its basic
operational functions. Given expected increases in activities related to meeting the core mission and continuing attention
to stability and security, operational excellence is critical to ICANN’s success. Accordingly, ICANN will continue to
pursue and adopt adequate, diverse forms of funding models.

Objective 2 - Organisational excellence in policy development

The continued evolution of the Internet, especially the domain name system, brings with it an increasing number of policy
issues of ever increasing complexity that must be decided through the ICANN multi-stakeholder consensus process.
Given this growth, the ICANN community must further improve its policy processes to deal with these challenges.

Objective 3 - Increased international participation in ICANN and the use of the Internet system of unique
identifiers

ICANN is a global forum for the discussion of issues affecting the stability and security of the Internet’s unique identifier
systems. At this stage of the evolution of the Internet and of ICANN’s own evolution as an organisation, it is appropriate
to review and improve ICANN practices and procedures to ensure that they are designed to serve and support a global
audience as effectively as possible.

Objective 4 - Increased participation in and efficiency of the ICANN multi-stakeholder environment

One of ICANN’s great strengths is the multi-stakeholder environment in which issues are debated and resolved. ICANN
must continue to build on that strength by improving participation in the process on the part of key stakeholders. As one
of a number of organisations that are concerned with Internet governance, ICANN must clearly communicate its unique
role and engage other organisations in dialogue on matters of common concern.

Objective 5 - Work towards a post-MOU ICANN

In September of 2006, ICANN began performing its responsibilities under a Joint Project Agreement with the U.S.
Department of Commerce. That agreement enables ICANN to assume greater authority and responsibility over
its projects and its ability to meet the needs of the global community. ICANN must engage the community now in
developing options for how ICANN might operate after the completion of the memorandum of understanding.
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OPERATING PLAN FOR 2006-2007

Each ICANN Operating Plan is a one-year action plan targeted at accomplishing the objectives set out in the three-year Strategic
Plan containing specific projects to be initiated, continued or closed during a fiscal year. Throughout the first half of each fiscal
year, ICANN develops its Strategic Plan in consultation with the ICANN community, and the Strategic Plan is then approved by the
ICANN Board of Directors at an ICANN meeting.

During the second half of each fiscal year, ICANN focuses on developing an annual Operating Plan and budgets. This one-year
plan also allocates resources and deliverables, and becomes the roadmap to accomplishing the objectives of the Strategic Plan.

ICANN’s project planning cycle tracks the fiscal year. During the planning phase, ICANN is performing against the outcomes
in an established Operating Plan and developing a draft Strategic Plan for the coming fiscal year in collaboration with the
community.

The draft Strategic Plan for the 2006-2007 fiscal year and a description of the planning process is available at
http://www.icann.org/strategic-plan/consultation-process-2006-07/.

MANAGEMENT OF OPERATING PLAN OBJECTIVES

Once the process for developing, approving and implementing Strategic and Operating plans was formalised, the next step

was to replace legacy project management approaches with a methodology that is more formal, more comprehensive and more
transparent, and one that requires project managers to measure progress towards achieving their goals through the use of best
practices.

ICANN selected and implemented the methodologies developed by the Project Management Institute (PMI), which has a
membership of more than 200,000 professionals representing 125 countries around the world.

Since the Strategic and Operating plans came into force, a team of project management professionals has been in place in the
Marina del Rey and Brussels offices to train ICANN staff in project management techniques and tools and to provide guidance in
defining, initiating, monitoring and controlling these projects.

13
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PROGRESS ON OPERATING PLAN PROJECTS

Currently more than 50 projects are under way. Many projects will be completed during the July 2006 to June 2007 fiscal year.
Other projects currently in the execution phase will roll into the next Operating Plan year. This practice aligns with the Operating
Plan guidelines, which state that projects need not end at the conclusion of a fiscal year.

To see the status of progress to date for all ICANN projects against the objectives in the current Operating Plan, go to
http://www.icann.org/announcements/operating-plan-status-30nov06.pdf.

Life Cycle of an ICANN Project — The more than 50 projects that ensued from extensive consultation with ICANN’s
community were codified in the 2006-2007 Operating Plan.

Strategic Plan

Operating Plan Community
Input
[
- )
NEW PROJECT
IDEA AND ICANN
IDENTIFICATION
NS * J
( e Charter \
INITIATE * Team
e Sponsor
K e Estimate J
Lessons a N
Learned e Schedule
PLAN * Resources
* Risk
\_ ) Status _
Reporting
a )
e Deliver Task
EXECUTE * Management
e Change Log
\_ _/
a )
¢ Close Contract
CLOSE * Change Log
e | essons Learned
>~ =,
Project Reporting To
Delivered Community

14


http://www.icann.org/announcements/operating-plan-status-30nov06.pdf

ICANN MEETINGS

ICANN holds three meetings each year in different geographical locations. One meeting each year is considered the official annual
meeting, during which the Board is reconstituted and newly elected board members take their place. These meetings provide
excellent opportunities for outreach and face-to-face policy discussion. Meetings are supported by a host city and sponsorships
are sought to help defray the cost of running the meetings as well as assisting with logistics.

Wellington, New Zealand 25-31 March 2006

More than 700 delegates from 82 countries gathered for the
Wellington meeting, where the community focussed principally
on Board approval of the 2006—-2009 Strategic Plan and its
importance in addressing the future challenges of the domain
name system (DNS) and the Internet. For regional attendees,
the meeting had particular relevance as the issues of access
and availability of the Internet in the Pacific Islands are unique
in the world.

The Security and Stability Advisory Committee examined
recent distributed denial of service attacks on the DNS and
attempted to identify near-term and long-term measures
to reduce the threat of these and similar attacks. They also
considered the challenge of alternative top-level domain
name systems and root services on the stability of the DNS.

The community participated in focussed discussions and
meetings on both policy and technical trial issues surrounding
the introduction of Internationalised Domain Name (IDN) top-
level domains. In addition, an Internet users’ forum was held
to discuss a process for ensuring that the launch of new top-
level domains will meet the needs of the worl