Agenda

U.S. Department of Commerce
National Telecommunications and Information Administration
November 6, 2014 Privacy Multistakeholder Meeting
Facial Recognition Technology

1:00 p.m. -5:00 p.m. ET
American Institute of Architects, 1735 New York Ave. NW, Washington, DC

Meeting Goals: 1) Discuss NIST Presentation; 2) Discuss Issues Identified by Stakeholders;
and 3) Identify Goals for Stakeholder Work in Advance of December 15, 2014 Meeting

1:00 p.m. Welcome (John Verdi, Director of Privacy Initiatives, NTIA/OPAD)
1:15 p.m. Presentation Regarding Accuracy of Age Inferences Derived from Face Analysis
and Persistence of Facial Templates: Patrick Grother (Computer Scientist —
Biometric Standards and Testing, National Institute of Standards and Technology
(NIST))
e Presentation (15 minutes)
e Discussion (20 minutes)
e Background:
e Mei Ngan and Patrick Grother, Face Recognition Vendor Test (FRVT):

Performance of Automated Age Estimation Algorithms, NIST
Interagency Report 7995 (pdf) (March 20, 2014)

e Mei Ngan and Patrick Grother, Face Recognition Vendor Test (FRVT):
Performance of Face Identification Algorithms, NIST Interagency
Report 8009, Section 5.5 (pdf) (May 26, 2014)

1:50 p.m. Facilitated Discussion of Risks/Issues that Might be Addressed by a Code of
Conduct for Commercial Facial Recognition Technology and Relevant Proposed
Stakeholder-Drafted Text:

e Stakeholder Issue No. 11. How should the code address storage of Facial
Recognition Data?

e Stakeholder Issue No. 11A. How should the code address transmission of
Facial Recognition Data?

3:00 p.m. Break (15 minutes)
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http://biometrics.nist.gov/cs_links/face/frvt/frvt2013/NIST_8009.pdf
http://biometrics.nist.gov/cs_links/face/frvt/frvt2013/NIST_8009.pdf
http://www.ntia.doc.gov/files/ntia/publications/ntia_draft_list_of_issues_7_22_14.pdf
http://www.ntia.doc.gov/files/ntia/publications/ntia_draft_list_of_issues_7_22_14.pdf
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3:15 p.m. Facilitated Discussion of Risks/Issues that Might be Addressed by a Code of
Conduct for Commercial Facial Recognition Technology and Relevant Proposed
Stakeholder-Drafted Text:

e Stakeholder Issue No. 12. Risk: Security: commercial facial recognition
data could be subject to data breaches that result in sensitive biometrics
being revealed to unauthorized entities; insufficient security procedures
could result in biometric identity theft.

e Stakeholder Issue No. 16. Risk/Issue: Withdrawal of Facial Template from
a database?

e Stakeholder Issue No. 2: What obligations should the code impose when

Facial Detection occurs but no Facial Template is created and no individual
is enrolled? (Continued Discussion from July 24, 2014 Meeting)

4:30 p.m. Facilitated Discussion Regarding Next Steps

o |dentify Stakeholder Work in Advance of the December 15, 2014 Meeting

4:50 p.m. Summary of Next Steps and Adjourn (John Verdi)
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