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STAY UPDATED
As technologies develop, performance improvements, security improvements and 
other updates may be provided. Make sure your car stays up to date with any 
software updates for your vehicle. Contact your dealer for more information.

CONCLUSION
As vehicles become more connected, it will be important to keep up with new 
technologies and understand how your information is collected and shared. 

For more information about the technology in your car, contact your local dealer and 
review your vehicle’s owner’s manual. For privacy information about new technologies 
of any sort, see fpf.org.
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are intimately involved in the complicated and important privacy and security issues arising from 

the changes in connected and autonomous vehicles, which we believe represents a critical, but 

distinct component of any overall privacy regime.   

NADA appreciates the effort undertaken by the NTIA with respect to these issues, and in 

particular, the humility, caution, and balance that is apparent in the Notice and in the NTIA’s 

approach.  We submit the following comments addressing a few specific issues from the Notice 

that we believe are critical as the Department and the Administration go forward. 

1. Overall Privacy Concepts to Consider 

First, we agree that the broad concepts as outlined in the Notice, in the FIPPs, and 

elsewhere are the best starting point to protect consumers.  Consumers must understand what 

personal information they are sharing (or that it is being collected from them), who has access to 

that information, and how it is used. This transparency is and should be the backbone of any 

privacy regime.  When consumers do not know what information is being collected, or how it is 

being used, it generates mistrust and heightens the potential for abuse, and that benefits neither 

business nor consumers.  It is critical in our view that consumers have readily-available, 

standardized access to information about how their personal information is stored, by whom, and 

how it is used; a clear choice regarding its storage and use, and; a simple way to exercise that 

choice.   In our view, consumers should be able to exercise that choice not only at the point and 

time of collection, but in an ongoing manner as well.   

One additional issue that we believe will be critical but that is not specifically outlined in 

the Notice is that of consumer education.  How will consumers be educated so that they 

understand the choices they have and the implications of those choices?  We would urge the 

Department to consider this question, to work with interested industry participants and others, 

and to ensure that any overall privacy approach includes this important component. 

We also agree that entities that collect and store personal information should also have 

duties, but they need clarity and consistency as well.  They should take steps to ensure that the 

data they collect is accurate and secure.  They should observe best practices in terms of limiting 

the data they collect, avoid maintaining data longer than needed, and they should limit access to 

personal information both within their organization and outside of the organization.  They should 
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obtain consent where appropriate, but the issue of consent can be difficult issue in practice.   That 

is because consumer consent is important, but only useful if consumers understand what they are 

agreeing to, and the implications of those choices.  We also agree that entities should be 

accountable for their use of protected personal information but would urge caution with respect 

to the way this accountability is brought to bear, as discussed below.     

2. Beyond the Basic Principles  

In response to the questions in the Notice, NADA submits comments on the following 

issues related to the Notice and the issues the Department is considering: 

(a) Critical terms and concepts that require definition, or further definition; 

(b) Broadening the scope of entities responsible for protection of personal information; 

(c) Providing tools to businesses seeking to protect consumer information; 

(d) Enforcement considerations and an objective standard; 

(e) A “safe harbor” approach to privacy, and; 

(f) Automotive-specific privacy issues. 

Each of these issues warrant a great deal of additional attention and consideration, and we 

would welcome the opportunity to comment further as appropriate as the Department continues 

its efforts, or to meet with the Department to discuss these or other issues in greater detail. 

a. Definitions  

Any privacy regime must have certain foundations – and defining the “personal 

information” that will be protected, or protectable is a critical first step.  Currently, a broad 

consensus appears to have formed that, at a minimum, any personal information that could 

embarrass or financially harm a person should be protected in some way.  Indeed, current U.S. 

privacy law is based in large part on these distinctions, with personal data about a consumer’s 

health or finances, and personal information about children broadly protected under federal 

statutory regimes.  However, there are also broad categories of information – where you go; who 

you associate with; political, sexual, or other preferences, for example – that also receive 

heightened protections as a matter of law or policy.  In addition, there is a growing concern that 

the volume of disparate data available today in and of itself presents tremendous problems.  

Massive amounts if available data along with modern data analytics mean that otherwise benign 



 

November 7, 2018 

Page | 4 

 

 

 

data, in combination, can reveal tremendously personal information about a person that should 

be protected. 

The bottom line is that while there will be many definitional challenges, this definition is 

critical.  We believe that the most logical outcome could include a tiered approach where certain 

information or combinations of data are always protected, while other information is deemed less 

sensitive and therefore provided lesser protections.  This could mean that certain categories or 

types of data can never be shared, or requires certain consent or disclosure, while other data may 

never be gathered at all or must be deleted immediately. 

The second definition that we would like to comment on is one that is not currently 

addressed – at least not adequately in our view.  That is, a definition that distinguishes between 

the entities that obtain and store personal information based upon the context by which that 

information was obtained.  We submit that data storage and use by some entities requires greater 

protections than others because they are more or less consistent with a reasonable consumer’s 

expectations.  This requires a clear and consistent definition.   

For example, distinctions should be drawn between entities that require personal 

information to provide a service or for product functionality and those who require personal data 

only for a business model built on data obtained from third party sources.  When an entity with 

whom the consumer has no business relationship obtains personal data about a consumer, we 

submit that use poses a far greater privacy risk to consumers than a similar use by an entity that 

has obtained personal information purposefully and knowingly provided by a consumer in 

connection with a purchase or business relationship because it is outside of the reasonable 

expectations of the consumer.  A federal privacy regime should distinguish between entities with 

a direct business relationship and others.  There are and have been similar distinctions under 

other federal laws that have proven effective.1   

In addition, the nature and purpose of the use of the protected personal information may 

require different definitions as well.  For example, use of otherwise protected personal 

                                                 
1 For example, certain federal marketing regulations rules distinguish (or formerly distinguished) between a 

communication from an entity with whom a consumer did business and one with whom they had not engaged in any 

business transaction.    
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information to increase cybersecurity or safety of a consumer (for example, in the operation of a 

connected or autonomous vehicle) should be treated differently than a use without any such 

implications.  It is of course important that any such definition must not artificially sacrifice 

privacy.  Consumer privacy should not be a tradeoff with security or safety. 

 

b. Extend the scope of responsibility beyond the initial data gathering entity 

One of the key privacy principles is “accountability,” and while we agree that entities that 

collect and use protected personal information must meet certain obligations and be accountable 

with respect to that data, we would urge the Department to think broadly about the nature and 

scope of that accountability.  Indeed, we believe that one of the critical shortcomings of the 

current privacy regimes is the fact that the responsibility to meet those obligations often apply 

only to the entity that has initially obtained the data, and not to third parties who later obtain the 

data.  For example, under the current regimes such as GLB and HIPAA, the regulatory 

compliance burden is placed largely, if not exclusively, on the entity that gathers and stores the 

protected data.  The Notice itself states that “[o]rganizations that control personal data should 

also take steps to ensure that their third-party vendors and service providers are accountable for 

their use, storage, processing, and sharing of that data.”2   

We certainly understand the need to ensure that the entity that initially gathers and 

continues to store the data is responsible for that data, and takes steps to control vendors with 

whom they work.  However, we believe that a sole focus on such entities is a mistake.  The nature 

of personal information, particularly electronic information, means that it is simple to copy, 

highly “liquid,” and in many cases, easily obtained by third parties – often without the knowledge 

of the entity from which it was obtained, and certainly not to the consumer.  A privacy regime 

that focuses only on the entity that obtains the data ignores the overwhelming majority of entities 

with personal information, and in many ways encourages bad behavior with respect to the 

gathering and use of that information by these strangers to the initial consumer transaction.   

                                                 
2 83 Fed Reg 48602. 


