
The NTIA IoT Security  
Upgradability and Patching 

Existing Standards, Tools and Initiatives Working Group 
WG1 



Scope of WG1 Efforts 
• The working group is researching and reviewing existing IoT security 

standards and initiatives as they apply to Security Patching and Upgradability 
of deployed IoT devices and infrastructure 
 

• Purpose to assure the overall NTIA IoT effort is not duplicating existing work 
 

• Identify needs of other working groups through our research 
 

• Globally focused effort 
 

• Deployed tools vendors or service providers may be using today 
 

• Looking for what exists from a standards and best practice perspective.  
 

Presenter
Presentation Notes
Assure it is clear we are not limiting our efforts to just standards. Not everthing is a standard.  Need to be clearer in out definitions on Standards, Tools and Initiatives for the purpose of this effort.  This needs to be included in our Catalog’s Definitions as well.



Proposed Deliverables 

• Catalog of Existing IoT Security Standards (Public) 
• Proposing internal review draft later April 

 
• Research summary for NTIA Working Group usage (Internal) 

• Proposing internal review draft early May 
• What we have found 

 
• Discussion in progress as to the needs and value of a public 

summary  

Presenter
Presentation Notes
This set is still a work in progress as well. Our focus is to inform the other working group chairs / members. The idea of publishing the catalog came as a by-product of the research.  There are just so many efforts in this space, it was felt we should organizise this information for us, for the other WGs and that it would be a potential benefit to others involved with IoT solution development.



Catalog Entry Description 
Organization:  
 Organizational URL:  
 Organizational Summary: 
 Documents: 
  Document Title:  
  Summary: 
  Document URL:  
  Published Date:  
  Document Version: 
  Domain of applicability:  
  Reference Category:  
  Useful sections:  
  Related Organizations:  
  Additional Notes:  
  NTIA WG Relevance 
  NTIA WG owner:  
 
 

Specific Document Information 

Potentially multiple 
documents listed 

Presenter
Presentation Notes
This is a depiction of the format of the Catalog entries.  Each entry is based on a specific individual organization.  The documents are listed individually, regardless  of whether it is a standard, guidance document or tool reference material. 

Of specific interest to the NTIA WGs are the Useful sections, NTIA WG Relevance and NTIA WG Owner will be used to help inform other NTIA IoT Working Groups as to the sections of the document which may be of value to the other working groups efforts.

There may need to be an attribute to indicate if there is a restriction on access of the tool, initiative or specified standard.

This is the current state of the catalog entries today.  If there are additional items that other working groups need for us to identify, please let us know and we will look to include it if we can.



Initially Targeted Efforts 
• Online Trust Alliance 
• Organization: Industrial Internet Consortium (IIC) 
• Open Connectivity Foundation 
• National Institute of Standards and Technology 
• IEEE Internet of Things 
• Alliance for Internet of Things Innovation 
• International Organization for Standardization (ISO) 

IoT Standards 
• Industrial Automation and Control System Security 
• Open Web Application Security Project 
• Cloud Security Alliance 
• Object Management Group 
• Internet Engineering Task Force (IETF) 
• European Telecommunications Standards Institute 

(ETSI)  
• Thread Group 

• oneM2M 
• 3rd Generation Partnership Project (3GPP) 
• ITU-T SG20 
• IoT Security Foundation 
• Internet of Things Consortium 
• Cloud Standards Customer Council (CSCC) 
• Smart Grid Interoperability Panel (SGIP) 
• Groupe Spécial Mobile Assocation (GSMA) 
• US Department of Homeland Security (DHS) 
• Open Mobile Alliance (OMA) 
• Underwriters Laboratories (UL) 
• U.S. Food and Drug Administration (FDA) 
• OpenFog Consortium 
• Industrie 4.0 
• North American Electric Reliability Corp 

 

Presenter
Presentation Notes
Not a final set but this is an example of where we are today.

What we are finding initially is that mature industries have formalized guidance and even processes that address this lifecycle aspect.
A good number are very high level and aspirational. Few truly specific regimes have been identified to date.

It should be noted that not everything is a standard.  There is a great deal of policy guidance.   We need to do a better job of differentiating between standards, tools and initiatives. It’s confusing right now since everything is lumped in together. 

Additionally it might be useful to map the more specific controls encountered to efforts such as the NIST Cybersecurity Framework or CIS Critical Security Controls. That might beuseful will take a bigger effort.�




Questions? 

Want to help? 
 

• WG1 Mailing List: ntia-iot-wg1@googlegroups.com 
 

• WG1 Virtual Meeting frequency: Every two weeks 

Presenter
Presentation Notes
Come join us.

mailto:ntia-iot-wg1@googlegroups.com
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