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By notice published April 6, 2016, the National Telecommunications and Information
Administration (“NTIA”) has requested comment “on the potential benefits and challenges of
[Internet of Things (IoT)] technologies and what role, if any, the U.S. Government should play in
this area.”1 Access Now submits these comments and recommendations to respond to select
questions posed in NTIA’s request.
Access Now defends and extends the digital rights of users at risk around the world. By
combining innovative policy, user engagement, and direct technical support, we fight for open
and secure communications for all. Access Now’s policy team works at the intersection of
human rights and technology, furthering Access Now’s mission by developing and promoting
rightsrespecting practices and policies. With staff placed strategically around the world, we
seek to advance laws and global norms to affect longterm systemic change in the area of
digital rights and online security, developing insightful, rightsbased, and wellresearched policy
guidance to governments, corporations, and civil society.
As the internet of things grows and expands, it will become more important to have strong legal
standards for data protection and data security. It is also important to reform surveillance laws to
provide adequate protections for the information that internet things will collect, including the
information of those who are nonU.S. Persons. Finally, the internet of things raises the need for
more transparency on internet shutdowns, including wireless network shutdowns, which are
regulated under overlyopaque processes.
I.

The Internet of Things

The internet of things is not a new concept. As NTIA recognizes, the term has been around
since the late 1990s. Today, the internet of things is defined by many to include personal activity
monitors, household appliances, children’s toys, medical devices, and the power grid. The
internet of things has resulted in a nearexponential growth of sensors collecting information
about individuals and their daily lives. While this data collection may come with new benefits,
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both President Roosevelt and Ben Parker would caution that it brings with it the need for great
responsibility.2
In defining the internet of things, it is important to do so broadly and in a way that is not limited
by current technology. If the past few decades have taught us anything, it is that technology is
not static. Technology, including the internet of things, is evolving and being deployed at a rate
at which it is just not rational to believe that law or regulation can keep pace. A broad,
technologyneutral definition will assure that policies that protect the rights of users will not be
outdated before they can even be implemented.
Further classifications may be helpful in some cases to provide additional protection. These
classifications should also be technologyneutral, and should instead focus on their impact on
the user. For example, “things” that are inserted into the body may require special safety and
security considerations. Similarly, “things” that direct or run utilities may require special
emergency operations procedures that preference running the utility over powering additional
sensors.
Privacy of Things
The internet of things has already greatly expanded both the types and the amount of personal
information collected, stored, and analyzed. What has already been labelled ‘big data’ continues
to get bigger as we adopt devices to monitor our rate of activity (as well as the type of activity in
which we engage), our consumption, our biological functions, our water use, and more. As
Access Now stated in comments on the White House’s Big Data Study in 2014:
“There has been an exponential increase in the amount of data collected and
stored by private companies in recent years. Facebook announced in 2012 that
its data center had grown 2500x since 2008. By 2012, Facebook was collecting
about 180 petabytes of data per year. For reference, one petabyte is the
equivalent of 20 million 4drawer filing cabinets filled with text. Retailers, whether
focused at online markets or off, also track customers. It is estimated that in one
hour WalMart processes about 1 million customer transactions containing 2.5
petabytes of data.”3
The internet of things increases this growth in data and raises the profile of what has
increasingly become an undeniable fact: the United States needs to join the rest of the world in
passing baseline privacy legislation. The President’s Consumer Privacy Bill of Rights (CPBoR)
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provided a widelyaccepted framework for this legislation. Elements of the CPBoR, such as
focused collection and respect for context, are even more important in the internet of things
world, where many companies may have little experience collecting or storing personal data. As
the internet of things encompasses more devices used by more people, it becomes more
important to have an acrosstheboard standard for protecting the users to whom that data
belongs.
Privacy legislation isn’t only important for users in the United States. The overseas viability of
the internet of things will rely on a lasting crossborder data transfer arrangement between the
EU and the United States. Currently, the Privacy Shield is set to be approved by the Article 31
Committee, but serious questions have been raised on the arrangement’s ability to withstand
judicial scrutiny. A coalition of groups from the United States and Europe explained, “a lasting
data transfer framework requires increased protections for personal data collected or used
commercially in order to meet the standards set forth by the [Court of Justice of the European
Union]. Wider data protection reforms, which must include robust and comprehensive
enforcement mechanisms, are necessary to ensure that the U.S. provides a level of essentially
equivalent protection to that available under the European legal framework.”4
The ability of Privacy Shield to withstand scrutiny is also dependent on substantive U.S.
surveillance reform to protect the human rights of those abroad. As the coalition explained, “The
Privacy Shield should be contingent on U.S. legislative reform of surveillance laws within a
reasonable time.”
U.S. surveillance law and practice is likely to impact the adoption of the internet of things. The
vast majority of data generated by the internet’s things  metadata  enjoys the least legal
protection. That is because the data falls within the third party doctrine, a legal concept that
says that people do not have an expectation of privacy in information that they make available
to a third party.5 This means that the information, unlike information deemed “content,” is not
covered by Constitutional protections, and must rely on statutory structures to limit law
enforcement access. This distinction is increasingly nonsensical. Studies demonstrate that
metadata can be as revealing  if not more so  than content information.6 Human rights
standards have outright disregarded this superficial distinction.7 However, while the Supreme
Court has hinted that it may be ready to offer contentlevel protection for at least some types of
metadata, the law in the U.S. has not yet caught up.
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The inability for U.S. law to offer adequate protections against mass surveillance is likely to
hinder the adoption of the internet of things. Studies continue to demonstrate how individuals
change their behavior under threat of government surveillance.8 It is foreseeable that this same
consequence will extend into the internet of things. Congress must meaningfully address the
question of surveillance reform to ensure that the internet of things does not become yet
another firehose of sensitive user data for the government to warrantlessly tap into.
Finally, we must ensure that data breach notification laws are adequate to handle the internet of
things. Currently, the United States operates under a patchwork of notification laws, some more
robust than others.9 A federal standard, which provides minimal protection without preempting
stronger state standards, is necessary to ensure that data collected by internet things are
adequately secured. Such a standard should encompass the sensitive, nonfinancial data that
many of these devices will collect, like biometric information which cannot simply be reissued or
replaced.10 Industry has adopted procedures for breaches of financial information, including
provision of credit monitoring and issuance of new account numbers.11 The Department of
Commerce should further study proper means of redress for all breaches, and work to develop
ways to correct breaches of personal data where there isn’t an established recovery
mechanism.
Summary of Recommendations:
1. Support the introduction and passage of the Consumer Privacy Bill of Rights;
2. Support U.S. surveillance reform, including of section 702 of the FISA Amendments Act
and to fix overbroad application of the thirdparty doctrine to metadata;
3. Support extraterritorial application of the rights to privacy and freedom of expression in
the International Covenant on Civil and Political Rights;
4. Support a federal data breach notification law without preemption for stronger state
standards;
5. Study how to provide redress for nonfinancial data breaches.
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Security of Things
With sensors in more places than ever before, ensuring that both the devices and their data
links are secure is of vital importance. As prominent security researcher Katie Moussouris has
pointed out, when you brick a pacemaker (render it unusable), you brick a person.12
Vulnerabilities in internet of things devices have given unauthorized access to our nurseries and
our car engines.13 They have allowed researchers to change the aim on a rifle, or disable it
entirely.14 These are just a few of the vulnerabilities discovered and exploited in internet of
things technologies.
There are two primary elements necessary to securing the internet’s things. First, you must
secure the thing itself to prevent the exploitation of the device. Then you must secure the data
links that send and receive information from the device to prevent eavesdropping on or
manipulation of data streams.
Currently, industry best practice to secure both of these elements is through encryption.
Unfortunately, the U.S. Federal Bureau of Investigation (FBI) has sought to mandate vulnerable
encryption for technologies. This flies in the face of a wellestablished and longaccepted fact:
back doors or other mandates that prevent encryption from being as strong as possible put all
users at risk.15 The Administration must affirm its support for unmitigated encryption and actively
promote its adoption and use in internet of things devices.16
There are several challenges to adequately encrypting the internet of things. First, as previously
discussed, most of the information that is transmitted over the internet of things is metadata.
Additional research and development is necessary to determine how to encrypt this data in an
efficient and effective manner.
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Additionally, data that can be encrypted relies upon standards that are necessarily suspect. This
is because the key agency in the United States for developing these standards  the National
Institute for Standards and Technologies (NIST)  is required to consult with the National
Security Agency (NSA) in doing so.17 The consultation was written into law to ensure that NIST
was working with the best technical experts and cryptographers in government when the
standards were built. However, over time it has raised suspicion (and even outright accusation)
as the NSA’s surveillance mission has further and further intruded upon its
separatelyestablished Information Assurance mission.18 This confluence has already led
several organizations and experts to call for the establishment of a separate Information
Assurance agency, totally separate from the NSA.19
To the contrary, Admiral Michael Rogers, the director of the NSA, announced a reorganization
of the NSA which will instead further conflate the mission to conduct surveillance — the lock
breakers  with the mission to protect networks — the lock makers.20 This is bad for internet of
things security. Potential vulnerabilities in encryption standards developed to assist the NSA in
its surveillance activities also leave the door open for bad actors to gain access to our devices.
Finally, even when researchers develop and implement the strongest encryption possible,
vulnerabilities will always remain. When these vulnerabilities are discovered, they need to be
disclosed to the manufacturers so that they can be patched.21 In 2014, the U.S. government
reinvigorated a process, the Vulnerabilities Equities Process, to do this for vulnerabilities either
discovered or made known to its agents. Unfortunately, too little is known about the process,
which only became public in redacted form following a lawsuit from the Electronic Frontier
Foundation.22 For example, the FBI recently raised questions about the process by indicating
that the vulnerability that it purchased to break into the iPhone that belonged to one of the
shooters in the attack in San Bernadino would not be submitted to the process at all.23 What are
the circumstances when vulnerabilities are not subject to the process? What circumstances
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have led to decisions not to disclose vulnerabilities that have gone through the process? These
questions must be answered.
We also need more answers about the government's hacking operations overall. As explained,
activity in furtherance of hacking (like keeping vulnerabilities secret and influencing encryption
standards) undermines the security of the global internet. Both the NSA and the FBI have
confirmed that they engage in hacking operations, but the extent of those operations, and any
safeguards, has not been disclosed to the public.24
Finally, the government can and should do more to incentivize stronger cybersecurity for the
internet of things. The internet of things depends on interconnectivity and weaknesses in one
device or system creates greater risk across the ecosystem.25 A positive cybersecurity agenda
should support cybersecurity research and innovation, including stronger support for small
companies, independent security researchers,26 and companies taking innovating, yet
rightsrespectful approaches to securing information.
NIST has collaborated with industry to create a series of cybersecurity frameworks, including the
Draft Framework for CyberPhysical Systems, which is applicable to the internet of things.27
While voluntary standards are a useful tool, particularly for smaller companies or companies
newly collecting data, the frameworks’ utility is limited by their generality. Instead of engaging on
legislation to formalize the Framework to protect our growing digital world, Congress passed the
Cybersecurity Information Sharing Act (CISA), which is of limited substantive value while
insufficiently protecting the privacy of user data.28 The risk to user privacy is particularly acute in
the context of the internet of things where comprehensive and highly sensitive information is
frequently collected and processed.
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In order to better protect cybersecurity of the internet of things, the CISA needs to be amended
to include privacy protections as well as to include provisions that support innovative
cybersecurity approaches and remove legal barriers to independent cybersecurity research.
Summary of Recommendations:
1. Affirm unmitigated support for strong encryption not subject to requirements for
backdoors or vulnerabilities of any kind;
2. Study the means and methods by which metadata can be efficiently and effectively
encrypted;
3. Support the establishment of an independent information assurance agency for the
federal government with adequate funding and resources to exist apart from the National
Security Agency;
4. Support greater transparency for the treatment of vulnerabilities by the government both
within the Vulnerabilities Equities Process as well as any vulnerabilities that are not
introduced to the Process;
5. Support legislation that improves privacy protection in information sharing, increases
funding for innovative cybersecurity approaches, and removes legal barriers stymying
independent security research.
Keeping on the Things
Finally, the internet of things also elucidates the need for transparency in the issue of internet
shutdowns. Internet shutdowns — intentional disruptions of internet or electronic
communications, rendering them inaccessible or effectively unusable, for a specific population
or within a location, often to exert control over the flow of information — pose a threat to human
rights around the world.
Internet shutdowns, which include wireless network shutdowns, harm everyone, including
victims of emergencies, first responders, human rights defenders, businesses, journalists,
demonstrators, and public services. 29 Shutdowns do not help victims, restore order, or protect
rights. In 2015, officials from the United Nations declared that internet kill switches can never be
justified, even during conflicts, under international law.30
In the internet of things, shutdowns may actually be a matter of life and death. The extent that
devices will rely on the internet in order to function remains unclear.31 Shutdowns which limit the
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functionality of certain internet things, especially medical devices or those connected to
infrastructure and public utilities, may have disastrous consequences.
Despite this, the U.S. government reserves the power to shutdown the internet in certain
circumstances. The details of when or how the government can shut down or limit access to the
internet, however, are far from transparent. U.S. law and policy accounts for wireless network
shutdowns for national emergencies or public safety.32 Standard Operating Procedure 303
contains procedures for the former.33 Despite its approval in 2006, the document has never
been released in full to the public. A highly redacted version was made available only after the
Electronic Privacy Information Center instituted litigation under the Freedom of Information Act.
34
Similarly, while the Federal Communications Commission requested comments on a policy for
shutdowns for the purpose of “public safety” — following an alarming incident where Bay Area
Rapid Transit officials intentionally disrupted connectivity to thwart public protests — the final
policy was never published.35 In addition, by way of Executive Order in 2012 the White House
granted the Department of Homeland Security authority to prioritize government
communications, which could knock out connectivity for populations.36
More information is needed on how, when, and to what extent internet shutdowns are
authorized and conducted in the United States. In addition, studies should be done on the
extent that shutdowns will impact the internet of things, including risks to life caused by
disruption of certain medical devices.
Summary of Recommendations
:
1. Support greater transparency on the processes and use of internet shutdowns, including
mobile network shutdowns, in the United States;
2. Support the development of resolutions and statements at the United Nations General
Assembly, Human Rights Council, and International Telecommunication Union, declaring
that shutdowns violate international human rights law and norms.
32
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Conclusion
Thank you for your time and attention to this important issue. If you have any questions on any
of the topics brought up in this comment, please contact Amie Stepanovich, U.S. Policy
Manager and Global Policy Counsel, at amie@accessnow.org.
Sincerely,
Amie Stepanovich
U.S. Policy Manager and Global Policy Counsel
Drew Mitnick
Policy Counsel
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