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Why We Care?

• 47% of consumers state security and 

privacy as obstacles to adopting IoT 

devices. 1

• 18% quit using IoT devices due to lack of 

service guarantees. 2 

1 Pew Research Center, 2015
2 Accenture Research 1/2016, n = 28,0000



Challenges - IoT Ecosystem

• Highly personal, dynamic, 
persistent collection and 
transfer of data

• Combination of devices, 
apps, platforms & services

• Data flows, touch points 
& disclosures

• Lack of defined standards

• Security

• Privacy

• Sustainability 

▫ Lifecycle Supportability 

▫ Data retention / ownership
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“An ecosystem built 

on trust and innovation

where benefits to 

society and commerce 

are realized by 

prioritizing security, 

privacy and safety.”

IoT Vision For The Future



Usability & Functionality  



• Security 

• Privacy

• Sustainability / Lifecycle Issues 

IoT Trust Framework - Addressing







.

• Examples: EU-US Privacy Shield Framework www.commerce.gov/privacyshield

• EU General Data Protection Regulation (GDPR) www.eugdpr.org.  

http://www.commerce.gov/privacyshield
http://www.eugdpr.org/


• All software and/or firmware updates, 

patches and revisions must either be 

signed and/or otherwise verified as 

coming from a trusted source. 

• Updates and patches should not 

modify user-configured preferences, 

security and/or privacy settings without 

user notification.

• Examples: Nest, Vizio

#6 Updates & Lifecycle Patching
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Related Key Principles
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#8 – Secure customer communications

How can you inform customers an upgrade is required? 

#16 – Ensure support policies are easily discoverable up front

What statement is made about support? Warranty Support

#17 – Disclose duration of security and patch support

Should align with expected lifetime of the device

#22, #30 – Provide ability to delete or transfer data upon EOL/transfer

Likely require ability to patch/upgrade when device transferred.

• All of this must be done in a manner reasonably 

achievable by average consumers


